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I. Introduction 

Consumer reporting agencies collect and assemble or evaluate information about, among other 
things, the credit, criminal, employment, and rental histories of hundreds of millions of 
Americans.  They package this information into consumer reports, which are restricted for use 
typically to creditors, insurers, landlords, employers, and others making eligibility and other 
decisions about consumers.  This collection, assembly, evaluation, dissemination, and use of vast 
quantities of often highly sensitive personal and financial data about consumers poses significant 
risks to consumer privacy. 

In 1970, Congress enacted the Fair Credit Reporting Act (FCRA), one of the first data privacy 
laws in the world, to regulate the consumer reporting market.1  Before passing the FCRA, 
Congress investigated the growing data surveillance industry and found that, while consumer 
reporting agencies had assumed a vital role in assembling and evaluating consumer credit and 
other information on consumers to meet the needs of commerce, there was a need to ensure that 
they acted fairly, impartially, and with respect for consumers’ right to privacy.  In 1969, Senator 
Proxmire introduced S. 823, the Fair Credit Reporting Bill, which eventually became the 
FCRA.2  When introducing the bill, Senator Proxmire described the problem as follows: 

Although a number of congressional committees have recently begun to investigate 
the activities of credit reporting agencies, most Americans still do not realize the 
vast size and scope of today’s credit reporting industry or the tremendous amount 
of information which these agencies maintain and distribute. For example, the 
Associated Credit Bureaus of America have over 2,200 members serving 400,000 
creditors in 36,000 communities. These credit bureaus maintain credit files on more 
than 110 million individuals and in 1967 they issued over 97 million credit reports. 
Credit bureaus typically supply information on a person’s financial status, bill 
paying record, and items of public record such as arrests, suits, judgments and the 
like. The information is furnished to creditors for the purpose of extending credit. 

. . . . 

While the growth of this information network is somewhat alarming, what is even 
more alarming is the fact the system has been built up with virtually no public 
regulation or supervision. A few years ago, the executive branch proposed the 
establishment of a national data bank with personal information on every U.S. 
citizen. The “big-brother is watching” overtones of this project plus congressional 
opposition led to its quick abandonment. Yet we are building roughly the same type 
of data bank under private auspices but with none of the public safeguards. 

I do not mean to suggest that credit reporting agencies perform no worthwhile 
function or that we should arbitrarily curb their growth. Credit reporting agencies 

 
1 15 U.S.C. 1681 et seq.  The full text of the FCRA appears in Appendix A, below. 
2 115 Cong. Rec. S1168 (daily ed. Jan. 31, 1969), https://www.govinfo.gov/content/pkg/GPO-CRECB-1969-
pt2/pdf/GPO-CRECB-1969-pt2-8.pdf.  
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are absolutely essential in today’s credit economy where consumer debt has passed 
the $100 billion mark. The credit reporting industry has come into being and has 
grown in response to the demand by retailers, banks, and other financial institutions 
for sound information about the credit worthiness of consumers. Creditors need this 
information, and they need it as quickly as possible, in order to make sound credit 
decisions. And consumers need an efficient credit reporting industry in order to 
obtain credit promptly with a minimum of redtape [sic].  

Therefore, my objective in introducing the fair credit reporting bill is to correct 
certain abuses which have occurred within the industry and to insure that the credit 
information system is responsive to the needs of consumers as well as creditors.3 

Confidentiality was one of the main concerns expressed by Senator Proxmire in his statement 
introducing the bill.  Senator Proxmire stated: 

The fact that credit reporting agencies maintain files on millions of Americans, 
including their employment, income, billpaying record, marital status, habits, 
character and morals is not in and of itself so disturbing. What is disturbing is that 
this practice will continue, and will have to continue, if we continue to have an 
insurance system and a consumer credit system of the kind we have. What is 
disturbing is the lack of any public standards to insure that the information is kept 
confidential and used only for its intended purpose. The growing accessibility of 
this information through computer- and data-transmission techniques makes the 
problem of confidentiality even more important.4 

The FCRA was designed to allow certain Congressionally sanctioned uses of consumer report 
data to continue, but to strictly prohibit other uses of consumer report data.  In addition, 
Congress created accuracy requirements and gave consumers a right to see their data, and due 
process rights to dispute inaccurate or incomplete information in their files.5  The FCRA and its 
implementing regulation, Regulation V, 12 CFR part 1022, have been amended from time to 
time since the statute’s enactment and impose obligations on consumer reporting agencies, 
entities that provide information to consumer reporting agencies (i.e., furnishers), and users of 
consumer reports.6  The Consumer Financial Protection Bureau (CFPB) has rulemaking, 
enforcement, and supervisory authority to administer the FCRA.7 

 
3 Fair Credit Reporting Bill, 115 Cong. Rec. S2410-11 (daily ed. Jan. 31, 1969). 
4 Id. a t S2413. 
5 15 U.S.C. 1681e(b) (accuracy procedures), 1681g (disclosures to consumers), 1681i (procedures in case of 
disputed accuracy).  
6 Regulation V, www.ecfr.gov/current/title-12/chapter-X/part-1022. 
7 Dodd-Frank Wall Street Reform and Consumer Protection Act (Dodd-Frank Act), Public Law 111–203, section 
1088, 124 Stat. 1376, 2086 (2010); see also Dodd-Frank Act sections 1024, 1025, and 1061, 124 Stat. 1987 
(codified at 12 U.S.C. 5514, 5515, and 5581).  Authority over 15 U.S.C. 1681m(e) and 1681w is limited to the 
Federal banking agencies and the National Credit Union Administration, the Federal Trade Commission, the 
Commodity Futures Trading Commission, and the U.S. Securities and Exchange Commission. 
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The consumer credit reporting industry has consistently been a major source of consumer 
complaints.  Complaints about credit or consumer reporting represented roughly 76 percent of 
consumer complaints submitted to the CFPB during 2022, far more than any other category of 
consumer product or service.8  Credit or consumer reporting has been the most-complained-
about category of consumer financial product or service to the CFPB every year since 2017.9 

In addition, since the FCRA’s enactment in 1970, advances in technology have led, particularly 
in recent years, to a rapid evolution of the consumer reporting marketplace.  For example, 
companies using business models that rely on newer technologies and novel methods to collect 
and sell consumer data have emerged and evolved with the growth of the internet and advanced 
technology.  These companies, sometimes labeled “data brokers,” “data aggregators,” or 
“platforms,” broadly engage in activities that the FCRA was designed to regulate.   

The CFPB is considering proposals to regulate many data broker activities as covered under the 
FCRA, which would prohibit the sale of covered data for purposes other than those authorized 
under the FCRA.  Most notably, this would limit the sale of certain data broker data for 
advertising or marketing, for the most part constraining the sale of data to only those companies 
or persons to whom the consumer applied for credit, insurance, employment, housing, or some 
other service, or to whom the consumer otherwise authorized access.  This would also subject 
certain data brokers to FCRA obligations, ensuring, for example, that consumers have a right to 
obtain data about themselves held by data brokers and to dispute inaccuracies in that data.   

Separately, the CFPB is considering proposals to address the problem of unreliable or 
unnecessary medical collection tradelines appearing on consumer reports.  Such proposals would 
modify a regulatory exemption originally promulgated by a group of Federal banking agencies 
and the National Credit Union Administration that allows creditors to consider a consumer’s 
medical debt information when underwriting credit and would prohibit consumer reporting 
agencies from including medical collection tradelines in consumer reports provided to creditors.  
Research has shown that medical collections are less predictive of serious delinquency than non-
medical collections.  This may be in part because of medical billing and insurance practices, or 
the fact that the very nature of medical debt is unpredictable.10  This can result in coercive credit 

 
8 Consumer Fin. Prot. Bureau, Consumer Response Annual Report, a t 11 (Mar. 2023), 
https://files.consumerfinance.gov/f/documents/cfpb_2022-consumer-response-annual-report_2023-03.pdf (noting 
that the CFPB received nearly 980,000 credit or consumer reporting complaints in 2022). 
9 Id.; Consumer Fin. Prot. Bureau, Consumer Response Annual Report, a t 3 (Mar. 2022), 
https://s3.amazonaws.com/files.consumerfinance.gov/f/documents/cfpb_2021-consumer-response-annual-
report_2022-03.pdf; Consumer Fin. Prot. Bureau, Consumer Response Annual Report, a t 9 (Mar. 2021), 
https://s3.amazonaws.com/files.consumerfinance.gov/f/documents/cfpb_2020-consumer-response-annual-report_03-
2021.pdf; Consumer Fin. Prot. Bureau, Consumer Response Annual Report, a t 9 (Mar. 2020), 
https://s3.amazonaws.com/files.consumerfinance.gov/f/documents/cfpb_consumer-response-annual-
report_2019.pdf; Consumer Fin. Prot. Bureau, Consumer Response Annual Report, a t 9 (Mar. 2019), 
https://s3.amazonaws.com/files.consumerfinance.gov/f/documents/cfpb_consumer-response-annual-
report_2018.pdf; Consumer Fin. Prot. Bureau, Consumer Response Annual Report, a t 9 (Mar. 2018), 
https://s3.amazonaws.com/files.consumerfinance.gov/f/documents/cfpb_consumer-response-annual-
report_2017.pdf. 
10 See generally Consumer Fin. Prot. Bureau, Consumer credit reports: A study of medical and non-medical 
collections, a t 12-16, 38-48, 51-52 (Dec. 2014), 
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reporting, which can force people to pay medical bills they may not or should not owe.  For these 
reasons, the CFPB is considering proposals that would revise an exemption that allows creditors 
to consider a consumer’s medical debt when underwriting credit and would prohibit consumer 
reporting agencies from including medical collection tradelines on consumer reports. 

The CFPB is also considering proposals to address other issues that have arisen in the years since 
the FCRA’s enactment, or that are areas of particular risk for consumer harm.  Among others, 
these include proposals related to the obligations of consumer reporting agencies to investigate 
disputes, including disputes involving systemic issues. 

II. The SBREFA Process 
Federal law provides that, prior to issuing a proposed rule that could have a significant economic 
impact on a substantial number of small entities, the CFPB must consult with small entities that 
are likely to be subject to the regulation.11  As part of the consultation process, the CFPB must 
convene a Small Business Review Panel (Panel)12 to collect advice and recommendations from 
these small entities or their representatives (small entity representatives).  Small entities likely to 
be affected by the FCRA proposals the CFPB currently is considering include: (1) entities that 
meet (or would meet, if the proposals were adopted) the definition of consumer reporting agency 
in FCRA section 603(f), (2) entities that furnish information to consumer reporting agencies, and 
(3) creditors that use medical debt collection information in making credit eligibility 
determinations.   

SBREFA requires the CFPB to collect the advice and recommendations of small entity 
representatives about whether the proposals under consideration might increase the cost of credit 
for small entities and if alternatives exist that might accomplish the stated objectives of 
applicable statutes while minimizing any such increase.13  The small entity representatives will 
have the opportunity to provide input on these topics during the CFPB’s SBREFA consultation 
process, including at the Panel meeting. 

 
https://files.consumerfinance.gov/f/201412_cfpb_reports_consumer-credit-medical-and-non-medical-
collections.pdf.  See also Michelle Singletary, Finally, Medical Debt Under $500 Has Been Removed From Credit 
Reports, Wash. Post (Apr. 12, 2023), https://www.washingtonpost.com/business/2023/04/12/medical-debt-credit-
reports/ (reporting nationwide consumer reporting agencies’ removal of  paid medical collections, medical 
collections under $500, or medical debts less than 180 days old on consumer reports); AnnaMaria Andriotis, Major 
Credit-Score Provider to Exclude Medical Debts, WSJ (Aug. 10, 2022) https://www.wsj.com/articles/major-credit-
score-provider-to-exclude-medical-debts-11660102729 (credit score provider VantageScore to stop factoring 
medical debt as not necessarily reflective of consumer ability to repay). 

11 See Small Business Regulatory Enforcement Fairness Act of 1996 (SBREFA), Public Law 104-121, tit. II, 
110 Stat. 857 (1996) (codified at 5 U.S.C. 609) (amended by Dodd-Frank Act section 1100G); the Regulatory 
Flexibility Act, 5 U.S.C. 601 et seq. 
12 See 5 U.S.C. 609(b).  The Panel consists of representatives from the CFPB, the Small Business Administration’s 
Chief Counsel for Advocacy, and the Office of Information and Regulatory Affairs in the Office of Management 
and Budget.  The Office of Advocacy is an independent office within the Small Business Administration, so its 
views do not necessarily reflect the views of the Small Business Administration or the Administration. 
13 Dodd-Frank Act section 1100G, 124 Stat. 2112. 
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In accordance with the above requirements, the CFPB is convening a Panel to obtain input from 
small entity representatives on the proposals under consideration for an FCRA rulemaking.  The 
CFPB has prepared this Outline to provide background to the small entity representatives and to 
facilitate the SBREFA process. 

Within 60 days of convening, the Panel will complete a report (Panel Report) on the feedback 
received from the small entity representatives, and the CFPB will consider that feedback and the 
Panel Report as it prepares a proposed rule.  The CFPB will coordinate with small entity 
representatives on the timing for their feedback.  Written feedback from small entity 
representatives will be appended to the Panel Report.  Once a proposed rule is published, the 
Panel Report will be placed in the public rulemaking record. 

The SBREFA process is only one step in the CFPB’s rulemaking process.  No entity will be 
required to comply with any of the proposals addressed in this Outline before a proposed rule is 
published, public comment on the proposed rule is received and reviewed by the CFPB, a final 
rule is issued, and the implementation period between the final rule’s issuance date and its 
compliance date concludes. 

The CFPB is conferring with other Federal agencies, including the prudential regulators and the 
Federal Trade Commission, on the proposals under consideration.14  The CFPB is also interested 
in hearing feedback about the proposals under consideration from other stakeholders, including 
small stakeholders who are not small entity representatives.  Stakeholders are welcome to 
provide written feedback on the proposals under consideration by emailing it to 
CFPB_consumerreporting_rulemaking@cfpb.gov no later than October 30, 2023.  Such 
feedback will not be included in the Panel Report but may be subject to public disclosure.15   

III. Proposals and Alternatives Under Consideration 
Here, the CFPB describes the proposals and alternatives under consideration and lists questions 
on which it seeks small entity representative feedback.  In addition to the listed questions, the 
CFPB is interested in any other input small entity representatives wish to provide on any of the 
proposals under consideration. 

 
14 In addition to conferring with staff from the Office of Advocacy at the Small Business Administration, staff from 
the Office of Information and Regulatory Affairs at the Office of Management and Budget, and staff from the 
Federal Trade Commission, the CFPB has invited discussion on these proposals under consideration with staff from 
Federal agencies including the Board of Governors of the Federal Reserve System, the Office of the Comptroller of 
the Currency, the Federal Deposit Insurance Corporation, the National Credit Union Administration, the Bureau of 
Fiscal Service of the Department of the Treasury, and the Department of Health and Human Services.  The CFPB 
plans to continue conferring with these and other agencies throughout the rulemaking process. 
15 Sensitive personal information, such as account numbers or Social Security numbers, or names of other 
individuals, should not be included.  Small entity representatives and other stakeholders considering submitting 
proprietary or confidential business information should contact the CFPB in advance to discuss whether and how 
that information should be provided. 
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The questions in this Outline are numbered sequentially throughout for ease of reference.  When 
providing feedback, please note the relevant topic and question number(s).  The questions begin 
here with several inquiries that apply to all the proposals under consideration. 

Q1. How, if at all, will the proposal under consideration require your firm to change 
its operations, products, or services? 

Q2. What do you anticipate will be the initial and ongoing costs to your firm, if any, 
of complying with the proposal under consideration?  If applicable, how do those 
costs compare to your firm’s current costs to comply with the provision(s) of the 
FCRA or Regulation V related to the proposal under consideration?  Please 
quantify all such costs by type and amount to the extent possible. 

Q3. What aspect or aspects of complying with the proposal under consideration would 
be the most challenging? 

Q4. What alternative approaches, if any, should the CFPB consider in lieu of the 
proposal under consideration? 

Q5. Other than compliance costs, what costs, burdens, or unintended consequences 
should the CFPB consider with respect to the proposal under consideration?  
Please quantify if possible.  What alternatives, if any, would mitigate such costs, 
burdens, or unintended consequences? 

Q6. Are there any statutes or regulations with which your firm must comply that may 
duplicate, overlap, or conflict with the proposal under consideration?  What 
challenges or costs would your firm anticipate in complying with any such 
statutes or regulations and the CFPB’s proposal under consideration? 

Q7. What factors disproportionately affecting small entities should the CFPB be aware 
of when evaluating the proposal under consideration?  Would the proposal under 
consideration provide unique benefits to small entities? 

A. Definitions of consumer report and consumer reporting agency 

FCRA section 603(d)16 defines the term “consumer report” to mean, in general, any written, oral, 
or other communication of any information by a consumer reporting agency bearing on a 
consumer’s credit worthiness, credit standing, credit capacity, character, general reputation, 
personal characteristics, or mode of living which is used or expected to be used or collected in 
whole or in part for the purpose of serving as a factor in establishing the consumer’s eligibility 
for (A) credit or insurance to be used primarily for personal, family, or household purposes; 
(B) employment purposes; or (C) any other permissible purpose authorized under FCRA section 
604. 

 
16 15 U.S.C. 1681a(d). 
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FCRA section 603(f)17 defines the term “consumer reporting agency” as any person which, for 
monetary fees, dues, or on a cooperative nonprofit basis, regularly engages in whole or in part in 
the practice of assembling or evaluating consumer credit information or other information on 
consumers for the purpose of furnishing consumer reports to third parties, and which uses any 
means or facility of interstate commerce for the purpose of preparing or furnishing consumer 
reports. 

The CFPB is considering several proposals related to the definitions of “consumer reporting 
agency” and “consumer report.”  Certain of these proposals would address whether and how the 
FCRA applies to newer actors and practices in the credit reporting marketplace, including 
questions such as coverage of data brokers and certain consumer reporting agency practices 
regarding marketing and advertising. 

1. Data brokers 

Consumers regularly engage in activities that reveal their personal information, often without 
realizing it.18  For example, they may visit a website, charge an item to a credit card, or 
download an app, in each instance providing information to the entity with whom they interact.  
These entities may, in turn, provide or sell the information they collect to third-party data brokers 
with whom the consumer does not have a direct relationship.19 

Some of the information data brokers collect and sell is private, such as information about a 
consumer’s finances or health conditions.  Other information is public, such as information about 
criminal records or lawsuits.  Data brokers use the information they collect for a variety of 
purposes, including to generate reports for use in credit and employment decisions, to create lists 
of consumers with certain attributes for use in marketing, and to operate databases to detect 
fraud.  In addition to the privacy harms it poses, the collection and sale of consumer information 
by data brokers can facilitate fraud, identity theft, harassment, discrimination, and abusive and 
unfair conduct.  Many data brokers are consumer reporting agencies under current law. 

The CFPB is considering proposals to address the application of the FCRA to data brokers, 
including to codify current law.  These include proposals to provide that:  consumer information 
provided to a user who uses it for a permissible purpose is a “consumer report” regardless of 
whether the data broker knew or should have known the user would use it for that purpose, or 
intended the user to use it for that purpose; data brokers that sell certain types of consumer data 
(e.g., data typically used for credit and employment eligibility determinations) are selling 

 
17 15 U.S.C. 1681a(f). 
18 See Fed. Trade Comm’n, Data Brokers: A Call for Transparency and Accountability, a t 1-2 (May 2014), 
https://www.ftc.gov/system/files/documents/reports/data-brokers-call-transparency-accountability-report-federal-
trade-commission-may-2014/140527databrokerreport.pdf. 
19 For purposes of this Outline, “data broker” is an umbrella term used to describe firms that collect, aggregate, sell, 
resell, license, or otherwise share personal information about consumers with other parties.  This includes first-party 
data brokers that interact with consumers directly and third-party data brokers with whom the consumer does not 
have a direct relationship.  See Request for Information Regarding Data Brokers and Other Business Practices 
Involving the Collection and Sale of Consumer Information, 88 FR 16951, 16952 (Mar. 21, 2023) (similarly 
defining “data brokers”).  Data brokers may or may not be consumer reporting agencies under the FCRA. 
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consumer reports; a data broker that collects consumer information for permissible purposes may 
not sell it for non-permissible purposes; and a data broker may not obtain consumer report 
information from a consumer reporting agency without a permissible purpose or sell such 
information to a user unless the user has a permissible purpose.   

Currently, some data brokers that collect, aggregate, sell, resell, license, or otherwise share 
personal information about consumers with other parties act as consumer reporting agencies 
under the statute, but others that engage in very similar activities or sell the same types of data do 
not.  By engaging in these activities outside of the FCRA’s protections regarding, for example, 
data confidentiality and accuracy, these companies threaten consumer privacy and arguably 
evade the FCRA’s purposes and objectives. 

As noted above, one of the CFPB’s proposals under consideration would provide that a data 
broker that sells certain types of consumer data would be a consumer reporting agency.  Under 
such a proposal, the CFPB would provide that a data broker’s sale of data regarding a 
consumer’s payment history, income, and criminal records, for example, would generally be a 
consumer report, regardless of the purpose for which the data was actually used or collected, or 
the expectations of that data broker, because that type of data is typically used for credit and 
employment determinations (both permissible purposes).20  A data broker “assembling or 
evaluating” and selling such data would be a consumer reporting agency (assuming the other 
elements of the definition of consumer reporting agency were satisfied) because it would be 
assembling or evaluating information on consumers for the purpose of furnishing consumer 
reports to third parties.21   

The proposals under consideration also would mean that the sale of data addressed in the 
proposals by data brokers that qualify as consumer reporting agencies under the proposals would 
be prohibited without the written instructions of the consumer or another permissible purpose.  
That prohibition would extend, for example, to selling such data for marketing (except as 
permitted for prescreening under FCRA section 604(c)).  The CFPB is also considering other 
interpretations clarifying when and how data brokers are or would be consumer reporting 
agencies furnishing consumer reports. 

For the proposals under consideration, please provide feedback on questions 1 through 7 above 
and the following questions: 

Q8. If the CFPB proposes the approaches described above, what types of entities 
would fall within the definition of “consumer reporting agency”?  Are there 

 
20 Such a sale of data would not be a consumer report if a  statutory exclusion applies, such as if the data consists of 
“information solely as to transactions or experiences” between the consumer and the data broker.  See 15 U.S.C. 
1681a(d)(2)(A)(i). 
21 This particular proposal would not cover data types that are only infrequently used to make eligibility 
determinations, such as alternative data used to make credit decisions.  Nevertheless, an entity selling such data 
could still be a consumer reporting agency (assuming the other elements of the definition were satisfied) if the data 
were actually collected, used, or expected to be used for a  permissible purpose.  Other proposals the CFPB is 
considering, as described above, would address the application of the FCRA in these circumstances, including to 
codify existing law.   
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certain types of entities that should not fall within the definition of “consumer 
reporting agency”? 

Q9. If consumer data communicated to a third party and used by the third party for 
credit decisions, employment purposes, insurance decisions, or other permissible 
purposes were a consumer report regardless of the data broker’s knowledge or 
intent concerning the third party’s use of the data, what costs would entities 
selling such data incur to monitor or control how their customers use purchased 
data? 

Q10. If the CFPB proposes the approach described above with respect to data brokers 
that sell certain types of data, would it be sufficient to provide a standard for (or 
guidelines about) what types of data are “typically” used for an FCRA-covered 
purpose or should the CFPB provide a list of such data types?  What standard, 
guidelines, or data types should the CFPB consider for each FCRA-covered 
purpose? 

Q11. Are there other ways in which the CFPB should be thinking about how and when 
data broker data should be considered a consumer report furnished by a consumer 
reporting agency? 

Q12. If any of the proposals under consideration that would make a data broker subject 
to the FCRA as a consumer reporting agency were finalized, do you anticipate 
that your firm or your customers will seek to obtain consumer consent before 
providing consumer reports to third parties?  If so, what challenges do you foresee 
with obtaining consumer consent? 

Q13. What costs do you believe the proposal under consideration would be likely to 
impose on the entities from which your firm obtains consumer data (known as 
“furnishers” under the FCRA) and on the entities to which your firm provides 
consumer data (known as “users” under the FCRA)?  Are there additional burdens 
or unintended consequences to such entities the CFPB should consider?  What 
steps could the CFPB take to reduce or lessen those potential impacts? 

2. Defining “assembling or evaluating” 

Data brokers that facilitate consumer-authorized data sharing by accessing consumer information 
held by data providers and communicating it to third party data recipients are typically engaged 
in activities that constitute “assembling or evaluating” consumer information under existing 
precedent; thus, where they otherwise satisfy the definition of “consumer reporting agency,” they 
are subject to the FCRA. 

Other entities that facilitate electronic data access between parties may also engage in 
“assembling or evaluating” information when they act as intermediaries or vendors (e.g., by 
transmitting public records information from public records databases to users) or otherwise 
transmit consumer data electronically between data sources and users.  The CFPB is considering 
a proposal to provide a more bright-line definition for when such entities’ activities fall within 
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the meaning of the terms “assembling” and “evaluating” in the definition of “consumer reporting 
agency.”  The CFPB’s proposal under consideration would address when such companies’ 
activities constitute “assembling or evaluating” and would provide that, if such companies are 
“assembling or evaluating” and otherwise meet the definition of “consumer reporting agency,” 
they would be consumer reporting agencies under FCRA section 603(f). 

For the proposal under consideration, please provide feedback on questions 1 through 7 above 
and the following questions:  

Q14. What are the types of intermediaries, vendors, and other entities that transmit 
consumer data electronically between data sources and users?  For any such 
company, describe the types of information the company obtains, from which data 
sources, who determines the sources of information to use, and how the 
information is transmitted, used, interpreted, or modified by the company. 

Q15. Are there any circumstances under which the activities of an intermediary, 
vendor, or other entity that transmits consumer data electronically does not create 
a risk of harm to a consumer? 

3. “Credit header” data 

“Credit header” data are certain consumer-identifying data maintained by consumer reporting 
agencies.  Credit header data has historically been considered to include, for example, an 
individual’s name (and any other names previously used), current and former addresses, Social 
Security number, and phone numbers.   

The CFPB is aware that some consumer reporting agencies sell credit header data for purposes 
not authorized under the FCRA, such as marketing or certain law enforcement purposes.  The 
CFPB also recognizes that the evolution and expansion of the consumer data marketplace, as 
well as increased computing power and increased reliance on complex algorithms to identify 
insights, has resulted in credit header data being used more frequently for eligibility 
determinations and that this information may bear on a consumer’s personal characteristics or 
other enumerated factors in ways not currently recognized by consumer reporting agencies. 

The CFPB is considering a proposal to clarify the extent to which credit header data constitutes a 
consumer report.  The proposal under consideration would likely reduce, perhaps significantly, 
consumer reporting agencies’ ability to sell or otherwise disclose credit header data from their 
consumer reporting databases without a permissible purpose.   

For the proposal under consideration, please provide feedback on questions 1 through 7 above 
and the following questions:  

Q16. What types of information do firms typically consider to be credit header data?  
What types of credit header data are typically sold or purchased and for what 
purpose(s)?  How is data collected for those purposes and how is it stored?   

Q17. Under what circumstances do firms typically consider the sale or purchase of 
credit header data not to be a consumer report, and why?  What costs would be 
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incurred if such sales or purchases of credit header data were to be considered a 
consumer report? 

Q18. If the CFPB proposes a rule clarifying when credit header data is a consumer 
report, are there certain categories of credit header data you believe should be 
included or excluded as a consumer report?  If so, under what circumstances?   

4. Targeted marketing and aggregated data 

The FCRA prohibits consumer reporting agencies from furnishing consumer reports to third 
parties except for certain statutorily enumerated permissible purposes.  Marketing and 
advertising generally are not an FCRA permissible purpose.22  The FCRA thus generally 
prohibits consumer reporting agencies from furnishing consumer reports to third parties for 
marketing or advertising purposes, such as to target a consumer with an invitation to apply for 
credit.  The CFPB is considering proposals to clarify that certain activities consumer reporting 
agencies undertake to help third-party users market to consumers violate this prohibition. 

For example, a consumer reporting agency might use information from consumer reports and its 
other databases, combined with information from a third party, such as a set of consumer 
attributes or a list of consumer names, to enable the third party to better target individual 
consumers for a particular marketing or advertising campaign.  The consumer reporting agency 
might then deliver the marketing material or advertising campaign on behalf of the third party to 
the specific consumers identified for targeting.  Because the consumer reporting agency is not 
directly providing information to a third party, it may believe that no consumer report has been 
“furnished” and therefore that the activity is permissible under the FCRA.  The CFPB is 
considering proposals that would provide that, in this scenario or in similar circumstances where 
a consumer reporting agency uses consumer report information on behalf of a third party, a 
consumer reporting agency has furnished a consumer report on a consumer to a user without a 
permissible purpose. 

In other instances, a consumer reporting agency might share, for marketing or other purposes, 
consumer report information that has been “aggregated” and wrongly assume that it is not a 
consumer report simply because the information is aggregated.  For example, a consumer 
reporting agency might share household-level data, or data aggregated at broader geographic 
levels, that relate to a consumer.  The CFPB is considering proposals to clarify whether and 
when aggregated or anonymized consumer report information constitutes or does not constitute a 
consumer report. 

For the proposals under consideration, please provide feedback on questions 1 through 7 above 
and the following questions: 

Q19. What is your understanding of how consumer reporting agencies or service 
providers perform marketing or advertising services on behalf of third-party 
users?  What services are performed (e.g., identification of target audiences, 
delivery of marketing or advertising materials to consumers)?  What data are 

 
22 An exception exists for the purpose of making firm offers of credit or insurance.  See 15 U.S.C. 1681b(c)(1)(B). 
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relied on to perform these services, and do firms typically consider such data to be 
protected by the FCRA?  Why or why not? 

Q20. What is your understanding of how firms share consumer report information in 
marketing or advertising platforms?  What capabilities do these platforms offer to 
third-party users for targeting marketing or advertising campaigns?  What steps 
do firms typically take to prevent consumer report information from being used 
for impermissible purposes under the FCRA?  

Q21. What is your knowledge about products that include aggregated data drawn from 
consumer reporting databases?  For what purposes do firms typically use or offer 
the products?  What type of information is aggregated?  How is the aggregation 
done?  At what level are the data aggregated?  

Q22. Do firms typically consider aggregated data products they use or offer to be 
consumer reports?  Why or why not?   

Q23. Is there a level of aggregation of consumer report information at which consumer 
privacy would not be implicated?  Are you aware of instances in which 
aggregated information that is drawn from a consumer reporting database is later 
linked back by a third party to specific consumers, for example when a consumer 
responds to an advertisement?  

B. Permissible purposes 

One of the FCRA’s principal goals is to protect consumer privacy.23  The statute seeks to 
accomplish this by, among other things, prohibiting consumer reporting agencies from furnishing 
consumer reports to third parties except for certain statutorily enumerated “permissible 
purposes.”  The proposals under consideration would interpret certain of those permissible 
purposes and clarify circumstances in which data breaches may result in a consumer reporting 
agency violating the FCRA’s permissible purpose provision. 

1. Written instructions of the consumer 

FCRA section 604(a)(2)24 states that a consumer reporting agency has a permissible purpose to 
furnish a consumer report if the report is provided “[i]n accordance with the written instructions 
of the consumer to whom it relates.”   

The CFPB is considering proposals to address what is needed for a consumer report to be 
furnished by a consumer reporting agency in accordance with the consumer’s written instructions 
under FCRA section 604(a)(2).  The proposals under consideration include proposals concerning 
the steps companies must take to obtain a consumer’s written instructions, who can collect 
written instructions, limits on the scope of authorization to ensure the consumer has authorized 

 
23 See 15 U.S.C. 1681(a)(4). 
24 15 U.S.C. 1681b(a)(2). 
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all uses of the consumer’s data (including limits on the number of purposes or entities that can be 
covered by a single instruction), and methods for revoking any ongoing authorization. 

For the proposal under consideration, please provide feedback on questions 1 through 7 above 
and the following questions: 

Q24. Describe the consumer authorizations or certifications of written instruction 
typically relied upon to furnish or obtain consumer reports pursuant to this 
permissible purpose.  How specific are these authorizations, and if your firm 
relies on the certification of a user, does the user disclose the language of the 
consumer’s authorization?  How can a consumer revoke or modify their 
authorization?  What are the products or services offered to consumers for which 
your firm relies on the written instructions of the consumer to obtain a consumer 
report? 

Q25. What should the CFPB take into consideration when evaluating proposals to 
ensure that consumers understand the scope and import of their authorization to 
furnish or obtain their consumer report? 

Q26. If your firm requires consumer authorization to furnish or obtain consumer 
reports, what methods (e.g., electronic signature, check box, wet-ink signature, 
etc.) does your firm use to document the consumer’s instructions or authorization?  
What feedback has your firm received from consumers regarding the convenience 
or challenges caused by such methods, if any? 

2. Legitimate business need 

FCRA section 604(a)(3)(F)25 provides that a consumer reporting agency may furnish a consumer 
report to a person if it has reason to believe that the person “otherwise has a legitimate business 
need for the information—(i) in connection with a business transaction that is initiated by the 
consumer; or (ii) to review an account to determine whether the consumer continues to meet the 
terms of the account.” 

Some users may invoke the section 604(a)(3)(F)(i) permissible purpose to justify obtaining and 
using consumer reports for purposes other than determining a consumer’s eligibility for a 
transaction.  In addition, some users may invoke the section 604(a)(3)(F)(ii) permissible purpose 
when a consumer report is not necessary to make a decision about whether a consumer continues 
to meet the terms of an account.   

The CFPB is considering a proposal to specify that: (1) FCRA section 604(a)(3)(F)(i) requires a 
transaction to have been initiated by the consumer for personal, family, or household purposes 
and permits use of consumer reports only for the purpose of determining the consumer’s 
eligibility for the business transaction, and (2) FCRA section 604(a)(3)(F)(ii) requires that there 

 
25 15 U.S.C. 1681b(a)(3)(F). 
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is an account review for which the use of a consumer report is actually needed to make a 
decision about whether the consumer continues to meet the terms of the account. 

For the proposal under consideration, please provide feedback on questions 1 through 7 above 
and the following questions: 

Q27. Under what circumstances do firms currently use the legitimate business need 
permissible purpose in connection with consumer-initiated business transactions 
and account reviews?   

Q28. Would the proposal under consideration limit your firm’s ability to get consumer 
reports?  If so, how?  Would it be feasible for your firm instead to rely on the 
written instruction permissible purpose or some other permissible purpose? 

3. Data security and data breaches 

The CFPB is considering a proposal to address a consumer reporting agency’s obligation under 
the FCRA to protect consumer reports from unauthorized third-party access.  FCRA section 
60426 prohibits a consumer reporting agency from furnishing a consumer report other than under 
the circumstances described in that section.  FCRA section 607(a)27 requires consumer reporting 
agencies to maintain reasonable procedures designed to limit the furnishing of consumer reports 
to the permissible purposes listed in FCRA section 604.  Section 607(a) also prohibits a 
consumer reporting agency from furnishing a consumer report to any person “if it has reasonable 
grounds for believing that the consumer report will not be used for a permissible purpose listed 
in” section 604. 

The CFPB understands that some consumer reporting agencies may operate consumer reporting 
databases without adequate or reasonable data security safeguards, exposing consumer report 
data to unauthorized access and increasing the risk of identity theft, fraud, and other consumer 
harms.  The CFPB is aware that unauthorized users have gained access to consumer reports 
maintained by consumer reporting agencies on a number of occasions. 

The CFPB is considering a proposal to address a consumer reporting agency’s obligation under 
the FCRA to protect consumer reports from a data breach or unauthorized access.  For example, 
the CFPB is considering providing that failure to protect against unauthorized access to 
consumer reports by third parties may violate FCRA sections 604 or 607(a).    

For the proposal under consideration, please provide feedback on questions 1 through 7 above 
and the following question: 

Q29. What data security improvements, and associated costs, would consumer 
reporting agencies incur if they were liable under the FCRA for all data breaches?  

 
26 15 U.S.C. 1681b. 
27 15 U.S.C. 1681e(a). 
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C. Disputes 

Consumers have two avenues to dispute the completeness or accuracy of information contained 
in their consumer reports.  First, FCRA section 611(a)(1)28 permits a consumer to file a dispute 
with a consumer reporting agency as to the completeness or accuracy of their file.  Second, 
FCRA section 623(a)(8)29 and Regulation V allow a consumer to file a dispute directly with the 
entity that furnished the disputed information. 

FCRA section 611(a) requires a consumer reporting agency that receives a dispute to investigate 
it and respond within certain time periods.  The consumer reporting agency must also notify the 
furnisher of the information of the dispute.30  Whether a furnisher receives a dispute directly 
from a consumer or indirectly through a consumer reporting agency, the FCRA and 
Regulation V require the furnisher to investigate the dispute and respond within certain time 
periods.31 

Consumer complaints to the CFPB reflect how costly, ineffective, and time-consuming the 
consumer reporting dispute process can be for consumers.  In each of the past three calendar 
years, the top two most frequently identified issues in complaints submitted to the CFPB were 
“Incorrect information on your report” and “Problem with a credit reporting company’s 
investigation into an existing problem.”32  The CFPB is considering proposals related to two 
types of disputes: (1) those that are classified by a consumer reporting agency or furnisher as 
involving legal matters and (2) those involving systemic issues at a consumer reporting agency 
or furnisher. 

1. Disputes involving legal matters 

The CFPB understands that some consumer reporting agencies and furnishers have attempted to 
distinguish between “legal” and “factual” disputes and have asserted that the FCRA requires 
consumer reporting agencies and furnishers to investigate only “factual” disputes.  The FCRA 
does not distinguish between legal and factual disputes, and accordingly it does not exempt 
“legal disputes” from its requirement that consumer reporting agencies and furnishers must 
reasonably investigate disputes.  For example, the CFPB has previously stated the FCRA dispute 
provisions cover state foreclosure law interpretation disputes regarding whether a reported debt 

 
28 15 U.S.C. 1681i(a). 
29 15 U.S.C. 1681s-2(a). 
30 15 U.S.C. 1681i(a). 
31 See 15 U.S.C. 1681s-2(a), (b); 12 CFR 1022.43(e). 
32 Consumer Fin. Prot. Bureau, Circular 2022-07, Reasonable investigation of consumer reporting disputes, a t 3 
(Nov. 2022), https://s3.amazonaws.com/files.consumerfinance.gov/f/documents/cfpb_reasonable-investigation-of-
consumer-reporting-disputes_circular-2022-07.pdf.  
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is collectible33 and contractual liability disputes regarding obligations to pay.34  The CFPB is 
considering a proposal to codify this interpretation. 

For the proposal under consideration, please provide feedback on questions 1 through 7 above 
and the following questions: 

Q30. Do you have knowledge about the practice of distinguishing between disputes 
classified as relating to legal issues and those classified as relating to factual 
issues, and if so, how do those that engage in this practice distinguish these types 
of disputes?  Do they process or handle the disputes differently, and if so, what 
are the differences? 

Q31. What portion of your firm’s annual disputes relate to legal issues, and what 
policies and procedures are in place related to disputes your firm classifies as 
relating to legal issues? 

2. Disputes involving systemic issues 

The CFPB is considering proposals concerning disputes that relate to systemic issues affecting 
the completeness or accuracy of data furnished to consumer reporting agencies and included in 
consumer reports.  Specifically, the CFPB is considering proposals that would address how 
furnishers and consumer reporting agencies must investigate and address such systemic issues.  
The CFPB is also considering whether to provide consumers with a specific process through 
which they could notify a consumer reporting agency or furnisher of possible systemic consumer 
reporting issues that affect other similarly situated consumers.  These proposals could facilitate 
consumers’ ability to receive collective relief from consumer reporting agencies and furnishers 
that do not appropriately address systemic issues. 

A systemic issue at any consumer reporting agency or furnisher can lead to errors on the 
consumer reports of numerous consumers.  For example, the CFPB has taken enforcement action 
regarding furnisher errors caused by systemic issues that affected significant numbers of 
consumers, such as outdated software and deficiencies in a furnisher’s policies and procedures.35  

 
33 Br. Amicus Curiae of CFPB, Gross v. Citi Mortg., Inc., Case No. 20-17160 (9th Cir. Apr. 19, 2021), cfpb_amicus-
brief_gross-v-citimortgage_2021-14.pdf.  
34 Br. Amicus Curiae of CFPB, Holden v. Holiday Inn Club Vacations Inc and Mayer v. Holiday Inn, Case No. 22-
11734 (11th Cir. Dec. 16, 2022), cfpb_holden-v-holiday-inn-club-vacations-inc-and-mayer-v-holiday-inn_amicus-
br_TPSrY16.pdf; Br. Amicus Curiae of CFPB, Milgram v. JP Morgan Chase, Case No. 22-10250 (11th Cir. Apr. 7, 
2022), cfpb_milgram-v-jpmorgan-chase_amicus-brief_2022-04.pdf; Br. Amicus Curiae of CFPB, Sessa v. Trans 
Union LLC, Case No. 22-87 (2d Cir. May 5, 2022), cfpb_sessa-v-trans-union-llc_amicus-brief_2022-05.pdf. 
35 Systemic issues generally can lead to widespread errors on consumer reports and affect significant numbers of 
consumers.  See, e.g., CFPB Orders CarHop to Pay $6.4 Million Penalty for Jeopardizing Consumers’ Credit (Dec. 
17, 2015), https://www.consumerfinance.gov/about-us/newsroom/cfpb-orders-carhop-to-pay-6-4-million-penalty-
for-jeopardizing-consumers-credit/ (describing a “buy-here, pay-here” auto dealer and its affiliated financing 
company’s failure to establish and implement reasonable written policies and procedures regarding the accuracy and 
integrity of the consumer information that the financing company furnished to consumer reporting agencies as a 
significant systemic deficiency that increased the risk of, and likely contributed to, numerous furnishing errors, 
failures, and problems). 
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Accordingly, the CFPB is considering a proposal to address what a consumer reporting agency 
and a furnisher must do, pursuant to their obligations under FCRA sections 611 and 623, upon 
receiving a dispute from a consumer that indicates that there is a systemic issue that could be 
affecting the completeness or accuracy of consumer reports involving multiple consumers.  The 
CFPB is considering, for example, whether to: require furnishers and/or consumer reporting 
agencies to determine as part of their investigation of such disputes whether there is a systemic 
issue and to correct any inaccurate reporting on behalf of all affected consumers; and specify 
how the results of any such investigation should be communicated, including, for example, 
whether notice should be provided to consumers who may be affected by systemic issues 
identified in a dispute that was submitted by another consumer.  The CFPB is also considering 
whether to provide a rubric or template that consumers could use to submit disputes relating to 
systemic issues affecting multiple consumers, to facilitate the submission of such disputes. 

For the proposals under consideration, please provide feedback on questions 1 through 7 above 
and the following questions: 

Q32. How might the CFPB define “systemic” issues for purposes of the proposals it is 
considering?  What may be the cause(s) for a furnisher or consumer reporting 
agency to have erroneous reporting for multiple consumers of the same type (e.g., 
issues with common processes, policies and procedures, infrastructure limitations, 
training)?  How does your firm become aware of systemic issues that cause 
consumer reporting errors? 

Q33. If furnishers or consumer reporting agencies (or both) investigate and address 
systemic issues that may be causing consumer reporting errors affecting multiple 
consumers, based upon a single consumer’s notice of dispute, what kind of notice 
should go to other potentially similarly situated consumers affected by the 
systemic issue?  At what point(s) of the process?  What should that notice(s) say? 

Q34. What kind of information would be helpful for a consumer to include in a dispute 
notice to your firm to determine whether an error may be caused by a systemic 
issue?  

D. Medical debt collection information 

The CFPB has long-standing concerns about the usefulness of medical debt collections tradeline 
information in predicting a consumer’s creditworthiness.  For example, research by the CFPB 
and others has raised questions about the predictive value of this information.36  Nevertheless, 
medical debt collection tradelines have historically been the most common debt collection 
tradelines on consumer reports.37  Medical debt collection tradelines appearing on consumer 

 
36 See supra, note 10.  
37 Consumer Fin. Prot. Bureau, Market Snapshot: An Update on Third-Party Debt Collections Tradelines Reporting, 
a t 3 (Feb. 2023), https://files.consumerfinance.gov/f/documents/cfpb_market-snapshot-third-party-debt-collections-
tradelines-reporting_2023-02.pdf (looking at debt collection tradeline data from 2018 to Q1 2022).  See also 
Consumer Fin. Prot. Bureau, Consumer Credit Trends: Paid and Low-Balance Medical Collections on Consumer 
Credit Reports, at 4 (July 2022), https://files.consumerfinance.gov/f/documents/cfpb_paid-and-low-balance-
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reports can have negative consequences for consumers, including impacting consumers’ ability 
to obtain credit (or to obtain it at favorable rates) after experiencing, for example, a medical 
emergency.  They can also be used as leverage by collectors to coerce consumers to pay 
sometimes spurious or false unpaid medical bills.  

Congress, too, has raised concerns with the presence of medical debt information on credit 
reports.  In the FCRA, Congress restricted creditors’ ability to obtain or use medical debts in 
credit decisions38, but it granted the Federal banking agencies and the National Credit Union 
Administration authority to create regulatory exemptions to that restriction.  Those agencies 
promulgated exemptions, including one for medical debt financial information, which is 
primarily used by creditors to consider medical debts in underwriting decisions.  When the CFPB 
was created, Congress transferred this authority to the CFPB.  In 2011, the CFPB republished, in 
general with only technical and conforming changes, the consumer financial protection 
regulations it inherited from other agencies under the Dodd-Frank Act, including Regulation V 
for consumer reporting.  As part of that process, the CFPB republished without substantive 
change the medical debt financial information exemption in Regulation V § 1022.30(d).39   

The CFPB is considering proposals to: (1) revise Regulation V § 1022.30(d), to modify the 
exemption such that creditors are prohibited from obtaining or using medical debt collection 
information to make determinations about consumers’ credit eligibility (or continued credit 
eligibility) and (2) prohibit consumer reporting agencies from including medical debt collection 
tradelines on consumer reports furnished to creditors for purposes of making credit eligibility 
determinations. 

For each of the proposals under consideration, please provide feedback on questions 1 through 7 
above and the following questions: 

Q35. Under the proposals under consideration, would you anticipate that medical debt 
collectors would stop furnishing medical debt collection information to consumer 
reporting agencies and use alternative debt collection methods?  If so, which 
ones? 

Q36. To what extent do creditors currently use medical debt collection information 
when making credit eligibility determinations, including to comply with other 
laws or requirements?  Do creditors use medical debt collection information for 
other purposes in connection with a credit transaction? 

Q37. From what sources do creditors obtain consumers’ medical debt collection 
information, other than consumer reports? 

 
medical-collections-on-consumer-credit-reports_2022-07.pdf (analyzing likely impact of recent changes by 
nationwide consumer reporting agencies and finding that half of people with medical collection tradelines on their 
consumer reports will continue to have medical collections on their reports). 
38 15 U.S.C. 1681b(g)(2). 
39 See 76 FR 79308 (Dec. 21, 2011). 
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Q38. What are the pros and cons of an alternative approach of mandating a delay in the 
furnishing and reporting of medical debt for a particular period of time, and not 
reporting or furnishing medical debt below a particular dollar amount?   

Q39. What are the pros and cons of an alternative approach of requiring consumer 
reporting agencies and furnishers, upon receiving a dispute, to conduct an 
independent investigation to certify that a disputed medical debt is accurate and 
not subject to pending insurance disputes?  

E. Implementation period 

The CFPB seeks to ensure that consumers promptly benefit from a final rule and that covered 
entities have sufficient time to implement the rule.  As such, the CFPB is considering the proper 
implementation period for complying with a rule finalizing the proposals under consideration. 

To assist industry with an efficient and effective implementation of any final rule, the CFPB 
intends to provide guidance in the form of plain language compliance guides and aids, and by 
conducting meetings with stakeholders to discuss the rule and implementation issues. 

Q40. Please provide input on an appropriate implementation period for complying with 
a rule finalizing the proposals under consideration.  Are there any aspects of the 
CFPB’s proposals under consideration that could be particularly time consuming 
or costly to implement?  Are any of these challenges particular to small entities?  
Are there any factors outside a covered entity’s control that would affect its 
ability to prepare for compliance? 

IV. Potential Impacts on Small Entities  

A. Overview 

As discussed above, Federal law requires the CFPB to consider the economic impact that rules 
will have on small entities.  In Part III above, the CFPB describes the proposals under 
consideration and asks a number of questions about each, many of which relate to potential 
impacts on small entities.   

In this Part IV, the CFPB discusses the general framework under which it currently believes it 
can best assess the potential impacts of the proposals under consideration on small entities.  This 
information is intended to help small entity representatives and others offer the CFPB additional 
data and information regarding potential impacts.  The CFPB encourages contributions of data 
and other factual information to inform its assessment of potential compliance costs and other 
impacts on small entities.  In addition to seeking supporting data and information concerning 
costs and impacts of the proposals under consideration, the CFPB also seeks feedback on the 
framework discussed here. 
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B. Small entities covered by the proposals under consideration 

This section aims to quantify the number of small entities that may be affected by the proposals 
under consideration.  Doing so requires determining whether an entity would be affected and 
whether it is small.  As discussed above, the entities subject to the proposals under consideration 
include (1) entities that meet (or would meet, if the proposals were adopted) the definition of 
consumer reporting agency in FCRA section 603(f)40, (2) entities that furnish information to 
consumer reporting agencies, and (3) creditors that use medical debt collection information in 
making credit eligibility determinations.  These entities will include consumer reporting 
agencies, data brokers, data aggregators, data furnishers, and creditors that use medical debt 
information in credit eligibility or continued credit eligibility determinations.  An entity can be 
classified in multiple categories.  

Second, the CFPB adopts the Small Business Administration’s industry-specific size standards 
for determining which entities are “small.”  The following table lists the industries that may be 
affected by the proposals under consideration, in order of North American Industry 
Classification System (NAICS) code41, along with the number of entities in each category and 
the percent of small entities for that category. 

Table B.142 

NAICS 
Codes NAICS Description 

Total 
Number 

of Entities 

Number 
of Small 
Entities 

Percent 
Small 

Small Business 
Administration 
Size Standard 

($ Million) 

511140 
Directory and Mailing List 
Publishers 534 219 41.0% 

1250 
(Employees) 

 
40 15 U.S.C. 1681a(f). 
41  The Regulatory Flexibility Act defines “small entities” as small businesses, small organizations, and small 
governmental jurisdictions.  5 U.S.C. 601(6).  The term “small business” has the same meaning as “small business 
concern” under section 3 of the Small Business Act.  5 U.S.C. 601(3).  The term “small organization” is defined as 
any not-for-profit enterprise which is independently owned and operated and is not dominant in its field.  5 U.S.C. 
601(4).  The term “small governmental jurisdiction” is defined as the governments of cities, counties, towns, 
townships, villages, school districts, or special districts, with a population of less than 50,000.  5 U.S.C. 601(5).  The 
Small Business Administration has developed size standards to carry out the purposes of the Small Business Act and 
those size standards can be found in 13 CFR 121.201.  A link to those size standards is available at 
https://www.sba.gov/document/support-table-size-standards.  Table B.1 lists NAICS codes from 2017.  
42 Calculations for NAICS 522110, 522130, and 522180 are based on credit union and Call Report data from 
December 2022 using 2023 Small Business Administration size standards (effective Jan. 1, 2022).  Calculations for 
all other NAICS codes are based on revenue or employee size from the latest 2017 Economic Census data by the 
U.S. Census Bureau, The Number of Firms and Establishments, Employment, Annual Payroll, and Receipts by 
Industry and Enterprise Receipts Size: 2017 (May 28, 2021), https://www2.census.gov/programs-
surveys/susb/tables/2017/us_6digitnaics_rcptsize_2017.xlsx and https://www2.census.gov/programs-
surveys/susb/tables/2017/us_state_naics_detailedsizes_2017.xlsx.  Calculations for the number and share of small 
entities were made using the 2017 Small Business Administration Table of Small Business Size Standards (effective 
Jan. 1, 2017) for consistency to avoid over-estimates due to inflation in later years.  The tabulations and shares were 
computed according to available enterprise size cells. 
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NAICS 
Codes NAICS Description 

Total 
Number 

of Entities 

Number 
of Small 
Entities 

Percent 
Small 

Small Business 
Administration 
Size Standard 

($ Million) 

511110 Newspaper Publishers 
 4,206   2,333  55.5% 1000 

(Employees) 
511210 Software Publishers 10,014 9,395 93.8% 38.5 (Revenue) 

517311 Wired Telecommunications 
Carriers 3,364 1,875 55.7% 1500 

(Employees) 

517312 Wireless Telecommunications 
Carriers (except Satellite) 3,090 945 30.6% 1500 

(Employees) 

518210 Data Processing, Hosting, and 
Related Services 10,860 9,868 90.9% 32.5 (Revenue) 

519130 
Internet Publishing and 
Broadcasting and Web Search 
Portals 

6,546 1,908 29.1% 1000 
(Employees) 

519190 All Other Information Services 1,167 1,143 97.9% 27.5 (Revenue) 
522110 Commercial Banking  4102  3149 76.8% 850 (Assets) 
522130 Credit Unions  4862  4366 89.8%  850 (Assets) 

522180 
Saving Institutions and Other 
Depository Credit 
Intermediation 604  417   69.0%  850 (Assets) 

522220 Sales Financing 2,367 2,112 89.2% 38.5 (Revenue) 
522291 Consumer Lending 3,037 2,905 95.7% 38.5 (Revenue) 
522292 Real Estate Credit 3,289 2,872 87.3% 38.5 (Revenue) 

522310 Mortgage and Nonmortgage 
Loan Brokers 6,809 6,643 97.6% 7.5 (Revenue) 

522320 
Financial Transactions 
Processing, Reserve, and 
Clearinghouse Activities 

3,068 2,916 95.0% 
38.5 (Revenue) 

522390 Other Activities Related to 
Credit Intermediation 3,772 3,610 95.7% 20.5 (Revenue) 

531110 Lessors of Residential 
Buildings and Dwellings 52,030 51,328 98.7% 27.5 (Revenue) 

531210 Offices of Real Estate Agents 
and Brokers 106,844 105,445 98.7% 7.5 (Revenue) 

531311 Residential Property Managers 35,884 34,869 97.2% 7.5 (Revenue) 
541214 Payroll Services 4,328 4,077 94.2% 20.5 (Revenue) 

541511 Custom Computer 
Programming Services 62,205 60,959 98.0% 27.5 (Revenue) 

541512 Computer Systems Design 
Services 

 44,324   43,471  98.1% 27.5 (Revenue) 
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NAICS 
Codes NAICS Description 

Total 
Number 

of Entities 

Number 
of Small 
Entities 

Percent 
Small 

Small Business 
Administration 
Size Standard 

($ Million) 
541611 Administrative Management 

and General Management 
Consulting Services 

 73,910   72,499  98.1% 15 (Revenue) 

541613 Marketing Consulting Services  36,605   36,063  98.5% 15 (Revenue) 

541618 Other Management Consulting 
Services 7,461 7,409 99.3% 15 (Revenue) 

541810 Advertising Agencies  12,336   11,897  96.4% 15 (Revenue) 
541860 Direct Mail Advertising  2,282   2,143  93.9% 15 (Revenue) 
541910 Marketing Research and 

Public Opinion Polling 
 4,296   4,063  94.6% 15 (Revenue) 

561440 Collection Agencies 3,224 3,016 93.5% 15 (Revenue) 
561450 Credit Bureaus 307 266 86.6% 15 (Revenue) 
561491 Repossession Services 701 690 98.4% 15 (Revenue) 
561611 Investigation Services 3,917 3,860 98.5% 20.5 (Revenue) 

713210 Casinos (except Casino 
Hotels) 221 126 57.0% 27.5 (Revenue) 

713290 Other Gambling Industries 1,716 1,640 95.6% 32.5 (Revenue) 
 

Q41. Please provide feedback on the CFPB’s understanding of the small entities that 
could be affected by the proposals under consideration. 

C. CFPB review of implementation processes and costs 

For the CFPB to assess the economic impacts of the proposals under consideration, it needs 
information on the FCRA compliance systems currently in place at small entities, and on the 
projected compliance implementation processes and associated one-time and ongoing costs that 
small entities would likely incur if the proposals were adopted.  This section describes the 
general implementation processes and costs that the CFPB believes the proposals under 
consideration would impose on small entities.  In general, the CFPB believes that the 
implementation processes and costs would differ depending on whether a small entity currently 
complies with the FCRA.   

Q42. For the proposals under consideration that are relevant to their businesses, small 
entity representatives are encouraged to provide specific estimates, information, 
and data on the projected one-time and ongoing costs of compliance if the 
proposals were adopted.  Information and data on current FCRA compliance costs 
(baseline costs) will be valuable as well. 
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1. Costs imposed on entities not currently complying with the FCRA 

The proposals under consideration in part III.A.1 (data brokers) and A.2 (assembling and 
evaluating) would require certain small entities that currently do not comply with the FCRA to 
begin doing so.  Such small entities would be required to comply with the FCRA, and 
Regulation V as amended by any CFPB final rule (i.e., including all the other proposals under 
consideration, if adopted and to the extent applicable to the small entity’s business).  The CFPB 
expects that many of these entities do not have FCRA-compliant systems, processes, and policies 
and procedures in place and will incur a one-time cost to develop them, and ongoing costs to 
maintain them.  The requirements of such systems, processes, and policies and procedures will 
depend on whether the small entity is a consumer reporting agency or a furnisher.  These entities 
would also be subject to liability under the FCRA, which could cause them to incur costs related 
to FCRA litigation.    

2. Costs imposed on entities currently complying with the FCRA 

The proposals under consideration in part III.A.3 (credit header), A.4 (targeted marketing and 
aggregated data), B (permissible purposes), C (disputes), and D (medical debt collection 
information) would also impose one-time and ongoing compliance costs, as applicable, on 
entities that currently comply with the FCRA and Regulation V.  The CFPB expects consumer 
reporting agencies to have systems, processes, and policies and procedures in place to ensure that 
consumer reports are only furnished for permissible purposes, and expects consumer reporting 
agencies and furnishers to have systems, processes, and policies and procedures to handle 
disputes as required by the FCRA and Regulation V.  There may be one-time costs to update 
these systems, processes, and policies and procedures for compliance with the proposals under 
consideration as well as ongoing costs, for example to manage increases in the number of 
disputes.  The medical debt collection proposals under consideration may impose one-time costs 
on some consumer reporting agencies to remove all medical debt collection tradelines from 
certain consumer reports, and one-time and ongoing costs on creditors to change their 
underwriting practices and models. 

D. Consideration of the impacts on business operation and revenues 

In addition to the one-time and ongoing compliance costs that small entities would likely incur if 
the proposals under consideration are adopted, the CFPB must also consider how the proposals 
under consideration could impact the business operations and revenues of the affected entities.  
The CFPB will use this information to measure the change expected if the proposals are adopted. 

For example, data brokers that currently profit from the sale of certain data without a permissible 
purpose may experience a reduction in revenue from the restriction of such sales under the 
proposals under consideration.  Similarly, consumer reporting agencies that currently profit from 
the sale of credit header data to users without a permissible purpose may under certain 
circumstances experience a reduction in revenue from the restriction of such sale under the 
proposals under consideration.  Further, consumer reporting agencies that engage in certain 
marketing activities or sell aggregated data for marketing may experience a reduction in revenue 
under the proposals under consideration.  Also, creditors could incur ongoing costs related to the 
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exclusion of medical debt collection information from underwriting to the extent that it 
negatively affects their ability to predict risk of default.   

Q43. For each of the proposals under consideration above, do you expect that your firm 
would restrict or eliminate any product or service offerings to comply with the 
rule?  If so, how would the proposals impact those products or services? 

Q44. For each of the proposals under consideration above, please provide information, 
data, and/or estimates of impacts to your firm’s business operations and revenue, 
including to both current operations and revenues and to future operations and 
revenues that could potentially be lost.  

E. Additional impacts of proposals under consideration  

There may be additional impacts of the proposals under consideration not discussed above.  
Given the breadth of proposals under consideration, the CFPB is requesting that small entity 
representatives provide additional information and data on impacts not discussed, including 
benefits that small entities may experience from the proposals.  

Q45. What other, additional impacts do you think might occur that have not been 
covered above?  

Q46. What benefits do you expect small entities may experience from any of the 
proposals under consideration listed above? 

F. Impact on the cost and availability of credit to small entities 

The CFPB is requesting that small entity representatives provide information and/or data on any 
expected impacts on cost and availability of credit to small entities.  

Q47. Would the proposals under consideration affect the cost and availability of credit 
to small entities? 
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Appendix A—Fair Credit Reporting Act43 
§1681.  Congressional findings and statement of purpose  
(a) Accuracy and fairness of credit reporting  

The Congress makes the following findings: 
(1) The banking system is dependent upon fair and accurate credit reporting. Inaccurate credit reports directly 
impair the efficiency of the banking system, and unfair credit reporting methods undermine the public 
confidence which is essential to the continued functioning of the banking system.  
(2) An elaborate mechanism has been developed for investigating and evaluating the credit worthiness, credit 
standing, credit capacity, character, and general reputation of consumers.  
(3) Consumer reporting agencies have assumed a vital role in assembling and evaluating consumer credit and 
other information on consumers.  
(4) There is a  need to insure that consumer reporting agencies exercise their grave responsibilities with fairness, 
impartiality, and a respect for the consumer’s right to privacy.  

(b) Reasonable procedures  
It is the purpose of this subchapter to require that consumer reporting agencies adopt reasonable procedures for 
meeting the needs of commerce for consumer credit, personnel, insurance, and other information in a manner 
which is fair and equitable to the consumer, with regard to the confidentiality, accuracy, relevancy, and proper 
utilization of such information in accordance with the requirements of this subchapter. 

§1681a.  Definitions; rules of construction 
(a) Definitions and rules of construction set forth in this section are applicable for the purposes of this subchapter.  
(b) The term “person” means any individual, partnership, corporation, trust, estate, cooperative, association, 
government or governmental subdivision or agency, or other entity.  

(c) The term “consumer” means an individual.  

(d) CONSUMER REPORT.—  
(1) IN GENERAL.—The term “consumer report” means any written, oral, or other communication of any 
information by a consumer reporting agency bearing on a consumer’s credit worthiness, credit standing, credit 
capacity, character, general reputation, personal characteristics, or mode of living which is used or expected to 
be used or collected in whole or in part for the purpose of serving as a factor in establishing the consumer’s 
eligibility for—  

(A) credit or insurance to be used primarily for personal, family, or household purposes;  
(B) employment purposes; or  
(C) any other purpose authorized under section 1681b of this title.  

(2) EXCLUSIONS.—Except as provided in paragraph (3), the term “consumer report” does not include—  
(A) subject to section 1681s–3 of this title, any—  

(i) report containing information solely as to transactions or experiences between the consumer and the 
person making the report;  
(ii) communication of that information among persons related by common ownership or affiliated by 
corporate control; or  
(iii) communication of other information among persons related by common ownership or affiliated by 
corporate control, if it is clearly and conspicuously disclosed to the consumer that the information may 

 
43 This appendix sets forth the text of the Fair Credit Reporting Act as it appears in the U.S. Code as published 
online by the Government Publishing Office, https://www.govinfo.gov/content/pkg/USCODE-2021-
title15/pdf/USCODE-2021-title15-chap41-subchapIII.pdf.  Although the CFPB has made every effort to transcribe 
the statute accurately, this appendix is intended only as a convenience for small entity representatives and not as a 
substitute for the text in the U.S. Code. 
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be communicated among such persons and the consumer is given the opportunity, before the time that 
the information is initially communicated, to direct that such information not be communicated among 
such persons;  

(B) any authorization or approval of a  specific extension of credit directly or indirectly by the issuer of a  
credit card or similar device;  
(C) any report in which a person who has been requested by a third party to make a specific extension of 
credit directly or indirectly to a consumer conveys his or her decision with respect to such request, if the 
third party advises the consumer of the name and address of the person to whom the request was made, and 
such person makes the disclosures to the consumer required under section 1681m of this title; or  
(D) a communication described in subsection (o) or (x).44 

(3) RESTRICTION ON SHARING OF MEDICAL INFORMATION.—Except for information or any 
communication of information disclosed as provided in section 1681b(g)(3) of this title, the exclusions in 
paragraph (2) shall not apply with respect to information disclosed to any person related by common ownership 
or affiliated by corporate control, if the information is— 

(A) medical information;  
(B) an individualized list or description based on the payment transactions of the consumer for medical 
products or services; or  
(C) an aggregate list of identified consumers based on payment transactions for medical products or 
services.  

(e) The term “investigative consumer report” means a consumer report or portion thereof in which information on a 
consumer’s character, general reputation, personal characteristics, or mode of living is obtained through personal 
interviews with neighbors, friends, or associates of the consumer reported on or with others with whom he is 
acquainted or who may have knowledge concerning any such items of information. However, such information shall 
not include specific factual information on a consumer’s credit record obtained directly from a creditor of the 
consumer or from a consumer reporting agency when such information was obtained directly from a creditor of the 
consumer or from the consumer.  
(f) The term “consumer reporting agency” means any person which, for monetary fees, dues, or on a cooperative 
nonprofit basis, regularly engages in whole or in part in the practice of assembling or evaluating consumer credit 
information or other information on consumers for the purpose of furnishing consumer reports to third parties, and 
which uses any means or facility of interstate commerce for the purpose of preparing or furnishing consumer 
reports.  
(g) The term “file”, when used in connection with information on any consumer, means all of the information on 
that consumer recorded and retained by a consumer reporting agency regardless of how the information is stored.  

(h) The term “employment purposes” when used in connection with a consumer report means a report used for the 
purpose of evaluating a consumer for employment, promotion, reassignment or retention as an employee.  
(i) MEDICAL INFORMATION.—The term “medical information”— 

(1) means information or data, whether oral or recorded, in any form or medium, created by or derived from a 
health care provider or the consumer, that relates to— 

(A) the past, present, or future physical, mental, or behavioral health or condition of an individual;  
(B) the provision of health care to an individual; or  
(C) the payment for the provision of health care to an individual.45  

(2) does not include the age or gender of a consumer, demographic information about the consumer, including a 
consumer’s residence address or e-mail address, or any other information about a consumer that does not relate 
to the physical, mental, or behavioral health or condition of a consumer, including the existence or value of any 
insurance policy.  

 
44 Subsection (x) of this section, referred to in subsection (d)(2)(D), was redesignated subsection (y) of this section 
by Dodd-Frank Act section 1088(a)(1), 124 Stat. 2086. 
45 So in original. The period probably should be “; and”. 
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(j) DEFINITIONS RELATING TO CHILD SUPPORT OBLIGATIONS.—  
(1) OVERDUE SUPPORT.—The term “overdue support” has the meaning given to such term in section 666(e) 
of title 42.  
(2) STATE OR LOCAL CHILD SUPPORT ENFORCEMENT AGENCY.—The term “State or local child 
support enforcement agency” means a State or local agency which administers a  State or local program for 
establishing and enforcing child support obligations. 

(k) ADVERSE ACTION.—  
(1) ACTIONS INCLUDED.—The term “adverse action”—  

(A) has the same meaning as in section 1691(d)(6) of this title; and  
(B) means—  

(i) a  denial or cancellation of, an increase in any charge for, or a  reduction or other adverse or 
unfavorable change in the terms of coverage or amount of, any insurance, existing or applied for, in 
connection with the underwriting of insurance;  
(ii) a  denial of employment or any other decision for employment purposes that adversely affects any 
current or prospective employee;  
(iii) a  denial or cancellation of, an increase in any charge for, or any other adverse or unfavorable 
change in the terms of, any license or benefit described in section 1681b(a)(3)(D) of this title; and  
(iv) an action taken or determination that is—  

(I) made in connection with an application that was made by, or a  transaction that was initiated by, 
any consumer, or in connection with a review of an account under section 1681b(a)(3)(F)(ii) of 
this title; and  
(II) adverse to the interests of the consumer.  

(2) APPLICABLE FINDINGS, DECISIONS, COMMENTARY, AND ORDERS.—For purposes of any 
determination of whether an action is an adverse action under paragraph (1)(A), all appropriate final findings, 
decisions, commentary, and orders issued under section 1691(d)(6) of this title by the Bureau or any court shall 
apply.  

(l) FIRM OFFER OF CREDIT OR INSURANCE.—The term “firm offer of credit or insurance” means any offer 
of credit or insurance to a consumer that will be honored if the consumer is determined, based on information in a 
consumer report on the consumer, to meet the specific criteria used to select the consumer for the offer, except that 
the offer may be further conditioned on one or more of the following:  

(1) The consumer being determined, based on information in the consumer’s application for the credit or 
insurance, to meet specific criteria bearing on credit worthiness or insurability, as applicable, that are 
established—  

(A) before selection of the consumer for the offer; and  
(B) for the purpose of determining whether to extend credit or insurance pursuant to the offer.  

(2) Verification—  
(A) that the consumer continues to meet the specific criteria  used to select the consumer for the offer, by 
using information in a consumer report on the consumer, information in the consumer’s application for the 
credit or insurance, or other information bearing on the credit worthiness or insurability of the consumer; or  
(B) of the information in the consumer’s application for the credit or insurance, to determine that the 
consumer meets the specific criteria bearing on credit worthiness or insurability.  

(3) The consumer furnishing any collateral that is a  requirement for the extension of the credit or insurance that 
was—  

(A) established before selection of the consumer for the offer of credit or insurance; and 
(B) disclosed to the consumer in the offer of credit or insurance.  

(m) CREDITOR INSURANCE TRANSACTION THAT IS NOT INITIATED BY THE CONSUMER.—The 
term “credit or insurance transaction that is not initiated by the consumer” does not include the use of a  consumer 
report by a person with which the consumer has an account or insurance policy, for purposes of—  

(1) reviewing the account or insurance policy; or  
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(2) collecting the account.  
(n) STATE.—The term “State” means any State, the Commonwealth of Puerto Rico, the District of Columbia, and 
any territory or possession of the United States.  
(o) EXCLUDED COMMUNICATIONS.—A communication is described in this subsection if it is a  
communication—  

(1) that, but for subsection (d)(2)(D), would be an investigative consumer report;  
(2) that is made to a prospective employer for the purpose of—  

(A) procuring an employee for the employer; or  
(B) procuring an opportunity for a  natural person to work for the employer;  

(3) that is made by a person who regularly performs such procurement;  
(4) that is not used by any person for any purpose other than a purpose described in subparagraph (A) or (B) of 
paragraph (2); and  
(5) with respect to which—  

(A) the consumer who is the subject of the communication—  
(i) consents orally or in writing to the nature and scope of the communication, before the collection of 
any information for the purpose of making the communication;  
(ii) consents orally or in writing to the making of the communication to a prospective employer, before 
the making of the communication; and  
(iii) in the case of consent under clause (i) or (ii) given orally, is provided written confirmation of that 
consent by the person making the communication, not later than 3 business days after the receipt of the 
consent by that person;  

(B) the person who makes the communication does not, for the purpose of making the communication, 
make any inquiry that if made by a prospective employer of the consumer who is the subject of the 
communication would violate any applicable Federal or State equal employment opportunity law or 
regulation; and  
(C) the person who makes the communication—  

(i) discloses in writing to the consumer who is the subject of the communication, not later than 5 
business days after receiving any request from the consumer for such disclosure, the nature and 
substance of all information in the consumer’s file at the time of the request, except that the sources of 
any information that is acquired solely for use in making the communication and is actually used for 
no other purpose, need not be disclosed other than under appropriate discovery procedures in any court 
of competent jurisdiction in which an action is brought; and  
(ii) notifies the consumer who is the subject of the communication, in writing, of the consumer’s right 
to request the information described in clause (i).  

(p) CONSUMER REPORTING AGENCY THAT COMPILES AND MAINTAINS FILES ON 
CONSUMERS ON A NATIONWIDE BASIS.—The term “consumer reporting agency that compiles and 
maintains files on consumers on a nationwide basis” means a consumer reporting agency that regularly engages in 
the practice of assembling or evaluating, and maintaining, for the purpose of furnishing consumer reports to third 
parties bearing on a consumer’s credit worthiness, credit standing, or credit capacity, each of the following regarding 
consumers residing nationwide:  

(1) Public record information.  
(2) Credit account information from persons who furnish that information regularly and in the ordinary course 
of business.  

(q) DEFINITIONS RELATING TO FRAUD ALERTS.—  
(1) ACTIVE DUTY MILITARY CONSUMER.—The term “active duty military consumer” means a consumer 
in military service who—  

(A) is on active duty (as defined in section 101(d)(1) of title 10) or is a  reservist performing duty under a 
call or order to active duty under a provision of law referred to in section 101(a)(13) of title 10; and  
(B) is assigned to service away from the usual duty station of the consumer.  
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(2) FRAUD ALERT; ACTIVE DUTY ALERT.—The terms “fraud alert” and “active duty alert” mean a 
statement in the file of a  consumer that—  

(A) notifies all prospective users of a consumer report relating to the consumer that the consumer may be a 
victim of fraud, including identity theft, or is an active duty military consumer, as applicable; and  
(B) is presented in a manner that facilitates a clear and conspicuous view of the statement described in 
subparagraph (A) by any person requesting such consumer report.  

(3) IDENTITY THEFT.—The term “identity theft” means a fraud committed using the identifying information 
of another person, subject to such further definition as the Bureau may prescribe, by regulation.  
(4) IDENTITY THEFT REPORT.—The term “identity theft report” has the meaning given that term by rule of 
the Bureau, and means, at a  minimum, a report—  

(A) that alleges an identity theft;  
(B) that is a  copy of an official, valid report filed by a consumer with an appropriate Federal, State, or local 
law enforcement agency, including the United States Postal Inspection Service, or such other government 
agency deemed appropriate by the Bureau; and  
(C) the filing of which subjects the person filing the report to criminal penalties relating to the filing of 
false information if, in fact, the information in the report is false.  

(5) NEW CREDIT PLAN.—The term “new credit plan” means a new account under an open end credit plan (as 
defined in section 1602(i)1of this title) or a  new credit transaction not under an open end credit plan.  

(r) CREDIT AND DEBIT RELATED TERMS—  
(1) CARD ISSUER.—The term “card issuer” means—  

(A) a credit card issuer, in the case of a  credit card; and  
(B) a debit card issuer, in the case of a  debit card.  

(2) CREDIT CARD.—The term “credit card” has the same meaning as in section 1602 of this title.  
(3) DEBIT CARD.—The term “debit card” means any card issued by a financial institution to a consumer for 
use in initiating an electronic fund transfer from the account of the consumer at such financial institution, for the 
purpose of transferring money between accounts or obtaining money, property, labor, or services.  
(4) ACCOUNT AND ELECTRONIC FUND TRANSFER.—The terms “account” and “electronic fund 
transfer” have the same meanings as in section 1693a of this title.  
(5) CREDIT AND CREDITOR.—The terms “credit” and “creditor” have the same meanings as in section 
1691a of this title.  

(s) FEDERAL BANKING AGENCY.—The term “Federal banking agency” has the same meaning as in section 
1813 of title 12.  
(t) FINANCIAL INSTITUTION.—The term “financial institution” means a State or National bank, a  State or 
Federal savings and loan association, a mutual savings bank, a  State or Federal credit union, or any other person 
that, directly or indirectly, holds a transaction account (as defined in section 461(b) of title 12) belonging to a 
consumer.  
(u) RESELLER.—The term “reseller” means a consumer reporting agency that—  

(1) assembles and merges information contained in the database of another consumer reporting agency or 
multiple consumer reporting agencies concerning any consumer for purposes of furnishing such information to 
any third party, to the extent of such activities; and  
(2) does not maintain a database of the assembled or merged information from which new consumer reports are 
produced. 

(v) COMMISSION.—The term “Commission” means the Bureau.46  

(w) The term “Bureau” means the Bureau of Consumer Financial Protection.  

 
46 So in original. 
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(x) NATIONWIDE SPECIALTY CONSUMER REPORTING AGENCY.—The term “nationwide specialty 
consumer reporting agency” means a consumer reporting agency that compiles and maintains files on consumers on 
a nationwide basis relating to—  

(1) medical records or payments;  
(2) residential or tenant history;  
(3) check writing history;  
(4) employment history; or  
(5) insurance claims.  

(y) EXCLUSION OF CERTAIN COMMUNICATIONS FOR EMPLOYEE INVESTIGATIONS.—  
(1) COMMUNICATIONS DESCRIBED IN THIS SUBSECTION.—A communication is described in this 
subsection if—  

(A) but for subsection (d)(2)(D), the communication would be a consumer report;  
(B) the communication is made to an employer in connection with an investigation of—  

(i) suspected misconduct relating to employment; or  
(ii) compliance with Federal, State, or local laws and regulations, the rules of a self-regulatory 
organization, or any preexisting written policies of the employer;  

(C) the communication is not made for the purpose of investigating a consumer’s credit worthiness, credit 
standing, or credit capacity; and  
(D) the communication is not provided to any person except—  

(i) to the employer or an agent of the employer;  
(ii) to any Federal or State officer, agency, or department, or any officer, agency, or department of a  
unit of general local government;  
(iii) to any self-regulatory organization with regulatory authority over the activities of the employer or 
employee;  
(iv) as otherwise required by law; or  
(v) pursuant to section 1681f of this title.  

(2) SUBSEQUENT DISCLOSURE.—After taking any adverse action based in whole or in part on a 
communication described in paragraph (1), the employer shall disclose to the consumer a summary containing 
the nature and substance of the communication upon which the adverse action is based, except that the sources 
of information acquired solely for use in preparing what would be but for subsection (d)(2)(D) an investigative 
consumer report need not be disclosed.  
(3) SELF-REGULATORY ORGANIZATION DEFINED.—For purposes of this subsection, the term “self-
regulatory organization” includes any self-regulatory organization (as defined in section 78c(a)(26) of this title), 
any entity established under title I of the Sarbanes-Oxley Act of 2002 [15 U.S.C. 7211 et seq.], any board of 
trade designated by the Commodity Futures Trading Commission, and any futures association registered with 
such Commission. 

(z) VETERAN.—The term “veteran” has the meaning given the term in section 101 of title 38.  

(aa) VETERAN’S MEDICAL DEBT.—The term “veteran’s medical debt”—  
(1) means a medical collection debt of a veteran owed to a non-Department of Veterans Affairs health care 
provider that was submitted to the Department for payment for health care authorized by the Department of 
Veterans Affairs; and  
(2) includes medical collection debt that the Department of Veterans Affairs has wrongfully charged a veteran. 

§1681b. Permissible purposes of consumer reports  
(a) In general  
Subject to subsection (c), any consumer reporting agency may furnish a consumer report under the following 
circumstances and no other:  
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(1) In response to the order of a  court having jurisdiction to issue such an order, a  subpoena issued in 
connection with proceedings before a Federal grand jury, or a  subpoena issued in accordance with section 5318 
of title 31 or section 3486 of title 18.  
(2) In accordance with the written instructions of the consumer to whom it relates.  
(3) To a person which it has reason to believe— 

(A) intends to use the information in connection with a credit transaction involving the consumer on whom 
the information is to be furnished and involving the extension of credit to, or review or collection of an 
account of, the consumer; or  
(B) intends to use the information for employment purposes; or  
(C) intends to use the information in connection with the underwriting of insurance involving the 
consumer; or 
(D) intends to use the information in connection with a determination of the consumer’s eligibility for a  
license or other benefit granted by a governmental instrumentality required by law to consider an 
applicant’s financial responsibility or status; or  
(E) intends to use the information, as a  potential investor or servicer, or current insurer, in connection with 
a valuation of, or an assessment of the credit or prepayment risks associated with, an existing credit 
obligation; or  
(F) otherwise has a legitimate business need for the information—  

(i) in connection with a business transaction that is initiated by the consumer; or  
(ii) to review an account to determine whether the consumer continues to meet the terms of the 
account.  

(G) executive departments and agencies in connection with the issuance of government-sponsored 
individually-billed travel charge cards.  

(4) In response to a request by the head of a  State or local child support enforcement agency (or a  State or local 
government official authorized by the head of such an agency), if the person making the request certifies to the 
consumer reporting agency that—  

(A) the consumer report is needed for the purpose of establishing an individual’s capacity to make child 
support payments, determining the appropriate level of such payments, or enforcing a child support order, 
award, agreement, or judgment;  
(B) the parentage of the consumer for the child to which the obligation relates has been established or 
acknowledged by the consumer in accordance with State laws under which the obligation arises (if required 
by those laws); and  
(C) the consumer report will be kept confidential, will be used solely for a  purpose described in 
subparagraph (A), and will not be used in connection with any other civil, administrative, or criminal 
proceeding, or for any other purpose.  

(5) To an agency administering a State plan under section 654 of title 42 for use to set an initial or modified 
child support award.  
(6) To the Federal Deposit Insurance Corporation or the National Credit Union Administration as part of its 
preparation for its appointment or as part of its exercise of powers, as conservator, receiver, or liquidating agent 
for an insured depository institution or insured credit union under the Federal Deposit Insurance Act [12 U.S.C. 
1811 et seq.] or the Federal Credit Union Act [12 U.S.C. 1751 et seq.], or other applicable Federal or State law, 
or in connection with the resolution or liquidation of a failed or failing insured depository institution or insured 
credit union, as applicable. 

(b) Conditions for furnishing and using consumer reports for employment purposes  
(1) Certification from user  
A consumer reporting agency may furnish a consumer report for employment purposes only if—  

(A) the person who obtains such report from the agency certifies to the agency that—  
(i) the person has complied with paragraph (2) with respect to the consumer report, and the person will 
comply with paragraph (3) with respect to the consumer report if paragraph (3) becomes applicable; 
and  
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(ii) information from the consumer report will not be used in violation of any applicable Federal or 
State equal employment opportunity law or regulation; and  

(B) the consumer reporting agency provides with the report, or has previously provided, a  summary of the 
consumer’s rights under this subchapter, as prescribed by the Bureau under section 1681g(c)(3)47 of this 
title.  

(2) Disclosure to consumer  
(A) In general  
Except as provided in subparagraph (B), a  person may not procure a consumer report, or cause a consumer 
report to be procured, for employment purposes with respect to any consumer, unless—  

(i) a  clear and conspicuous disclosure has been made in writing to the consumer at any time before the 
report is procured or caused to be procured, in a document that consists solely of the disclosure, that a  
consumer report may be obtained for employment purposes; and  
(ii) the consumer has authorized in writing (which authorization may be made on the document 
referred to in clause (i)) the procurement of the report by that person.  

(B) Application by mail, telephone, computer, or other similar means 
If a  consumer described in subparagraph (C) applies for employment by mail, telephone, computer, or other 
similar means, at any time before a consumer report is procured or caused to be procured in connection 
with that application— 

(i) the person who procures the consumer report on the consumer for employment purposes shall 
provide to the consumer, by oral, written, or electronic means, notice that a  consumer report may be 
obtained for employment purposes, and a summary of the consumer’s rights under section 
1681m(a)(3)48 of this title; and  
(ii) the consumer shall have consented, orally, in writing, or electronically to the procurement of the 
report by that person.  

(C) Scope  
Subparagraph (B) shall apply to a person procuring a consumer report on a consumer in connection with 
the consumer’s application for employment only if—  

(i) the consumer is applying for a  position over which the Secretary of Transportation has the power to 
establish qualifications and maximum hours of service pursuant to the provisions of section 31502 of 
title 49, or a  position subject to safety regulation by a State transportation agency; and  
(ii) as of the time at which the person procures the report or causes the report to be procured the only 
interaction between the consumer and the person in connection with that employment application has 
been by mail, telephone, computer, or other similar means.  

(3) Conditions on use for adverse actions  
(A) In general  
Except as provided in subparagraph (B), in using a consumer report for employment purposes, before 
taking any adverse action based in whole or in part on the report, the person intending to take such adverse 
action shall provide to the consumer to whom the report relates—  

(i) a  copy of the report; and  
(ii) a  description in writing of the rights of the consumer under this subchapter, as prescribed by the 
Bureau under section 1681g(c)(3)49 of this title.  

(B) Application by mail, telephone, computer, or other similar means  

 
47 Section 1681g(c) of this title, referred to in subsec. (b)(1)(B), (3)(A)(ii), (B)(ii), was amended generally by Pub. L. 
108–159, title II, §211(c), Dec. 4, 2003, 117 Stat. 1970, and, as so amended, no longer contains a par. (3). 
48 Section 1681m(a)(3) of this title, referred to in subsec. (b)(2)(B)(i), was redesignated section 1681m(a)(4) of this 
title by Pub. L. 111–203, title X, §1100F(1)(A), July 21, 2010, 124 Stat. 2112. 
49 Section 1681g(c) of this title, referred to in subsec. (b)(1)(B), (3)(A)(ii), (B)(ii), was amended generally by Pub. L. 
108–159, title II, §211(c), Dec. 4, 2003, 117 Stat. 1970, and, as so amended, no longer contains a par. (3). 
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(i) If a  consumer described in subparagraph (C) applies for employment by mail, telephone, computer, 
or other similar means, and if a  person who has procured a consumer report on the consumer for 
employment purposes takes adverse action on the employment application based in whole or in part on 
the report, then the person must provide to the consumer to whom the report relates, in lieu of the 
notices required under subparagraph (A) of this section and under section 1681m(a) of this title, within 
3 business days of taking such action, an oral, written or electronic notification—  

(I) that adverse action has been taken based in whole or in part on a consumer report received from 
a consumer reporting agency;  
(II) of the name, address and telephone number of the consumer reporting agency that furnished 
the consumer report (including a toll-free telephone number established by the agency if the 
agency compiles and maintains files on consumers on a nationwide basis);  
(III) that the consumer reporting agency did not make the decision to take the adverse action and is 
unable to provide to the consumer the specific reasons why the adverse action was taken; and  
(IV) that the consumer may, upon providing proper identification, request a  free copy of a report 
and may dispute with the consumer reporting agency the accuracy or completeness of any 
information in a report. 

(ii) If, under clause (B)(i)(IV), the consumer requests a  copy of a consumer report from the person who 
procured the report, then, within 3 business days of receiving the consumer’s request, together with 
proper identification, the person must send or provide to the consumer a copy of a report and a copy of 
the consumer’s rights as prescribed by the Bureau under section 1681g(c)(3)50 of this title.  

(C) Scope  
Subparagraph (B) shall apply to a person procuring a consumer report on a consumer in connection with 
the consumer’s application for employment only if—  

(i) the consumer is applying for a  position over which the Secretary of Transportation has the power to 
establish qualifications and maximum hours of service pursuant to the provisions of section 31502 of 
title 49, or a  position subject to safety regulation by a State transportation agency; and  
(ii) as of the time at which the person procures the report or causes the report to be procured the only 
interaction between the consumer and the person in connection with that employment application has 
been by mail, telephone, computer, or other similar means.  

(4) Exception for national security investigations  
(A) In general  
In the case of an agency or department of the United States Government which seeks to obtain and use a 
consumer report for employment purposes, paragraph (3) shall not apply to any adverse action by such 
agency or department which is based in part on such consumer report, if the head of such agency or 
department makes a written finding that—  

(i) the consumer report is relevant to a national security investigation of such agency or department;  
(ii) the investigation is within the jurisdiction of such agency or department;  
(iii) there is reason to believe that compliance with paragraph (3) will—  

(I) endanger the life or physical safety of any person;  
(II) result in flight from prosecution;  
(III) result in the destruction of, or tampering with, evidence relevant to the investigation;  
(IV) result in the intimidation of a potential witness relevant to the investigation;  
(V) result in the compromise of classified information; or  
(VI) otherwise seriously jeopardize or unduly delay the investigation or another official 
proceeding.  

(B) Notification of consumer upon conclusion of investigation  
Upon the conclusion of a national security investigation described in subparagraph (A), or upon the 
determination that the exception under subparagraph (A) is no longer required for the reasons set forth in 

 
50 [Footnote appears without text in statute published online by the Government Publishing Office] 
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such subparagraph, the official exercising the authority in such subparagraph shall provide to the consumer 
who is the subject of the consumer report with regard to which such finding was made—  

(i) a  copy of such consumer report with any classified information redacted as necessary;  
(ii) notice of any adverse action which is based, in part, on the consumer report; and  
(iii) the identification with reasonable specificity of the nature of the investigation for which the 
consumer report was sought.  

(C) Delegation by head of agency or department  
For purposes of subparagraphs (A) and (B), the head of any agency or department of the United States 
Government may delegate his or her authorities under this paragraph to an official of such agency or 
department who has personnel security responsibilities and is a  member of the Senior Executive Service or 
equivalent civilian or military rank.  
(D) Definitions  
For purposes of this paragraph, the following definitions shall apply:  

(i) Classified information  
The term “classified information” means information that is protected from unauthorized disclosure 
under Executive Order No. 12958 or successor orders.  
(ii) National security investigation  
The term “national security investigation” means any official inquiry by an agency or department of 
the United States Government to determine the eligibility of a  consumer to receive access or continued 
access to classified information or to determine whether classified information has been lost or 
compromised.  

(c) Furnishing reports in connection with credit or insurance transactions that are not initiated by consumer  
(1) In general  
A consumer reporting agency may furnish a consumer report relating to any consumer pursuant to subparagraph 
(A) or (C) of subsection (a)(3) in connection with any credit or insurance transaction that is not initiated by the 
consumer only if—  

(A) the consumer authorizes the agency to provide such report to such person; or  
(B) 

(i) the transaction consists of a firm offer of credit or insurance;  
(ii) the consumer reporting agency has complied with subsection (e);  
(iii) there is not in effect an election by the consumer, made in accordance with subsection (e), to have 
the consumer’s name and address excluded from lists of names provided by the agency pursuant to this 
paragraph; and  
(iv) the consumer report does not contain a date of birth that shows that the consumer has not attained 
the age of 21, or, if the date of birth on the consumer report shows that the consumer has not attained 
the age of 21, such consumer consents to the consumer reporting agency to such furnishing.  

(2) Limits on information received under paragraph (1)(B)  
A person may receive pursuant to paragraph (1)(B) only—  

(A) the name and address of a  consumer;  
(B) an identifier that is not unique to the consumer and that is used by the person solely for the purpose of 
verifying the identity of the consumer; and  
(C) other information pertaining to a consumer that does not identify the relationship or experience of the 
consumer with respect to a particular creditor or other entity.  

(3) Information regarding inquiries  
Except as provided in section 1681g(a)(5) of this title, a  consumer reporting agency shall not furnish to any 
person a record of inquiries in connection with a credit or insurance transaction that is not initiated by a 
consumer.  

(d) [Reserved] 

(e) Election of consumer to be excluded from lists  
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(1) In general  
A consumer may elect to have the consumer’s name and address excluded from any list provided by a consumer 
reporting agency under subsection (c)(1)(B) in connection with a credit or insurance transaction that is not 
initiated by the consumer, by notifying the agency in accordance with paragraph (2) that the consumer does not 
consent to any use of a consumer report relating to the consumer in connection with any credit or insurance 
transaction that is not initiated by the consumer.  
(2) Manner of notification  
A consumer shall notify a consumer reporting agency under paragraph (1)—  

(A) through the notification system maintained by the agency under paragraph (5); or  
(B) by submitting to the agency a signed notice of election form issued by the agency for purposes of this 
subparagraph.  

(3) Response of agency after notification through system  
Upon receipt of notification of the election of a consumer under paragraph (1) through the notification system 
maintained by the agency under paragraph (5), a  consumer reporting agency shall—  

(A) inform the consumer that the election is effective only for the 5-year period following the election if the 
consumer does not submit to the agency a signed notice of election form issued by the agency for purposes 
of paragraph (2)(B); and ( 
B) provide to the consumer a notice of election form, if requested by the consumer, not later than 5 
business days after receipt of the notification of the election through the system established under 
paragraph (5), in the case of a  request made at the time the consumer provides notification through the 
system.  

(4) Effectiveness of election  
An election of a  consumer under paragraph (1)—  

(A) shall be effective with respect to a consumer reporting agency beginning 5 business days after the date 
on which the consumer notifies the agency in accordance with paragraph (2);  
(B) shall be effective with respect to a consumer reporting agency—  

(i) subject to subparagraph (C), during the 5-year period beginning 5 business days after the date on 
which the consumer notifies the agency of the election, in the case of an election for which a consumer 
notifies the agency only in accordance with paragraph (2)(A); or  
(ii) until the consumer notifies the agency under subparagraph (C), in the case of an election for which 
a consumer notifies the agency in accordance with paragraph (2)(B);  

(C) shall not be effective after the date on which the consumer notifies the agency, through the notification 
system established by the agency under paragraph (5), that the election is no longer effective; and  
(D) shall be effective with respect to each affiliate of the agency.  

(5) Notification system  
(A) In general  
Each consumer reporting agency that, under subsection (c)(1)(B), furnishes a consumer report in 
connection with a credit or insurance transaction that is not initiated by a consumer, shall—  

(i) establish and maintain a notification system, including a toll-free telephone number, which permits 
any consumer whose consumer report is maintained by the agency to notify the agency, with 
appropriate identification, of the consumer’s election to have the consumer’s name and address 
excluded from any such list of names and addresses provided by the agency for such a transaction; and  
(ii) publish by not later than 365 days after September 30, 1996, and not less than annually thereafter, 
in a publication of general circulation in the area served by the agency—  

(I) a  notification that information in consumer files maintained by the agency may be used in 
connection with such transactions; and  
(II) the address and toll-free telephone number for consumers to use to notify the agency of the 
consumer’s election under clause (i).  

(B) Establishment and maintenance as compliance  
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Establishment and maintenance of a notification system (including a toll-free telephone number) and 
publication by a consumer reporting agency on the agency’s own behalf and on behalf of any of its 
affiliates in accordance with this paragraph is deemed to be compliance with this paragraph by each of 
those affiliates. 

(6) Notification system by agencies that operate nationwide  
Each consumer reporting agency that compiles and maintains files on consumers on a nationwide basis shall 
establish and maintain a notification system for purposes of paragraph (5) jointly with other such consumer 
reporting agencies.  

(f) Certain use or obtaining of information prohibited  
A person shall not use or obtain a consumer report for any purpose unless—  

(1) the consumer report is obtained for a  purpose for which the consumer report is authorized to be furnished 
under this section; and  
(2) the purpose is certified in accordance with section 1681e of this title by a prospective user of the report 
through a general or specific certification.  

(g) Protection of medical information  
(1) Limitation on consumer reporting agencies  
A consumer reporting agency shall not furnish for employment purposes, or in connection with a credit or 
insurance transaction, a  consumer report that contains medical information (other than medical contact 
information treated in the manner required under section 1681c(a)(6) of this title) about a  consumer, unless—  

(A) if furnished in connection with an insurance transaction, the consumer affirmatively consents to the 
furnishing of the report;  
(B) if furnished for employment purposes or in connection with a credit transaction—  

(i) the information to be furnished is relevant to process or effect the employment or credit transaction; 
and  
(ii) the consumer provides specific written consent for the furnishing of the report that describes in 
clear and conspicuous language the use for which the information will be furnished; or  

(C) the information to be furnished pertains solely to transactions, accounts, or balances relating to debts 
arising from the receipt of medical services, products, or devises, where such information, other than 
account status or amounts, is restricted or reported using codes that do not identify, or do not provide 
information sufficient to infer, the specific provider or the nature of such services, products, or devices, as 
provided in section 1681c(a)(6) of this title.  

(2) Limitation on creditors  
Except as permitted pursuant to paragraph (3)(C) or regulations prescribed under paragraph (5)(A), a  creditor 
shall not obtain or use medical information (other than medical information treated in the manner required 
under section 1681c(a)(6) of this title) pertaining to a consumer in connection with any determination of the 
consumer’s eligibility, or continued eligibility, for credit.  
(3) Actions authorized by Federal law, insurance activities and regulatory determinations  
Section 1681a(d)(3) of this title shall not be construed so as to treat information or any communication of 
information as a consumer report if the information or communication is disclosed—  

(A) in connection with the business of insurance or annuities, including the activities described in section 
18B of the model Privacy of Consumer Financial and Health Information Regulation issued by the National 
Association of Insurance Commissioners (as in effect on January 1, 2003);  
(B) for any purpose permitted without authorization under the Standards for Individually Identifiable 
Health Information promulgated by the Department of Health and Human Services pursuant to the Health 
Insurance Portability and Accountability Act of 1996, or referred to under section 1179 of such Act,51 or 
described in section 6802(e) of this title; or  

 
51 [Footnote appears without text in statute published online by the Government Publishing Office] 
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(C) as otherwise determined to be necessary and appropriate, by regulation or order, by the Bureau or the 
applicable State insurance authority (with respect to any person engaged in providing insurance or 
annuities).  

(4) Limitation on redisclosure of medical information  
Any person that receives medical information pursuant to paragraph (1) or (3) shall not disclose such 
information to any other person, except as necessary to carry out the purpose for which the information was 
initially disclosed, or as otherwise permitted by statute, regulation, or order.  
(5) Regulations and effective date for paragraph (2)  

(A)52 Regulations required  
The Bureau may, after notice and opportunity for comment, prescribe regulations that permit transactions 
under paragraph (2) that are determined to be necessary and appropriate to protect legitimate operational, 
transactional, risk, consumer, and other needs (and which shall include permitting actions necessary for 
administrative verification purposes), consistent with the intent of paragraph (2) to restrict the use of 
medical information for inappropriate purposes.  

(6) Coordination with other laws  
No provision of this subsection shall be construed as altering, affecting, or superseding the applicability of any 
other provision of Federal law relating to medical confidentiality. 

§1681c. Requirements relating to information contained in consumer reports  
(a) Information excluded from consumer reports  
Except as authorized under subsection (b), no consumer reporting agency may make any consumer report containing 
any of the following items of information:  

(1) Cases under title 11 or under the Bankruptcy Act that, from the date of entry of the order for relief or the 
date of adjudication, as the case may be, antedate the report by more than 10 years.  
(2) Civil suits, civil judgments, and records of arrest that, from date of entry, antedate the report by more than 
seven years or until the governing statute of limitations has expired, whichever is the longer period.  
(3) Paid tax liens which, from date of payment, antedate the report by more than seven years.  
(4) Accounts placed for collection or charged to profit and loss which antedate the report by more than seven 
years.  
(5) Any other adverse item of information, other than records of convictions of crimes which antedates the 
report by more than seven years.  
(6) The name, address, and telephone number of any medical information furnisher that has notified the agency 
of its status, unless—  

(A) such name, address, and telephone number are restricted or reported using codes that do not identify, or 
provide information sufficient to infer, the specific provider or the nature of such services, products, or 
devices to a person other than the consumer; or  
(B) the report is being provided to an insurance company for a purpose relating to engaging in the business 
of insurance other than property and casualty insurance. 

(7) With respect to a consumer reporting agency described in section 1681a(p) of this title, any information 
related to a veteran’s medical debt if the date on which the hospital care, medical services, or extended care 
services was rendered relating to the debt antedates the report by less than 1 year if the consumer reporting 
agency has actual knowledge that the information is related to a veteran’s medical debt and the consumer 
reporting agency is in compliance with its obligation under section 302(c)(5) of the Economic Growth, 
Regulatory Relief, and Consumer Protection Act.  
(8) With respect to a consumer reporting agency described in section 1681a(p) of this title, any information 
related to a fully paid or settled veteran’s medical debt that had been characterized as delinquent, charged off, or 
in collection if the consumer reporting agency has actual knowledge that the information is related to a 
veteran’s medical debt and the consumer reporting agency is in compliance with its obligation under section 
302(c)(5) of the Economic Growth, Regulatory Relief, and Consumer Protection Act.  

 
52 So in original. No subpar. (B) has been enacted. 
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(b) Exempted cases  
The provisions of paragraphs (1) through (5) of subsection (a) are not applicable in the case of any consumer credit 
report to be used in connection with—  

(1) a  credit transaction involving, or which may reasonably be expected to involve, a  principal amount of 
$150,000 or more;  
(2) the underwriting of life insurance involving, or which may reasonably be expected to involve, a  face amount 
of $150,000 or more; or  
(3) the employment of any individual at an annual salary which equals, or which may reasonably be expected to 
equal $75,000, or more.  

(c) Running of reporting period  
(1) In general  
The 7-year period referred to in paragraphs (4) and (6) of subsection  

(a) shall begin, with respect to any delinquent account that is placed for collection (internally or by referral 
to a third party, whichever is earlier), charged to profit and loss, or subjected to any similar action, upon the 
expiration of the 180-day period beginning on the date of the commencement of the delinquency which 
immediately preceded the collection activity, charge to profit and loss, or similar action.  

(2) Effective date  
Paragraph (1) shall apply only to items of information added to the file of a  consumer on or after the date that is 
455 days after September 30, 1996.  

(d) Information required to be disclosed  
(1) Title 11 information  
Any consumer reporting agency that furnishes a consumer report that contains information regarding any case 
involving the consumer that arises under title 11 shall include in the report an identification of the chapter of 
such title 11 under which such case arises if provided by the source of the information. If any case arising or 
filed under title 11 is withdrawn by the consumer before a final judgment, the consumer reporting agency shall 
include in the report that such case or filing was withdrawn upon receipt of documentation certifying such 
withdrawal.  
(2) Key factor in credit score information  
Any consumer reporting agency that furnishes a consumer report that contains any credit score or any other risk 
score or predictor on any consumer shall include in the report a clear and conspicuous statement that a key 
factor (as defined in section 1681g(f)(2)(B) of this title) that adversely affected such score or predictor was the 
number of enquiries, if such a predictor was in fact a key factor that adversely affected such score. This 
paragraph shall not apply to a check services company, acting as such, which issues authorizations for the 
purpose of approving or processing negotiable instruments, electronic fund transfers, or similar methods of 
payments, but only to the extent that such company is engaged in such activities.  

(e) Indication of closure of account by consumer 
 If a  consumer reporting agency is notified pursuant to section 1681s–2(a)(4) of this title that a credit account of a  
consumer was voluntarily closed by the consumer, the agency shall indicate that fact in any consumer report that 
includes information related to the account.  

(f) Indication of dispute by consumer  
If a  consumer reporting agency is notified pursuant to section 1681s–2(a)(3) of this title that information regarding a 
consumer who 53 was furnished to the agency is disputed by the consumer, the agency shall indicate that fact in each 
consumer report that includes the disputed information.  

(g) Truncation of credit card and debit card numbers  
(1) In general  

 
53 So in original. Probably should be “which”. 
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Except as otherwise provided in this subsection, no person that accepts credit cards or debit cards for the 
transaction of business shall print more than the last 5 digits of the card number or the expiration date upon any 
receipt provided to the cardholder at the point of the sale or transaction.  
(2) Limitation  
This subsection shall apply only to receipts that are electronically printed, and shall not apply to transactions in 
which the sole means of recording a credit card or debit card account number is by handwriting or by an imprint 
or copy of the card.  
(3) Effective date  
This subsection shall become effective—  

(A) 3 years after December 4, 2003, with respect to any cash register or other machine or device that 
electronically prints receipts for credit card or debit card transactions that is in use before January 1, 2005; 
and  
(B) 1 year after December 4, 2003, with respect to any cash register or other machine or device that 
electronically prints receipts for credit card or debit card transactions that is first put into use on or after 
January 1, 2005.  

(h) Notice of discrepancy in address  
(1) In general  
If a  person has requested a consumer report relating to a consumer from a consumer reporting agency described 
in section 1681a(p) of this title, the request includes an address for the consumer that substantially differs from 
the addresses in the file of the consumer, and the agency provides a consumer report in response to the request, 
the consumer reporting agency shall notify the requester of the existence of the discrepancy.  
(2) Regulations  

(A) Regulations required  
The Bureau shall,,54 in consultation with the Federal banking agencies, the National Credit Union 
Administration, and the Federal Trade Commission,,55 prescribe regulations providing guidance regarding 
reasonable policies and procedures that a user of a consumer report should employ when such user has 
received a notice of discrepancy under paragraph (1).  
(B) Policies and procedures to be included  
The regulations prescribed under subparagraph (A) shall describe reasonable policies and procedures for 
use by a user of a  consumer report—  

(i) to form a reasonable belief that the user knows the identity of the person to whom the consumer 
report pertains; and  
(ii) if the user establishes a continuing relationship with the consumer, and the user regularly and in the 
ordinary course of business furnishes information to the consumer reporting agency from which the 
notice of discrepancy pertaining to the consumer was obtained, to reconcile the address of the 
consumer with the consumer reporting agency by furnishing such address to such consumer reporting 
agency as part of information regularly furnished by the user for the period in which the relationship is 
established. 

§1681c–1. Identity theft prevention; fraud alerts and active duty alerts  
(a) One-call fraud alerts  

(1) Initial alerts  
Upon the direct request of a consumer, or an individual acting on behalf of or as a personal representative of a 
consumer, who asserts in good faith a suspicion that the consumer has been or is about to become a victim of 
fraud or related crime, including identity theft, a  consumer reporting agency described in section 1681a(p) of 
this title that maintains a file on the consumer and has received appropriate proof of the identity of the requester 
shall—  

 
54 So in original. 
55 So in original. 
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(A) include a fraud alert in the file of that consumer, and also provide that alert along with any credit score 
generated in using that file, for a  period of not less than 1 year, beginning on the date of such request, 
unless the consumer or such representative requests that such fraud alert be removed before the end of such 
period, and the agency has received appropriate proof of the identity of the requester for such purpose; and  
(B) refer the information regarding the fraud alert under this paragraph to each of the other consumer 
reporting agencies described in section 1681a(p) of this title, in accordance with procedures developed 
under section 1681s(f) of this title.  

(2) Access to free reports  
In any case in which a consumer reporting agency includes a fraud alert in the file of a  consumer pursuant to 
this subsection, the consumer reporting agency shall—  

(A) disclose to the consumer that the consumer may request a free copy of the file of the consumer pursuant 
to section 1681j(d) of this title; and  
(B) provide to the consumer all disclosures required to be made under section 1681g of this title, without 
charge to the consumer, not later than 3 business days after any request described in subparagraph (A).  

(b) Extended alerts  
(1) In general  
Upon the direct request of a consumer, or an individual acting on behalf of or as a personal representative of a 
consumer, who submits an identity theft report to a consumer reporting agency described in section 1681a(p) of 
this title that maintains a file on the consumer, if the agency has received appropriate proof of the identity of the 
requester, the agency shall— 

(A) include a fraud alert in the file of that consumer, and also provide that alert along with any credit score 
generated in using that file, during the 7-year period beginning on the date of such request, unless the 
consumer or such representative requests that such fraud alert be removed before the end of such period 
and the agency has received appropriate proof of the identity of the requester for such purpose; \ 
(B) during the 5-year period beginning on the date of such request, exclude the consumer from any list of 
consumers prepared by the consumer reporting agency and provided to any third party to offer credit or 
insurance to the consumer as part of a transaction that was not initiated by the consumer, unless the 
consumer or such representative requests that such exclusion be rescinded before the end of such period; 
and  
(C) refer the information regarding the extended fraud alert under this paragraph to each of the other 
consumer reporting agencies described in section 1681a(p) of this title, in accordance with procedures 
developed under section 1681s(f) of this title.  

(2) Access to free reports  
In any case in which a consumer reporting agency includes a fraud alert in the file of a  consumer pursuant to 
this subsection, the consumer reporting agency shall—  

(A) disclose to the consumer that the consumer may request 2 free copies of the file of the consumer 
pursuant to section 1681j(d) of this title during the 12-month period beginning on the date on which the 
fraud alert was included in the file; and  
(B) provide to the consumer all disclosures required to be made under section 1681g of this title, without 
charge to the consumer, not later than 3 business days after any request described in subparagraph (A).  

(c) Active duty alerts  
Upon the direct request of an active duty military consumer, or an individual acting on behalf of or as a personal 
representative of an active duty military consumer, a  consumer reporting agency described in section 1681a(p) of 
this title that maintains a file on the active duty military consumer and has received appropriate proof of the identity 
of the requester shall—  

(1) include an active duty alert in the file of that active duty military consumer, and also provide that alert along 
with any credit score generated in using that file, during a period of not less than 12 months, or such longer 
period as the Bureau shall determine, by regulation, beginning on the date of the request, unless the active duty 
military consumer or such representative requests that such fraud alert be removed before the end of such 
period, and the agency has received appropriate proof of the identity of the requester for such purpose;  
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(2) during the 2-year period beginning on the date of such request, exclude the active duty military consumer 
from any list of consumers prepared by the consumer reporting agency and provided to any third party to offer 
credit or insurance to the consumer as part of a transaction that was not initiated by the consumer, unless the 
consumer requests that such exclusion be rescinded before the end of such period; and  
(3) refer the information regarding the active duty alert to each of the other consumer reporting agencies 
described in section 1681a(p) of this title, in accordance with procedures developed under section 1681s(f) of 
this title.  

(d) Procedures  
Each consumer reporting agency described in section 1681a(p) of this title shall establish policies and procedures to 
comply with this section, including procedures that inform consumers of the availability of initial, extended, and 
active duty alerts and procedures that allow consumers and active duty military consumers to request initial, 
extended, or active duty alerts (as applicable) in a simple and easy manner, including by telephone.  

(e) Referrals of alerts  
Each consumer reporting agency described in section 1681a(p) of this title that receives a referral of a  fraud alert or 
active duty alert from another consumer reporting agency pursuant to this section shall, as though the agency 
received the request from the consumer directly, follow the procedures required under—  

(1) paragraphs (1)(A) and (2) of subsection (a), in the case of a referral under subsection (a)(1)(B);  
(2) paragraphs (1)(A), (1)(B), and (2) of subsection (b), in the case of a referral under subsection (b)(1)(C); and  
(3) paragraphs (1) and (2) of subsection (c), in the case of a  referral under subsection (c)(3).  

(f) Duty of reseller to reconvey alert  
A reseller shall include in its report any fraud alert or active duty alert placed in the file of a  consumer pursuant to 
this section by another consumer reporting agency.  

(g) Duty of other consumer reporting agencies to provide contact information  
If a  consumer contacts any consumer reporting agency that is not described in section 1681a(p) of this title to 
communicate a suspicion that the consumer has been or is about to become a victim of fraud or related crime, 
including identity theft, the agency shall provide information to the consumer on how to contact the Bureau and the 
consumer reporting agencies described in section 1681a(p) of this title to obtain more detailed information and 
request alerts under this section. 

(h) Limitations on use of information for credit extensions  
(1) Requirements for initial and active duty alerts  

(A) Notification  
Each initial fraud alert and active duty alert under this section shall include information that notifies all 
prospective users of a  consumer report on the consumer to which the alert relates that the consumer does 
not authorize the establishment of any new credit plan or extension of credit, other than under an open-end 
credit plan (as defined in section 1602(i)56 of this title), in the name of the consumer, or issuance of an 
additional card on an existing credit account requested by a consumer, or any increase in credit limit on an 
existing credit account requested by a consumer, except in accordance with subparagraph (B).  
(B) Limitation on users  

(i) In general  
No prospective user of a consumer report that includes an initial fraud alert or an active duty alert in 
accordance with this section may establish a new credit plan or extension of credit, other than under an 
open-end credit plan (as defined in section 1602(i)57 of this title), in the name of the consumer, or issue 
an additional card on an existing credit account requested by a consumer, or grant any increase in 
credit limit on an existing credit account requested by a consumer, unless the user utilizes reasonable 

 
56 Section 1602(i) of this title, referred to in subsec. (h), was redesignated section 1602(j) of this title by Pub. L. 
111–203, title X, §1100A(1)(A), July 21, 2010, 124 Stat. 2107. 
57 Section 1602(i) of this title, referred to in subsec. (h), was redesignated section 1602(j) of this title by Pub. L. 
111–203, title X, §1100A(1)(A), July 21, 2010, 124 Stat. 2107. 
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policies and procedures to form a reasonable belief that the user knows the identity of the person 
making the request.  
(ii) Verification  
If a  consumer requesting the alert has specified a telephone number to be used for identity verification 
purposes, before authorizing any new credit plan or extension described in clause (i) in the name of 
such consumer, a  user of such consumer report shall contact the consumer using that telephone number 
or take reasonable steps to verify the consumer’s identity and confirm that the application for a new 
credit plan is not the result of identity theft.  

(2) Requirements for extended alerts  
(A) Notification  
Each extended alert under this section shall include information that provides all prospective users of a 
consumer report relating to a consumer with—  

(i) notification that the consumer does not authorize the establishment of any new credit plan or 
extension of credit described in clause (i), other than under an open-end credit plan (as defined in 
section 1602(i)58 of this title), in the name of the consumer, or issuance of an additional card on an 
existing credit account requested by a consumer, or any increase in credit limit on an existing credit 
account requested by a consumer, except in accordance with subparagraph (B); and  
(ii) a  telephone number or other reasonable contact method designated by the consumer.  

(B) Limitation on users  
No prospective user of a consumer report or of a  credit score generated using the information in the file of a  
consumer that includes an extended fraud alert in accordance with this section may establish a new credit 
plan or extension of credit, other than under an open-end credit plan (as defined in section 1602(i)59 of this 
title), in the name of the consumer, or issue an additional card on an existing credit account requested by a 
consumer, or any increase in credit limit on an existing credit account requested by a consumer, unless the 
user contacts the consumer in person or using the contact method described in subparagraph (A)(ii) to 
confirm that the application for a  new credit plan or increase in credit limit, or request for an additional 
card is not the result of identity theft.  

(i) National security freeze  
(1) Definitions  
For purposes of this subsection:  

(A) The term “consumer reporting agency” means a consumer reporting agency described in section 
1681a(p) of this title. 
(B) The term “proper identification” has the meaning of such term as used under section 1681h of this title.  
(C) The term “security freeze” means a restriction that prohibits a consumer reporting agency from 
disclosing the contents of a consumer report that is subject to such security freeze to any person requesting 
the consumer report.  

(2) Placement of security freeze  
(A) In general  
Upon receiving a direct request from a consumer that a consumer reporting agency place a security freeze, 
and upon receiving proper identification from the consumer, the consumer reporting agency shall, free of 
charge, place the security freeze not later than—  

(i) in the case of a  request that is by tollfree telephone or secure electronic means, 1 business day after 
receiving the request directly from the consumer; or  
(ii) in the case of a request that is by mail, 3 business days after receiving the request directly from the 
consumer.  

 
58 Section 1602(i) of this title, referred to in subsec. (h), was redesignated section 1602(j) of this title by Pub. L. 
111–203, title X, §1100A(1)(A), July 21, 2010, 124 Stat. 2107. 
59 Section 1602(i) of this title, referred to in subsec. (h), was redesignated section 1602(j) of this title by Pub. L. 
111–203, title X, §1100A(1)(A), July 21, 2010, 124 Stat. 2107. 
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(B) Confirmation and additional information  
Not later than 5 business days after placing a security freeze under subparagraph (A), a  consumer reporting 
agency shall—  

(i) send confirmation of the placement to the consumer; and 
(ii) inform the consumer of—  

(I) the process by which the consumer may remove the security freeze, including a mechanism to 
authenticate the consumer; and  
(II) the consumer’s right described in section 1681m(d)(1)(D) of this title.  

(C) Notice to third parties  
A consumer reporting agency may advise a third party that a  security freeze has been placed with respect to 
a consumer under subparagraph (A).  

(3) Removal of security freeze  
(A) In general  
A consumer reporting agency shall remove a security freeze placed on the consumer report of a consumer 
only in the following cases:  

(i) Upon the direct request of the consumer.  
(ii) The security freeze was placed due to a material misrepresentation of fact by the consumer.  

(B) Notice if removal not by request  
If a  consumer reporting agency removes a security freeze under subparagraph (A)(ii), the consumer 
reporting agency shall notify the consumer in writing prior to removing the security freeze.  
(C) Removal of security freeze by consumer request  
Except as provided in subparagraph (A)(ii), a  security freeze shall remain in place until the consumer 
directly requests that the security freeze be removed. Upon receiving a direct request from a consumer that 
a  consumer reporting agency remove a security freeze, and upon receiving proper identification from the 
consumer, the consumer reporting agency shall, free of charge, remove the security freeze not later than—  

(i) in the case of a  request that is by tollfree telephone or secure electronic means, 1 hour after 
receiving the request for removal; or  
(ii) in the case of a request that is by mail, 3 business days after receiving the request for removal.  

(D) Third-party requests  
If a  third party requests access to a consumer report of a consumer with respect to which a security freeze is 
in effect, where such request is in connection with an application for credit, and the consumer does not 
allow such consumer report to be accessed, the third party may treat the application as incomplete.  
(E) Temporary removal of security freeze  
Upon receiving a direct request from a consumer under subparagraph (A)(i), if the consumer requests a  
temporary removal of a  security freeze, the consumer reporting agency shall, in accordance with 
subparagraph (C), remove the security freeze for the period of time specified by the consumer.  

(4) Exceptions  
A security freeze shall not apply to the making of a consumer report for use of the following:  

(A) A person or entity, or a  subsidiary, affiliate, or agent of that person or entity, or an assignee of a 
financial obligation owed by the consumer to that person or entity, or a  prospective assignee of a  financial 
obligation owed by the consumer to that person or entity in conjunction with the proposed purchase of the 
financial obligation, with which the consumer has or had prior to assignment an account or contract 
including a demand deposit account, or to whom the consumer issued a negotiable instrument, for the 
purposes of reviewing the account or collecting the financial obligation owed for the account, contract, or 
negotiable instrument. For purposes of this subparagraph, “reviewing the account” includes activities 
related to account maintenance, monitoring, credit line increases, and account upgrades and enhancements.  
(B) Any Federal, State, or local agency, law enforcement agency, trial court, or private collection agency 
acting pursuant to a court order, warrant, or subpoena.  
(C) A child support agency acting pursuant to part D of title IV of the Social Security Act (42 U.S.C. 651 et 
seq.).  
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(D) A Federal agency or a State or its agents or assigns acting to investigate fraud or acting to investigate or 
collect delinquent taxes or unpaid court orders or to fulfill any of its other statutory responsibilities, 
provided such responsibilities are consistent with a permissible purpose under section 1681b of this title.  
(E) By a person using credit information for the purposes described under section 1681b(c) of this title.  
(F) Any person or entity administering a credit file monitoring subscription or similar service to which the 
consumer has subscribed.  
(G) Any person or entity for the purpose of providing a consumer with a copy of the consumer’s consumer 
report or credit score, upon the request of the consumer.  
(H) Any person using the information in connection with the underwriting of insurance.  
(I) Any person using the information for employment, tenant, or background screening purposes.  
(J) Any person using the information for assessing, verifying, or authenticating a consumer’s identity for 
purposes other than the granting of credit, or for investigating or preventing actual or potential fraud.  

(5) Notice of rights  
At any time a consumer is required to receive a summary of rights required under section 1681g of this title, the 
following notice shall be included:  

“CONSUMERS HAVE THE RIGHT TO OBTAIN A SECURITY FREEZE 
“You have a right to place a ‘security freeze’ on your credit report, which will prohibit a  consumer 
reporting agency from releasing information in your credit report without your express authorization. 
The security freeze is designed to prevent credit, loans, and services from being approved in your name 
without your consent. However, you should be aware that using a security freeze to take control over 
who gets access to the personal and financial information in your credit report may delay, interfere with, 
or prohibit the timely approval of any subsequent request or application you make regarding a new loan, 
credit, mortgage, or any other account involving the extension of credit. 
“As an alternative to a security freeze, you have the right to place an initial or extended fraud alert on 
your credit file at no cost. An initial fraud alert is a  1-year alert that is placed on a consumer’s credit file. 
Upon seeing a fraud alert display on a consumer’s credit file, a  business is required to take steps to verify 
the consumer’s identity before extending new credit. If you are a victim of identity theft, you are entitled 
to an extended fraud alert, which is a  fraud alert lasting 7 years. 
“A security freeze does not apply to a person or entity, or its affiliates, or collection agencies acting on 
behalf of the person or entity, with which you have an existing account that requests information in your 
credit report for the purposes of reviewing or collecting the account. Reviewing the account includes 
activities related to account maintenance, monitoring, credit line increases, and account upgrades and 
enhancements.”. 

(6) Webpage 
(A) Consumer reporting agencies  
A consumer reporting agency shall establish a webpage that—  

(i) allows a consumer to request a  security freeze;  
(ii) allows a consumer to request an initial fraud alert;  
(iii) allows a consumer to request an extended fraud alert;  
(iv) allows a consumer to request an active duty fraud alert;  
(v) allows a consumer to opt-out of the use of information in a consumer report to send the consumer a 
solicitation of credit or insurance, in accordance with section 1681m(d) of this title; and  
(vi) shall not be the only mechanism by which a consumer may request a  security freeze.  

(B) FTC  
The Federal Trade Commission shall establish a single webpage that includes a link to each webpage 
established under subparagraph (A) within the Federal Trade Commission’s website 
www.Identitytheft.gov, or a  successor website.  

(j) National protection for files and credit records of protected consumers  
(1) Definitions 
 As used in this subsection:  
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(A) The term “consumer reporting agency” means a consumer reporting agency described in section 
1681a(p) of this title. 
(B) The term “protected consumer” means an individual who is—  

(i) under the age of 16 years at the time a request for the placement of a security freeze is made; or  
(ii) an incapacitated person or a protected person for whom a guardian or conservator has been 
appointed.  

(C) The term “protected consumer’s representative” means a person who provides to a consumer reporting 
agency sufficient proof of authority to act on behalf of a protected consumer.  
(D) The term “record” means a compilation of information that—  

(i) identifies a  protected consumer;  
(ii) is created by a consumer reporting agency solely for the purpose of complying with this subsection; 
and  
(iii) may not be created or used to consider the protected consumer’s credit worthiness, credit standing, 
credit capacity, character, general reputation, personal characteristics, or mode of living.  

(E) The term “security freeze” means a restriction that prohibits a  consumer reporting agency from 
disclosing the contents of a consumer report that is the subject of such security freeze or, in the case of a  
protected consumer for whom the consumer reporting agency does not have a file, a  record that is subject to 
such security freeze to any person requesting the consumer report for the purpose of opening a new account 
involving the extension of credit.  
(F) The term “sufficient proof of authority” means documentation that shows a protected consumer’s 
representative has authority to act on behalf of a  protected consumer and includes—  

(i) an order issued by a court of law;  
(ii) a  lawfully executed and valid power of attorney;  
(iii) a  document issued by a Federal, State, or local government agency in the United States showing 
proof of parentage, including a birth certificate; or  
(iv) with respect to a protected consumer who has been placed in a foster care setting, a  written 
communication from a county welfare department or its agent or designee, or a  county probation 
department or its agent or designee, certifying that the protected consumer is in a foster care setting 
under its jurisdiction.  

(G) The term “sufficient proof of identification” means information or documentation that identifies a 
protected consumer and a protected consumer’s representative and includes—  

(i) a  social security number or a  copy of a social security card issued by the Social Security 
Administration;  
(ii) a  certified or official copy of a birth certificate issued by the entity authorized to issue the birth 
certificate; or  
(iii) a  copy of a driver’s license, an identification card issued by the motor vehicle administration, or 
any other government issued identification.  

(2) Placement of security freeze for a protected consumer  
(A) In general  
Upon receiving a direct request from a protected consumer’s representative that a consumer reporting 
agency place a security freeze, and upon receiving sufficient proof of identification and sufficient proof of 
authority, the consumer reporting agency shall, free of charge, place the security freeze not later than—  

(i) in the case of a  request that is by tollfree telephone or secure electronic means, 1 business day after 
receiving the request directly from the protected consumer’s representative; or  
(ii) in the case of a request that is by mail, 3 business days after receiving the request directly from the 
protected consumer’s representative.  

(B) Confirmation and additional information  
Not later than 5 business days after placing a security freeze under subparagraph (A), a  consumer reporting 
agency shall—  

(i) send confirmation of the placement to the protected consumer’s representative; and  
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(ii) inform the protected consumer’s representative of the process by which the protected consumer 
may remove the security freeze, including a mechanism to authenticate the protected consumer’s 
representative.  

(C) Creation of file  
If a  consumer reporting agency does not have a file pertaining to a protected consumer when the consumer 
reporting agency receives a direct request under subparagraph (A), the consumer reporting agency shall 
create a record for the protected consumer.  

(3) Prohibition on release of record or file of protected consumer  
After a  security freeze has been placed under paragraph (2)(A), and unless the security freeze is removed in 
accordance with this subsection, a consumer reporting agency may not release the protected consumer’s 
consumer report, any information derived from the protected consumer’s consumer report, or any record created 
for the protected consumer.  
(4) Removal of a protected consumer security freeze  

(A) In general  
A consumer reporting agency shall remove a security freeze placed on the consumer report of a protected 
consumer only in the following cases:  

(i) Upon the direct request of the protected consumer’s representative.  
(ii) Upon the direct request of the protected consumer, if the protected consumer is not under the age of 
16 years at the time of the request.  
(iii) The security freeze was placed due to a material misrepresentation of fact by the protected 
consumer’s representative.  

(B) Notice if removal not by request  
If a  consumer reporting agency removes a security freeze under subparagraph (A)(iii), the consumer 
reporting agency shall notify the protected consumer’s representative in writing prior to removing the 
security freeze.  
(C) Removal of freeze by request  
Except as provided in subparagraph (A)(iii), a  security freeze shall remain in place until a  protected 
consumer’s representative or protected consumer described in subparagraph (A)(ii) directly requests that 
the security freeze be removed. Upon receiving a direct request from the protected consumer’s 
representative or protected consumer described in subparagraph (A)(ii) that a  consumer reporting agency 
remove a security freeze, and upon receiving sufficient proof of identification and sufficient proof of 
authority, the consumer reporting agency shall, free of charge, remove the security freeze not later than—  

(i) in the case of a  request that is by tollfree telephone or secure electronic means, 1 hour after 
receiving the request for removal; or  
(ii) in the case of a request that is by mail, 3 business days after receiving the request for removal.  

(D) Temporary removal of security freeze  
Upon receiving a direct request from a protected consumer or a  protected consumer’s representative under 
subparagraph (A)(i), if the protected consumer or protected consumer’s representative requests a temporary 
removal of a  security freeze, the consumer reporting agency shall, in accordance with subparagraph (C), 
remove the security freeze for the period of time specified by the protected consumer or protected 
consumer’s representative.  

(k) Credit monitoring  
(1) Definitions  
In this subsection:  

(A) The term “active duty military consumer” includes a member of the National Guard.  
(B) The term “National Guard” has the meaning given the term in section 101(c) of title 10.  

(2) Credit monitoring  
A consumer reporting agency described in section 1681a(p) of this title shall provide a free electronic credit 
monitoring service that, at a  minimum, notifies a consumer of material additions or modifications to the file of 
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the consumer at the consumer reporting agency to any consumer who provides to the consumer reporting 
agency—  

(A) appropriate proof that the consumer is an active duty military consumer; and  
(B) contact information of the consumer.  

(3) Rulemaking  
Not later than 1 year after May 24, 2018, the Federal Trade Commission shall promulgate regulations regarding 
the requirements of this subsection, which shall at a  minimum include—  

(A) a definition of an electronic credit monitoring service and material additions or modifications to the file 
of a  consumer; and  
(B) what constitutes appropriate proof. 

(4) Applicability  
(A) Sections 1681n and 1681o of this title shall not apply to any violation of this subsection.  
(B) This subsection shall be enforced exclusively under section 1681s of this title by the Federal agencies 
and Federal and State officials identified in that section. 

§1681c–2. Block of information resulting from identity theft  
(a) Block  
Except as otherwise provided in this section, a  consumer reporting agency shall block the reporting of any 
information in the file of a  consumer that the consumer identifies as information that resulted from an alleged 
identity theft, not later than 4 business days after the date of receipt by such agency of—  

(1) appropriate proof of the identity of the consumer;  
(2) a  copy of an identity theft report;  
(3) the identification of such information by the consumer; and  
(4) a  statement by the consumer that the information is not information relating to any transaction by the 
consumer.  

(b) Notification  
A consumer reporting agency shall promptly notify the furnisher of information identified by the consumer under 
subsection (a)—  

(1) that the information may be a result of identity theft;  
(2) that an identity theft report has been filed;  
(3) that a block has been requested under this section; and  
(4) of the effective dates of the block.  

(c) Authority to decline or rescind  
(1) In general  
A consumer reporting agency may decline to block, or may rescind any block, of information relating to a 
consumer under this section, if the consumer reporting agency reasonably determines that—  

(A) the information was blocked in error or a  block was requested by the consumer in error;  
(B) the information was blocked, or a  block was requested by the consumer, on the basis of a material 
misrepresentation of fact by the consumer relevant to the request to block; or  
(C) the consumer obtained possession of goods, services, or money as a result of the blocked transaction or 
transactions.  

(2) Notification to consumer  
If a  block of information is declined or rescinded under this subsection, the affected consumer shall be notified 
promptly, in the same manner as consumers are notified of the reinsertion of information under section 
1681i(a)(5)(B) of this title. 
(3) Significance of block  
For purposes of this subsection, if a  consumer reporting agency rescinds a block, the presence of information in 
the file of a  consumer prior to the blocking of such information is not evidence of whether the consumer knew 
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or should have known that the consumer obtained possession of any goods, services, or money as a result of the 
block.  

(d) Exception for resellers  
(1) No reseller file  
This section shall not apply to a consumer reporting agency, if the consumer reporting agency—  

(A) is a  reseller;  
(B) is not, at the time of the request of the consumer under subsection (a), otherwise furnishing or reselling 
a consumer report concerning the information identified by the consumer; and  
(C) informs the consumer, by any means, that the consumer may report the identity theft to the Bureau to 
obtain consumer information regarding identity theft.  

(2) Reseller with file  
The sole obligation of the consumer reporting agency under this section, with regard to any request of a  
consumer under this section, shall be to block the consumer report maintained by the consumer reporting 
agency from any subsequent use, if—  

(A) the consumer, in accordance with the provisions of subsection (a), identifies, to a consumer reporting 
agency, information in the file of the consumer that resulted from identity theft; and  
(B) the consumer reporting agency is a  reseller of the identified information.  

(3) Notice  
In carrying out its obligation under paragraph (2), the reseller shall promptly provide a notice to the consumer 
of the decision to block the file. Such notice shall contain the name, address, and telephone number of each 
consumer reporting agency from which the consumer information was obtained for resale.  

(e) Exception for verification companies  
The provisions of this section do not apply to a check services company, acting as such, which issues authorizations 
for the purpose of approving or processing negotiable instruments, electronic fund transfers, or similar methods of 
payments, except that, beginning 4 business days after receipt of information described in paragraphs (1) through (3) 
of subsection (a), a  check services company shall not report to a national consumer reporting agency described in 
section 1681a(p) of this title, any information identified in the subject identity theft report as resulting from identity 
theft.  

(f) Access to blocked information by law enforcement agencies  
No provision of this section shall be construed as requiring a consumer reporting agency to prevent a  Federal, State, 
or local law enforcement agency from accessing blocked information in a consumer file to which the agency could 
otherwise obtain access under this subchapter. 

§1681c–3. Adverse information in cases of trafficking  
(a) Definitions  
In this section:  

(1) Trafficking documentation  
The term “trafficking documentation” means—  

(A) documentation of—  
(i) a  determination that a  consumer is a  victim of trafficking made by a Federal, State, or Tribal 
governmental entity; or  
(ii) by a court of competent jurisdiction; and  

(B) documentation that identifies items of adverse information that should not be furnished by a consumer 
reporting agency because the items resulted from a severe form of trafficking in persons or sex trafficking 
of which the consumer is a  victim.  

(2) Trafficking Victims Protection Act of 2000 definitions  
The terms “severe forms of trafficking in persons” and “sex trafficking” have the meanings given, respectively, 
in section 103 of the Trafficking Victims Protection Act of 2000 (22 U.S.C. 7102).  
(3) Victim of trafficking  
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The term “victim of trafficking” means a person who is a  victim of a severe form of trafficking in persons or 
sex trafficking.  

(b) Adverse information  
A consumer reporting agency may not furnish a consumer report containing any adverse item of information about a 
consumer that resulted from a severe form of trafficking in persons or sex trafficking if the consumer has provided 
trafficking documentation to the consumer reporting agency. 

(c) Rulemaking  
(1) In general  
Not later than 180 days after December 27, 2021, the Director shall issue rules to implement subsection (a).  
(2) Contents  
The rules issued pursuant to paragraph (1) shall establish a method by which consumers shall submit trafficking 
documentation to consumer reporting agencies. 

§1681d. Disclosure of investigative consumer reports  
(a) Disclosure of fact of preparation  
A person may not procure or cause to be prepared an investigative consumer report on any consumer unless—  

(1) it is clearly and accurately disclosed to the consumer that an investigative consumer report including 
information as to his character, general reputation, personal characteristics, and mode of living, whichever are 
applicable, may be made, and such disclosure (A) is made in a writing mailed, or otherwise delivered, to the 
consumer, not later than three days after the date on which the report was first requested, and (B) includes a 
statement informing the consumer of his right to request the additional disclosures provided for under 
subsection (b) of this section and the written summary of the rights of the consumer prepared pursuant to 
section 1681g(c) of this title; and  
(2) the person certifies or has certified to the consumer reporting agency that—  

(A) the person has made the disclosures to the consumer required by paragraph (1); and  
(B) the person will comply with subsection (b).  

(b) Disclosure on request of nature and scope of investigation  
Any person who procures or causes to be prepared an investigative consumer report on any consumer shall, upon 
written request made by the consumer within a reasonable period of time after the receipt by him of the disclosure 
required by subsection (a)(1), make a complete and accurate disclosure of the nature and scope of the investigation 
requested. This disclosure shall be made in a writing mailed, or otherwise delivered, to the consumer not later than 
five days after the date on which the request for such disclosure was received from the consumer or such report was 
first requested, whichever is the later.  

(c) Limitation on liability upon showing of reasonable procedures for compliance with provisions  
No person may be held liable for any violation of subsection (a) or (b) of this section if he shows by a 
preponderance of the evidence that at the time of the violation he maintained reasonable procedures to assure 
compliance with subsection (a) or (b).  

(d) Prohibitions  
(1) Certification  
A consumer reporting agency shall not prepare or furnish an investigative consumer report unless the agency 
has received a certification under subsection (a)(2) from the person who requested the report.  
(2) Inquiries  
A consumer reporting agency shall not make an inquiry for the purpose of preparing an investigative consumer 
report on a consumer for employment purposes if the making of the inquiry by an employer or prospective 
employer of the consumer would violate any applicable Federal or State equal employment opportunity law or 
regulation.  
(3) Certain public record information  
Except as otherwise provided in section 1681k of this title, a  consumer reporting agency shall not furnish an 
investigative consumer report that includes information that is a  matter of public record and that relates to an 
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arrest, indictment, conviction, civil judicial action, tax lien, or outstanding judgment, unless the agency has 
verified the accuracy of the information during the 30-day period ending on the date on which the report is 
furnished.  
(4) Certain adverse information  
A consumer reporting agency shall not prepare or furnish an investigative consumer report on a consumer that 
contains information that is adverse to the interest of the consumer and that is obtained through a personal 
interview with a neighbor, friend, or associate of the consumer or with another person with whom the consumer 
is acquainted or who has knowledge of such item of information, unless—  

(A) the agency has followed reasonable procedures to obtain confirmation of the information, from an 
additional source that has independent and direct knowledge of the information; or  
(B) the person interviewed is the best possible source of the information.  

§1681e. Compliance procedures  
(a) Identity and purposes of credit users  
Every consumer reporting agency shall maintain reasonable procedures designed to avoid violations of section 
1681c of this title and to limit the furnishing of consumer reports to the purposes listed under section 1681b of this 
title. These procedures shall require that prospective users of the information identify themselves, certify the 
purposes for which the information is sought, and certify that the information will be used for no other purpose. 
Every consumer reporting agency shall make a reasonable effort to verify the identity of a  new prospective user and 
the uses certified by such prospective user prior to furnishing such user a consumer report. No consumer reporting 
agency may furnish a consumer report to any person if it has reasonable grounds for believing that the consumer 
report will not be used for a  purpose listed in section 1681b of this title.  

(b) Accuracy of report  
Whenever a consumer reporting agency prepares a consumer report it shall follow reasonable procedures to assure 
maximum possible accuracy of the information concerning the individual about whom the report relates.  

(c) Disclosure of consumer reports by users allowed  
A consumer reporting agency may not prohibit a user of a consumer report furnished by the agency on a consumer 
from disclosing the contents of the report to the consumer, if adverse action against the consumer has been taken by 
the user based in whole or in part on the report.  

(d) Notice to users and furnishers of information  
(1) Notice requirement  
A consumer reporting agency shall provide to any person—  

(A) who regularly and in the ordinary course of business furnishes information to the agency with respect 
to any consumer; or  
(B) to whom a consumer report is provided by the agency; a  notice of such person’s responsibilities under 
this subchapter.  

(2) Content of notice  
The Bureau shall prescribe the content of notices under paragraph (1), and a consumer reporting agency shall be 
in compliance with this subsection if it provides a notice under paragraph (1) that is substantially similar to the 
Bureau prescription under this paragraph.  

(e) Procurement of consumer report for resale  
(1) Disclosure  
A person may not procure a consumer report for purposes of reselling the report (or any information in the 
report) unless the person discloses to the consumer reporting agency that originally furnishes the report—  

(A) the identity of the end-user of the report (or information); and  
(B) each permissible purpose under section 1681b of this title for which the report is furnished to the end-
user of the report (or information).  

(2) Responsibilities of procurers for resale  
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A person who procures a consumer report for purposes of reselling the report (or any information in the report) 
shall—  

(A) establish and comply with reasonable procedures designed to ensure that the report (or information) is 
resold by the person only for a  purpose for which the report may be furnished under section 1681b of this 
title, including by requiring that each person to which the report (or information) is resold and that resells 
or provides the report (or information) to any other person—  

(i) identifies each end user of the resold report (or information);  
(ii) certifies each purpose for which the report (or information) will be used; and  
(iii) certifies that the report (or information) will be used for no other purpose; and  

(B) before reselling the report, make reasonable efforts to verify the identifications and certifications made 
under subparagraph (A).  

(3) Resale of consumer report to a Federal agency or department  
Notwithstanding paragraph (1) or (2), a  person who procures a consumer report for purposes of reselling the 
report (or any information in the report) shall not disclose the identity of the end-user of the report under 
paragraph (1) or (2) if—  

(A) the end user is an agency or department of the United States Government which procures the report 
from the person for purposes of determining the eligibility of the consumer concerned to receive access or 
continued access to classified information (as defined in section 1681b(b)(4)(E)(i)60 of this title); and 
(B) the agency or department certifies in writing to the person reselling the report that nondisclosure is 
necessary to protect classified information or the safety of persons employed by or contracting with, or 
undergoing investigation for work or contracting with the agency or department. 

§1681f. Disclosures to governmental agencies  
Notwithstanding the provisions of section 1681b of this title, a  consumer reporting agency may furnish identifying 
information respecting any consumer, limited to his name, address, former addresses, places of employment, or 
former places of employment, to a governmental agency. 

§1681g. Disclosures to consumers  
(a) Information on file; sources; report recipients  
Every consumer reporting agency shall, upon request, and subject to section 1681h(a)(1) of this title, clearly and 
accurately disclose to the consumer:  

(1) All information in the consumer’s file at the time of the request, except that—  
(A) if the consumer to whom the file relates requests that the first 5 digits of the social security number (or 
similar identification number) of the consumer not be included in the disclosure and the consumer reporting 
agency has received appropriate proof of the identity of the requester, the consumer reporting agency shall 
so truncate such number in such disclosure; and  
(B) nothing in this paragraph shall be construed to require a consumer reporting agency to disclose to a 
consumer any information concerning credit scores or any other risk scores or predictors relating to the 
consumer.  

(2) The sources of the information; except that the sources of information acquired solely for use in preparing 
an investigative consumer report and actually used for no other purpose need not be disclosed: Provided, That in 
the event an action is brought under this subchapter, such sources shall be available to the plaintiff under 
appropriate discovery procedures in the court in which the action is brought.  
(3) 

(A) Identification of each person (including each end-user identified under section 1681e(e)(1) of this title) 
that procured a consumer report—  

 
60 Section 1681b(b)(4) of this title, referred to in subsec. (e)(3)(A), was subsequently amended, and section 
1681b(b)(4)(E) no longer defines the term “classified information”. However, such term is defined elsewhere in that 
section. 
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(i) for employment purposes, during the 2year period preceding the date on which the request is made; 
or  
(ii) for any other purpose, during the 1-year period preceding the date on which the request is made.  

(B) An identification of a person under subparagraph (A) shall include—  
(i) the name of the person or, if applicable, the trade name (written in full) under which such person 
conducts business; and  
(ii) upon request of the consumer, the address and telephone number of the person.  

(C) Subparagraph (A) does not apply if—  
(i) the end user is an agency or department of the United States Government that procures the report 
from the person for purposes of determining the eligibility of the consumer to whom the report relates 
to receive access or continued access to classified information (as defined in section 
1681b(b)(4)(E)(i)61 of this title); and  
(ii) the head of the agency or department makes a written finding as prescribed under section 
1681b(b)(4)(A) of this title.  

(4) The dates, original payees, and amounts of any checks upon which is based any adverse characterization of 
the consumer, included in the file at the time of the disclosure. 
(5) A record of all inquiries received by the agency during the 1-year period preceding the request that 
identified the consumer in connection with a credit or insurance transaction that was not initiated by the 
consumer.  
(6) If the consumer requests the credit file and not the credit score, a  statement that the consumer may request 
and obtain a credit score.  

(b) Exempt information  
The requirements of subsection (a) respecting the disclosure of sources of information and the recipients of 
consumer reports do not apply to information received or consumer reports furnished prior to the effective date of 
this subchapter except to the extent that the matter involved is contained in the files of the consumer reporting 
agency on that date.  

(c) Summary of rights to obtain and dispute information in consumer reports and to obtain credit scores  
(1) Commission62 summary of rights required  

(A) In general  
The Commission63 shall prepare a model summary of the rights of consumers under this subchapter.  
(B) Content of summary  
The summary of rights prepared under subparagraph (A) shall include a description of—  

(i) the right of a  consumer to obtain a copy of a consumer report under subsection (a) from each 
consumer reporting agency;  
(ii) the frequency and circumstances under which a consumer is entitled to receive a consumer report 
without charge under section 1681j of this title;  
(iii) the right of a  consumer to dispute information in the file of the consumer under section 1681i of 
this title;  
(iv) the right of a  consumer to obtain a credit score from a consumer reporting agency, and a 
description of how to obtain a credit score;  

 
61 Section 1681b(b)(4) of this title, referred to in subsec. (a)(3)(C)(i), was subsequently amended, and section 
1681b(b)(4)(E) no longer defines the term “classified information”. However, such term is defined elsewhere in that 
section. 
62 So in original. Probably should be “Bureau”. 
63 So in original. Probably should be “Bureau”. 
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(v) the method by which a consumer can contact, and obtain a consumer report from, a consumer 
reporting agency without charge, as provided in the regulations of the Bureau prescribed under section 
211(c)64 of the Fair and Accurate Credit Transactions Act of 2003; and  
(vi) the method by which a consumer can contact, and obtain a consumer report from, a consumer 
reporting agency described in section 1681a(w)65 of this title, as provided in the regulations of the 
Bureau prescribed under section 1681j(a)(1)(C) of this title.  

(C) Availability of summary of rights  
The Commission66 shall—  

(i) actively publicize the availability of the summary of rights prepared under this paragraph;  
(ii) conspicuously post on its Internet website the availability of such summary of rights; and  
(iii) promptly make such summary of rights available to consumers, on request.  

(2) Summary of rights required to be included with agency disclosures  
A consumer reporting agency shall provide to a consumer, with each written disclosure by the agency to the 
consumer under this section—  

(A) the summary of rights prepared by the Bureau under paragraph (1);  
(B) in the case of a  consumer reporting agency described in section 1681a(p) of this title, a  toll-free 
telephone number established by the agency, at which personnel are accessible to consumers during normal 
business hours;  
(C) a list of all Federal agencies responsible for enforcing any provision of this subchapter, and the address 
and any appropriate phone number of each such agency, in a form that will assist the consumer in selecting 
the appropriate agency;  
(D) a statement that the consumer may have additional rights under State law, and that the consumer may 
wish to contact a State or local consumer protection agency or a State attorney general (or the equivalent 
thereof) to learn of those rights; and  
(E) a statement that a consumer reporting agency is not required to remove accurate derogatory information 
from the file of a  consumer, unless the information is outdated under section 1681c of this title or cannot be 
verified.  

(d) Summary of rights of identity theft victims  
(1) In general  
The Commission,67 in consultation with the Federal banking agencies and the National Credit Union 
Administration, shall prepare a model summary of the rights of consumers under this subchapter with respect to 
the procedures for remedying the effects of fraud or identity theft involving credit, an electronic fund transfer, 
or an account or transaction at or with a financial institution or other creditor.  
(2) Summary of rights and contact information  
Beginning 60 days after the date on which the model summary of rights is prescribed in final form by the 
Bureau pursuant to paragraph (1), if any consumer contacts a consumer reporting agency and expresses a belief 
that the consumer is a  victim of fraud or identity theft involving credit, an electronic fund transfer, or an account 
or transaction at or with a financial institution or other creditor, the consumer reporting agency shall, in addition 
to any other action that the agency may take, provide the consumer with a summary of rights that contains all of 
the information required by the Bureau under paragraph (1), and information on how to contact the Bureau to 
obtain more detailed information.  

(e) Information available to victims  
(1) In general  

 
64 [Footnote appears without text in statute published online by the Government Publishing Office] 
65 [Footnote appears without text in statute published online by the Government Publishing Office] 
66 So in original. Probably should be “Bureau”. 
67 So in original. Probably should be “Bureau”. 
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For the purpose of documenting fraudulent transactions resulting from identity theft, not later than 30 days after 
the date of receipt of a request from a victim in accordance with paragraph (3), and subject to verification of the 
identity of the victim and the claim of identity theft in accordance with paragraph (2), a  business entity that has 
provided credit to, provided for consideration products, goods, or services to, accepted payment from, or 
otherwise entered into a commercial transaction for consideration with, a  person who has allegedly made 
unauthorized use of the means of identification of the victim, shall provide a copy of application and business 
transaction records in the control of the business entity, whether maintained by the business entity or by another 
person on behalf of the business entity, evidencing any transaction alleged to be a result of identity theft to—  

(A) the victim;  
(B) any Federal, State, or local government law enforcement agency or officer specified by the victim in 
such a request; or  
(C) any law enforcement agency investigating the identity theft and authorized by the victim to take receipt 
of records provided under this subsection.  

(2) Verification of identity and claim  
Before a business entity provides any information under paragraph (1), unless the business entity, at its 
discretion, otherwise has a high degree of confidence that it knows the identity of the victim making a request 
under paragraph (1), the victim shall provide to the business entity—  

(A) as proof of positive identification of the victim, at the election of the business entity—  
(i) the presentation of a government issued identification card;  
(ii) personally identifying information of the same type as was provided to the business entity by the 
unauthorized person; or  
(iii) personally identifying information that the business entity typically requests from new applicants 
or for new transactions, at the time of the victim’s request for information, including any 
documentation described in clauses (i) and (ii); and  

(B) as proof of a  claim of identity theft, at the election of the business entity—  
(i) a  copy of a police report evidencing the claim of the victim of identity theft; and  
(ii) a  properly completed—  

(I) copy of a standardized affidavit of identity theft developed and made available by the Bureau; 
or  
(II) an 68 affidavit of fact that is acceptable to the business entity for that purpose.  

(3) Procedures  
The request of a  victim under paragraph (1) shall—  

(A) be in writing;  
(B) be mailed to an address specified by the business entity, if any; and  
(C) if asked by the business entity, include relevant information about any transaction alleged to be a result 
of identity theft to facilitate compliance with this section including—  

(i) if known by the victim (or if readily obtainable by the victim), the date of the application or 
transaction; and  
(ii) if known by the victim (or if readily obtainable by the victim), any other identifying information 
such as an account or transaction number.  

(4) No charge to victim  
Information required to be provided under paragraph (1) shall be so provided without charge.  
(5) Authority to decline to provide information  
A business entity may decline to provide information under paragraph (1) if, in the exercise of good faith, the 
business entity determines that—  

(A) this subsection does not require disclosure of the information;  

 
68 So in original. The word “an” probably should not appear. 
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(B) after reviewing the information provided pursuant to paragraph (2), the business entity does not have a 
high degree of confidence in knowing the true identity of the individual requesting the information;  
(C) the request for the information is based on a misrepresentation of fact by the individual requesting the 
information relevant to the request for information; or  
(D) the information requested is Internet navigational data or similar information about a person’s visit to a 
website or online service.  

(6) Limitation on liability  
Except as provided in section 1681s of this title, sections 1681n and 1681o of this title do not apply to any 
violation of this subsection.  
(7) Limitation on civil liability  
No business entity may be held civilly liable under any provision of Federal, State, or other law for disclosure, 
made in good faith pursuant to this subsection.  
(8) No new recordkeeping obligation  
Nothing in this subsection creates an obligation on the part of a business entity to obtain, retain, or maintain 
information or records that are not otherwise required to be obtained, retained, or maintained in the ordinary 
course of its business or under other applicable law.  
(9) Rule of construction  

(A) In general  
No provision of subtitle A of title V of Public Law 106–102 [15 U.S.C. 6801 et seq.], prohibiting the 
disclosure of financial information by a business entity to third parties shall be used to deny disclosure of 
information to the victim under this subsection. 
(B) Limitation  
Except as provided in subparagraph (A), nothing in this subsection permits a business entity to disclose 
information, including information to law enforcement under subparagraphs (B) and (C) of paragraph (1), 
that the business entity is otherwise prohibited from disclosing under any other applicable provision of 
Federal or State law.  

(10) Affirmative defense  
In any civil action brought to enforce this subsection, it is an affirmative defense (which the defendant must 
establish by a preponderance of the evidence) for a  business entity to file an affidavit or answer stating that—  

(A) the business entity has made a reasonably diligent search of its available business records; and  
(B) the records requested under this subsection do not exist or are not reasonably available.  

(11) Definition of victim  
For purposes of this subsection, the term “victim” means a consumer whose means of identification or financial 
information has been used or transferred (or has been alleged to have been used or transferred) without the 
authority of that consumer, with the intent to commit, or to aid or abet, an identity theft or a  similar crime.  
(12) Effective date  
This subsection shall become effective 180 days after December 4, 2003.  
(13) Effectiveness study  
Not later than 18 months after December 4, 2003, the Comptroller General of the United States shall submit a 
report to Congress assessing the effectiveness of this provision.  

(f) Disclosure of credit scores 
(1) In general  
Upon the request of a  consumer for a  credit score, a  consumer reporting agency shall supply to the consumer a 
statement indicating that the information and credit scoring model may be different than the credit score that 
may be used by the lender, and a notice which shall include—  

(A) the current credit score of the consumer or the most recent credit score of the consumer that was 
previously calculated by the credit reporting agency for a  purpose related to the extension of credit;  
(B) the range of possible credit scores under the model used;  
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(C) all of the key factors that adversely affected the credit score of the consumer in the model used, the 
total number of which shall not exceed 4, subject to paragraph (9);  
(D) the date on which the credit score was created; and  
(E) the name of the person or entity that provided the credit score or credit file upon which the credit score 
was created.  

(2) Definitions  
For purposes of this subsection, the following definitions shall apply:  

(A) Credit score  
The term “credit score”—  

(i) means a numerical value or a  categorization derived from a statistical tool or modeling system used 
by a person who makes or arranges a loan to predict the likelihood of certain credit behaviors, 
including default (and the numerical value or the categorization derived from such analysis may also 
be referred to as a “risk predictor” or “risk score”); and  
(ii) does not include—  

(I) any mortgage score or rating of an automated underwriting system that considers one or more 
factors in addition to credit information, including the loan to value ratio, the amount of down 
payment, or the financial assets of a consumer; or  
(II) any other elements of the underwriting process or underwriting decision.  

(B) Key factors  
The term “key factors” means all relevant elements or reasons adversely affecting the credit score for the 
particular individual, listed in the order of their importance based on their effect on the credit score.  

(3) Timeframe and manner of disclosure  
The information required by this subsection shall be provided in the same timeframe and manner as the 
information described in subsection (a).  
(4) Applicability to certain uses  
This subsection shall not be construed so as to compel a consumer reporting agency to develop or disclose a 
score if the agency does not—  

(A) distribute scores that are used in connection with residential real property loans; or  
(B) develop scores that assist credit providers in understanding the general credit behavior of a consumer 
and predicting the future credit behavior of the consumer.  

(5) Applicability to credit scores developed by another person  
(A) In general  
This subsection shall not be construed to require a consumer reporting agency that distributes credit scores 
developed by another person or entity to provide a further explanation of them, or to process a dispute 
arising pursuant to section 1681i of this title, except that the consumer reporting agency shall provide the 
consumer with the name and address and website for contacting the person or entity who developed the 
score or developed the methodology of the score.  
(B) Exception  
This paragraph shall not apply to a consumer reporting agency that develops or modifies scores that are 
developed by another person or entity.  

(6) Maintenance of credit scores not required  
This subsection shall not be construed to require a consumer reporting agency to maintain credit scores in its 
files.  
(7) Compliance in certain cases  
In complying with this subsection, a  consumer reporting agency shall—  

(A) supply the consumer with a credit score that is derived from a credit scoring model that is widely 
distributed to users by that consumer reporting agency in connection with residential real property loans or 
with a credit score that assists the consumer in understanding the credit scoring assessment of the credit 
behavior of the consumer and predictions about the future credit behavior of the consumer; and 
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(B) a statement indicating that the information and credit scoring model may be different than that used by 
the lender.  

(8) Fair and reasonable fee  
A consumer reporting agency may charge a fair and reasonable fee, as determined by the Bureau, for providing 
the information required under this subsection.  
(9) Use of enquiries as a key factor  
If a  key factor that adversely affects the credit score of a consumer consists of the number of enquiries made 
with respect to a consumer report, that factor shall be included in the disclosure pursuant to paragraph (1)(C) 
without regard to the numerical limitation in such paragraph.  

(g) Disclosure of credit scores by certain mortgage lenders  
(1) In general  
Any person who makes or arranges loans and who uses a consumer credit score, as defined in subsection (f), in 
connection with an application initiated or sought by a consumer for a  closed end loan or the establishment of 
an open end loan for a consumer purpose that is secured by 1 to 4 units of residential real property (hereafter in 
this subsection referred to as the “lender”) shall provide the following to the consumer as soon as reasonably 
practicable:  

(A) Information required under subsection (f)  
(i) In general  
A copy of the information identified in subsection (f) that was obtained from a consumer reporting 
agency or was developed and used by the user of the information.  
(ii) Notice under subparagraph (D)  
In addition to the information provided to it by a third party that provided the credit score or scores, a  
lender is only required to provide the notice contained in subparagraph (D).  

(B) Disclosures in case of automated underwriting system  
(i) In general  
If a  person that is subject to this subsection uses an automated underwriting system to underwrite a 
loan, that person may satisfy the obligation to provide a credit score by disclosing a credit score and 
associated key factors supplied by a consumer reporting agency. 
(ii) Numerical credit score  
However, if a  numerical credit score is generated by an automated underwriting system used by an 
enterprise, and that score is disclosed to the person, the score shall be disclosed to the consumer 
consistent with subparagraph (C).  
(iii) Enterprise defined 
For purposes of this subparagraph, the term “enterprise” has the same meaning as in paragraph (6) of 
section 4502 of title 12.  

(C) Disclosures of credit scores not obtained from a consumer reporting agency  
A person that is subject to the provisions of this subsection and that uses a credit score, other than a credit 
score provided by a consumer reporting agency, may satisfy the obligation to provide a credit score by 
disclosing a credit score and associated key factors supplied by a consumer reporting agency.  
(D) Notice to home loan applicants  
A copy of the following notice, which shall include the name, address, and telephone number of each 
consumer reporting agency providing a credit score that was used:  

 
“NOTICE TO THE HOME LOAN APPLICANT 

“In connection with your application for a  home loan, the lender must disclose to you the score that a  
consumer reporting agency distributed to users and the lender used in connection with your home loan, and 
the key factors affecting your credit scores.  
“The credit score is a  computer generated summary calculated at the time of the request and based on 
information that a  consumer reporting agency or lender has on file. The scores are based on data about your 
credit history and payment patterns. Credit scores are important because they are used to assist the lender in 
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determining whether you will obtain a loan. They may also be used to determine what interest rate you may 
be offered on the mortgage. Credit scores can change over time, depending on your conduct, how your credit 
history and payment patterns change, and how credit scoring technologies change.  
“Because the score is based on information in your credit history, it is very important that you review the 
credit-related information that is being furnished to make sure it is accurate. Credit records may vary from 
one company to another.  
“If you have questions about your credit score or the credit information that is furnished to you, contact the 
consumer reporting agency at the address and telephone number provided with this notice, or contact the 
lender, if the lender developed or generated the credit score. The consumer reporting agency plays no part in 
the decision to take any action on the loan application and is unable to provide you with specific reasons for 
the decision on a loan application.  
“If you have questions concerning the terms of the loan, contact the lender.”.  
 
(E) Actions not required under this subsection  
This subsection shall not require any person to—  

(i) explain the information provided pursuant to subsection (f);  
(ii) disclose any information other than a credit score or key factors, as defined in subsection (f);  
(iii) disclose any credit score or related information obtained by the user after a  loan has closed;  
(iv) provide more than 1 disclosure per loan transaction; or 
(v) provide the disclosure required by this subsection when another person has made the disclosure to 
the consumer for that loan transaction.  

(F) No obligation for content  
(i) In general  
The obligation of any person pursuant to this subsection shall be limited solely to providing a copy of 
the information that was received from the consumer reporting agency.  
(ii) Limit on liability \ 
No person has liability under this subsection for the content of that information or for the omission of 
any information within the report provided by the consumer reporting agency.  

(G) Person defined as excluding enterprise  
As used in this subsection, the term “person” does not include an enterprise (as defined in paragraph (6) of 
section 4502 of title 12).  

(2) Prohibition on disclosure clauses null and void  
(A) In general  
Any provision in a contract that prohibits the disclosure of a  credit score by a person who makes or 
arranges loans or a  consumer reporting agency is void.  
(B) No liability for disclosure under this subsection  
A lender shall not have liability under any contractual provision for disclosure of a credit score pursuant to 
this subsection. 

§1681h. Conditions and form of disclosure to consumers  
(a) In general  

(1) Proper identification  
A consumer reporting agency shall require, as a  condition of making the disclosures required under section 
1681g of this title, that the consumer furnish proper identification.  
(2) Disclosure in writing  
Except as provided in subsection (b), the disclosures required to be made under section 1681g of this title shall 
be provided under that section in writing.  

(b) Other forms of disclosure  
(1) In general  
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If authorized by a consumer, a  consumer reporting agency may make the disclosures required under69 1681g of 
this title—  

(A) other than in writing; and  
(B) in such form as may be—  

(i) specified by the consumer in accordance with paragraph (2); and  
(ii) available from the agency.  

(2) Form  
A consumer may specify pursuant to paragraph (1) that disclosures under section 1681g of this title shall be 
made—  

(A) in person, upon the appearance of the consumer at the place of business of the consumer reporting 
agency where disclosures are regularly provided, during normal business hours, and on reasonable notice;  
(B) by telephone, if the consumer has made a written request for disclosure by telephone;  
(C) by electronic means, if available from the agency; or  
(D) by any other reasonable means that is available from the agency.  

(c) Trained personnel  
Any consumer reporting agency shall provide trained personnel to explain to the consumer any information 
furnished to him pursuant to section 1681g of this title.  

(d) Persons accompanying consumer  
The consumer shall be permitted to be accompanied by one other person of his choosing, who shall furnish 
reasonable identification. A consumer reporting agency may require the consumer to furnish a written statement 
granting permission to the consumer reporting agency to discuss the consumer’s file in such person’s presence.  

(e) Limitation of liability  
Except as provided in sections 1681n and 1681o of this title, no consumer may bring any action or proceeding in the 
nature of defamation, invasion of privacy, or negligence with respect to the reporting of information against any 
consumer reporting agency, any user of information, or any person who furnishes information to a consumer 
reporting agency, based on information disclosed pursuant to section 1681g, 1681h, or 1681m of this title, or based 
on information disclosed by a user of a  consumer report to or for a  consumer against whom the user has taken 
adverse action, based in whole or in part on the report 70 except as to false information furnished with malice or 
willful intent to injure such consumer. 

§1681i. Procedure in case of disputed accuracy  
(a) Reinvestigations of disputed information  

(1) Reinvestigation required  
(A) In general  
Subject to subsection (f) and except as provided in subsection (g), if the completeness or accuracy of any 
item of information contained in a consumer’s file at a consumer reporting agency is disputed by the 
consumer and the consumer notifies the agency directly, or indirectly through a reseller, of such dispute, 
the agency shall, free of charge, conduct a  reasonable reinvestigation to determine whether the disputed 
information is inaccurate and record the current status of the disputed information, or delete the item from 
the file in accordance with paragraph (5), before the end of the 30-day period beginning on the date on 
which the agency receives the notice of the dispute from the consumer or reseller.  
(B) Extension of period to reinvestigate  
Except as provided in subparagraph (C), the 30-day period described in subparagraph (A) may be extended 
for not more than 15 additional days if the consumer reporting agency receives information from the 
consumer during that 30-day period that is relevant to the reinvestigation.  
(C) Limitations on extension of period to reinvestigate  

 
69 So in original. Probably should be followed by “section”. 
70 So in original. Probably should be followed by a comma. 
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Subparagraph (B) shall not apply to any reinvestigation in which, during the 30-day period described in 
subparagraph (A), the information that is the subject of the reinvestigation is found to be inaccurate or 
incomplete or the consumer reporting agency determines that the information cannot be verified.  

(2) Prompt notice of dispute to furnisher of information  
(A) In general  
Before the expiration of the 5-business-day period beginning on the date on which a consumer reporting 
agency receives notice of a dispute from any consumer or a  reseller in accordance with paragraph (1), the 
agency shall provide notification of the dispute to any person who provided any item of information in 
dispute, at the address and in the manner established with the person. The notice shall include all relevant 
information regarding the dispute that the agency has received from the consumer or reseller.  
(B) Provision of other information  
The consumer reporting agency shall promptly provide to the person who provided the information in 
dispute all relevant information regarding the dispute that is received by the agency from the consumer or 
the reseller after the period referred to in subparagraph (A) and before the end of the period referred to in 
paragraph (1)(A).  

(3) Determination that dispute is frivolous or irrelevant  
(A) In general  
Notwithstanding paragraph (1), a  consumer reporting agency may terminate a reinvestigation of 
information disputed by a consumer under that paragraph if the agency reasonably determines that the 
dispute by the consumer is frivolous or irrelevant, including by reason of a failure by a consumer to provide 
sufficient information to investigate the disputed information.  
(B) Notice of determination  
Upon making any determination in accordance with subparagraph (A) that a dispute is frivolous or 
irrelevant, a  consumer reporting agency shall notify the consumer of such determination not later than 5 
business days after making such determination, by mail or, if authorized by the consumer for that purpose, 
by any other means available to the agency.  
(C) Contents of notice  
A notice under subparagraph (B) shall include—  

(i) the reasons for the determination under subparagraph (A); and  
(ii) identification of any information required to investigate the disputed information, which may 
consist of a  standardized form describing the general nature of such information.  

(4) Consideration of consumer information  
In conducting any reinvestigation under paragraph (1) with respect to disputed information in the file of any 
consumer, the consumer reporting agency shall review and consider all relevant information submitted by the 
consumer in the period described in paragraph (1)(A) with respect to such disputed information.  
(5) Treatment of inaccurate or unverifiable information  

(A) In general  
If, after any reinvestigation under paragraph (1) of any information disputed by a consumer, an item of the 
information is found to be inaccurate or incomplete or cannot be verified, the consumer reporting agency 
shall—  

(i) promptly delete that item of information from the file of the consumer, or modify that item of 
information, as appropriate, based on the results of the reinvestigation; and  
(ii) promptly notify the furnisher of that information that the information has been modified or deleted 
from the file of the consumer.  

(B) Requirements relating to reinsertion of previously deleted material  
(i) Certification of accuracy of information  
If any information is deleted from a consumer’s file pursuant to subparagraph (A), the information may 
not be reinserted in the file by the consumer reporting agency unless the person who furnishes the 
information certifies that the information is complete and accurate.  
(ii) Notice to consumer  
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If any information that has been deleted from a consumer’s file pursuant to subparagraph (A) is 
reinserted in the file, the consumer reporting agency shall notify the consumer of the reinsertion in 
writing not later than 5 business days after the reinsertion or, if authorized by the consumer for that 
purpose, by any other means available to the agency. 
(iii) Additional information  
As part of, or in addition to, the notice under clause (ii), a  consumer reporting agency shall provide to a 
consumer in writing not later than 5 business days after the date of the reinsertion—  

(I) a  statement that the disputed information has been reinserted;  
(II) the business name and address of any furnisher of information contacted and the telephone 
number of such furnisher, if reasonably available, or of any furnisher of information that contacted 
the consumer reporting agency, in connection with the reinsertion of such information; and  
(III) a  notice that the consumer has the right to add a statement to the consumer’s file disputing the 
accuracy or completeness of the disputed information.  

(C) Procedures to prevent reappearance  
A consumer reporting agency shall maintain reasonable procedures designed to prevent the reappearance in 
a consumer’s file, and in consumer reports on the consumer, of information that is deleted pursuant to this 
paragraph (other than information that is reinserted in accordance with subparagraph (B)(i)).  
(D) Automated reinvestigation system  
Any consumer reporting agency that compiles and maintains files on consumers on a nationwide basis shall 
implement an automated system through which furnishers of information to that consumer reporting agency 
may report the results of a  reinvestigation that finds incomplete or inaccurate information in a consumer’s 
file to other such consumer reporting agencies.  

(6) Notice of results of reinvestigation  
(A) In general  
A consumer reporting agency shall provide written notice to a consumer of the results of a  reinvestigation 
under this subsection not later than 5 business days after the completion of the reinvestigation, by mail or, 
if authorized by the consumer for that purpose, by other means available to the agency.  
(B) Contents  
As part of, or in addition to, the notice under subparagraph (A), a  consumer reporting agency shall provide 
to a consumer in writing before the expiration of the 5-day period referred to in subparagraph (A)—  

(i) a  statement that the reinvestigation is completed;  
(ii) a  consumer report that is based upon the consumer’s file as that file is revised as a result of the 
reinvestigation;  
(iii) a  notice that, if requested by the consumer, a  description of the procedure used to determine the 
accuracy and completeness of the information shall be provided to the consumer by the agency, 
including the business name and address of any furnisher of information contacted in connection with 
such information and the telephone number of such furnisher, if reasonably available;  
(iv) a  notice that the consumer has the right to add a statement to the consumer’s file disputing the 
accuracy or completeness of the information; and  
(v) a  notice that the consumer has the right to request under subsection (d) that the consumer reporting 
agency furnish notifications under that subsection.  

(7) Description of reinvestigation procedure  
A consumer reporting agency shall provide to a consumer a description referred to in paragraph (6)(B)(iii) by 
not later than 15 days after receiving a request from the consumer for that description.  
(8) Expedited dispute resolution  
If a  dispute regarding an item of information in a consumer’s file at a  consumer reporting agency is resolved in 
accordance with paragraph (5)(A) by the deletion of the disputed information by not later than 3 business days 
after the date on which the agency receives notice of the dispute from the consumer in accordance with 
paragraph (1)(A), then the agency shall not be required to comply with paragraphs (2), (6), and (7) with respect 
to that dispute if the agency—  

(A) provides prompt notice of the deletion to the consumer by telephone;  
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(B) includes in that notice, or in a written notice that accompanies a confirmation and consumer report 
provided in accordance with subparagraph (C), a  statement of the consumer’s right to request under 
subsection (d) that the agency furnish notifications under that subsection; and  
(C) provides written confirmation of the deletion and a copy of a consumer report on the consumer that is 
based on the consumer’s file after the deletion, not later than 5 business days after making the deletion.  

(b) Statement of dispute  
If the reinvestigation does not resolve the dispute, the consumer may file a  brief statement setting forth the nature of 
the dispute. The consumer reporting agency may limit such statements to not more than one hundred words if it 
provides the consumer with assistance in writing a clear summary of the dispute.  

(c) Notification of consumer dispute in subsequent consumer reports  
Whenever a statement of a dispute is filed, unless there is reasonable grounds to believe that it is frivolous or 
irrelevant, the consumer reporting agency shall, in any subsequent consumer report containing the information in 
question, clearly note that it is disputed by the consumer and provide either the consumer’s statement or a  clear and 
accurate codification or summary thereof.  

(d) Notification of deletion of disputed information  
Following any deletion of information which is found to be inaccurate or whose accuracy can no longer be verified 
or any notation as to disputed information, the consumer reporting agency shall, at the request of the consumer, 
furnish notification that the item has been deleted or the statement, codification or summary pursuant to subsection 
(b) or (c) to any person specifically designated by the consumer who has within two years prior thereto received a 
consumer report for employment purposes, or within six months prior thereto received a consumer report for any 
other purpose, which contained the deleted or disputed information.  

(e) Treatment of complaints and report to Congress  
(1) In general  
The Commission71 shall—  

(A) compile all complaints that it receives that a  file of a  consumer that is maintained by a consumer 
reporting agency described in section 1681a(p) of this title contains incomplete or inaccurate information, 
with respect to which, the consumer appears to have disputed the completeness or accuracy with the 
consumer reporting agency or otherwise utilized the procedures provided by subsection (a); and  
(B) transmit each such complaint to each consumer reporting agency involved.  

(2) Exclusion  
Complaints received or obtained by the Bureau pursuant to its investigative authority under the Consumer 
Financial Protection Act of 2010 shall not be subject to paragraph (1).  
(3) Agency responsibilities  
Each consumer reporting agency described in section 1681a(p) of this title that receives a complaint transmitted 
by the Bureau pursuant to paragraph (1) shall—  

(A) review each such complaint to determine whether all legal obligations imposed on the consumer 
reporting agency under this subchapter (including any obligation imposed by an applicable court or 
administrative order) have been met with respect to the subject matter of the complaint;  
(B) provide reports on a regular basis to the Bureau regarding the determinations of and actions taken by 
the consumer reporting agency, if any, in connection with its review of such complaints; and  
(C) maintain, for a  reasonable time period, records regarding the disposition of each such complaint that is 
sufficient to demonstrate compliance with this subsection.  

(4) Rulemaking authority  
The Commission72 may prescribe regulations, as appropriate to implement this subsection.  
(5) Annual report  

 
71 So in original. Probably should be “Bureau”. 
72 So in original. Probably should be “Bureau”. 
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The Commission73 shall submit to the Committee on Banking, Housing, and Urban Affairs of the Senate and 
the Committee on Financial Services of the House of Representatives an annual report regarding information 
gathered by the Bureau under this subsection.  

(f) Reinvestigation requirement applicable to resellers  
(1) Exemption from general reinvestigation requirement  
Except as provided in paragraph (2), a  reseller shall be exempt from the requirements of this section.  
(2) Action required upon receiving notice of a dispute  
If a  reseller receives a notice from a consumer of a dispute concerning the completeness or accuracy of any item 
of information contained in a consumer report on such consumer produced by the reseller, the reseller shall, 
within 5 business days of receiving the notice, and free of charge—  

(A) determine whether the item of information is incomplete or inaccurate as a result of an act or omission 
of the reseller; and  
(B) if—  

(i) the reseller determines that the item of information is incomplete or inaccurate as a result of an act 
or omission of the reseller, not later than 20 days after receiving the notice, correct the information in 
the consumer report or delete it; or  
(ii) if the reseller determines that the item of information is not incomplete or inaccurate as a result of 
an act or omission of the reseller, convey the notice of the dispute, together with all relevant 
information provided by the consumer, to each consumer reporting agency that provided the reseller 
with the information that is the subject of the dispute, using an address or a  notification mechanism 
specified by the consumer reporting agency for such notices.  

(3) Responsibility of consumer reporting agency to notify consumer through reseller  
Upon the completion of a  reinvestigation under this section of a  dispute concerning the completeness or 
accuracy of any information in the file of a  consumer by a consumer reporting agency that received notice of 
the dispute from a reseller under paragraph (2)—  

(A) the notice by the consumer reporting agency under paragraph (6), (7), or (8) of subsection (a) shall be 
provided to the reseller in lieu of the consumer; and  
(B) the reseller shall immediately reconvey such notice to the consumer, including any notice of a deletion 
by telephone in the manner required under paragraph (8)(A).  

(4) Reseller reinvestigations  
No provision of this subsection shall be construed as prohibiting a reseller from conducting a reinvestigation of 
a  consumer dispute directly.  

(g) Dispute process for veteran’s medical debt  
(1) In general  
With respect to a veteran’s medical debt, the veteran may submit a notice described in paragraph (2), proof of 
liability of the Department of Veterans Affairs for payment of that debt, or documentation that the Department 
of Veterans Affairs is in the process of making payment for authorized hospital care, medical services, or 
extended care services rendered to a consumer reporting agency or a reseller to dispute the inclusion of that debt 
on a consumer report of the veteran.  
(2) Notification to veteran  
The Department of Veterans Affairs shall submit to a veteran a notice that the Department of Veterans Affairs 
has assumed liability for part or all of a  veteran’s medical debt.  
(3) Deletion of information from file  
If a  consumer reporting agency receives notice, proof of liability, or documentation under paragraph (1), the 
consumer reporting agency shall delete all information relating to the veteran’s medical debt from the file of the 
veteran and notify the furnisher and the veteran of that deletion. 

 
73 So in original. Probably should be “Bureau”. 
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§1681j. Charges for certain disclosures  
(a) Free annual disclosure  

(1) Nationwide consumer reporting agencies  
(A) In general  
All consumer reporting agencies described in subsections (p) and (w)74 of section 1681a of this title shall 
make all disclosures pursuant to section 1681g of this title once during any 12-month period upon request 
of the consumer and without charge to the consumer.  
(B) Centralized source  
Subparagraph (A) shall apply with respect to a consumer reporting agency described in section 1681a(p) of 
this title only if the request from the consumer is made using the centralized source established for such 
purpose in accordance with section 211(c)75 of the Fair and Accurate Credit Transactions Act of 2003.  
(C) Nationwide specialty consumer reporting agency  

(i) In general  
The Commission76 shall prescribe regulations applicable to each consumer reporting agency described 
in section 1681a(w)77 of this title to require the establishment of a  streamlined process for consumers 
to request consumer reports under subparagraph (A), which shall include, at a minimum, the 
establishment by each such agency of a toll-free telephone number for such requests.  
(ii) Considerations  
In prescribing regulations under clause (i), the Bureau shall consider—  

(I) the significant demands that may be placed on consumer reporting agencies in providing such 
consumer reports;  
(II) appropriate means to ensure that consumer reporting agencies can satisfactorily meet those 
demands, including the efficacy of a  system of staggering the availability to consumers of such 
consumer reports; and  
(III) the ease by which consumers should be able to contact consumer reporting agencies with 
respect to access to such consumer reports.  

(iii) Date of issuance  
The Commission78 shall issue the regulations required by this subparagraph in final form not later than 
6 months after December 4, 2003.  
(iv) Consideration of ability to comply  
The regulations of the Bureau under this subparagraph shall establish an effective date by which each 
nationwide specialty consumer reporting agency (as defined in section 1681a(w)79 of this title) shall be 
required to comply with subsection (a), which effective date—  

(I) shall be established after consideration of the ability of each nationwide specialty consumer 
reporting agency to comply with subsection (a); and  
(II) shall be not later than 6 months after the date on which such regulations are issued in final 
form (or such additional period not to exceed 3 months, as the Bureau determines appropriate).  

(2) Timing  

 
74 Section 1681a(w) of this title, referred to in subsec. (a)(1)(A), (C)(i), (iv), was redesignated section 1681a(x) Page 
1560 TITLE 15—COMMERCE AND TRADE §1681j of this title by Pub. L. 111–203, title X, §1088(a)(1), July 21, 
2010, 124 Stat. 2086. 
75 [Footnote appears without text in statute published online by the Government Publishing Office]  
76 So in original. Probably should be “Bureau”. 
77 [Footnote appears without text in statute published online by the Government Publishing Office] 
78 So in original. Probably should be “Bureau”. 
79 [Footnote appears without text in statute published online by the Government Publishing Office] 
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A consumer reporting agency shall provide a consumer report under paragraph (1) not later than 15 days after 
the date on which the request is received under paragraph (1).  
(3) Reinvestigations  
Notwithstanding the time periods specified in section 1681i(a)(1) of this title, a  reinvestigation under that 
section by a consumer reporting agency upon a request of a consumer that is made after receiving a consumer 
report under this subsection shall be completed not later than 45 days after the date on which the request is 
received.  
(4) Exception for first 12 months of operation  
This subsection shall not apply to a consumer reporting agency that has not been furnishing consumer reports to 
third parties on a continuing basis during the 12-month period preceding a request under paragraph (1), with 
respect to consumers residing nationwide.  

(b) Free disclosure after adverse notice to consumer  
Each consumer reporting agency that maintains a file on a consumer shall make all disclosures pursuant to section 
1681g of this title without charge to the consumer if, not later than 60 days after receipt by such consumer of a  
notification pursuant to section 1681m of this title, or of a  notification from a debt collection agency affiliated with 
that consumer reporting agency stating that the consumer’s credit rating may be or has been adversely affected, the 
consumer makes a request under section 1681g of this title.  

(c) Free disclosure under certain other circumstances  
Upon the request of the consumer, a  consumer reporting agency shall make all disclosures pursuant to section 1681g 
of this title once during any 12-month period without charge to that consumer if the consumer certifies in writing 
that the consumer—  

(1) is unemployed and intends to apply for employment in the 60-day period beginning on the date on which the 
certification is made;  
(2) is a  recipient of public welfare assistance; or  
(3) has reason to believe that the file on the consumer at the agency contains inaccurate information due to 
fraud.  

(d) Free disclosures in connection with fraud alerts  
Upon the request of a  consumer, a  consumer reporting agency described in section 1681a(p) of this title shall make 
all disclosures pursuant to section 1681g of this title without charge to the consumer, as provided in subsections 
(a)(2) and (b)(2) of section 1681c–1 of this title, as applicable.  

(e) Other charges prohibited  
A consumer reporting agency shall not impose any charge on a consumer for providing any notification required by 
this subchapter or making any disclosure required by this subchapter, except as authorized by subsection (f).  

(f) Reasonable charges allowed for certain disclosures  
(1) In general  
In the case of a  request from a consumer other than a request that is covered by any of subsections (a) through 
(d), a  consumer reporting agency may impose a reasonable charge on a consumer—  

(A) for making a disclosure to the consumer pursuant to section 1681g of this title, which charge—  
(i) shall not exceed $8; and  
(ii) shall be indicated to the consumer before making the disclosure; and 

(B) for furnishing, pursuant to section 1681i(d) of this title, following a reinvestigation under section 
1681i(a) of this title, a  statement, codification, or summary to a person designated by the consumer under 
that section after the 30-day period beginning on the date of notification of the consumer under paragraph 
(6) or (8) of section 1681i(a) of this title with respect to the reinvestigation, which charge—  

(i) shall not exceed the charge that the agency would impose on each designated recipient for a  
consumer report; and  
(ii) shall be indicated to the consumer before furnishing such information.  

(2) Modification of amount  
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The Bureau shall increase the amount referred to in paragraph (1)(A)(i) on January 1 of each year, based 
proportionally on changes in the Consumer Price Index, with fractional changes rounded to the nearest fifty 
cents.  

(g) Prevention of deceptive marketing of credit reports  
(1) In general  
Subject to rulemaking pursuant to section 205(b) of the Credit CARD Act of 2009, any advertisement for a  free 
credit report in any medium shall prominently disclose in such advertisement that free credit reports are 
available under Federal law at: “AnnualCreditReport.com” (or such other source as may be authorized under 
Federal law).  
(2) Television and radio advertisement  
In the case of an advertisement broadcast by television, the disclosures required under paragraph (1) shall be 
included in the audio and visual part of such advertisement. In the case of an advertisement broadcast by 
televison 80 or radio, the disclosure required under paragraph (1) shall consist only of the following: “This is not 
the free credit report provided for by Federal law”. 

§1681k. Public record information for employment purposes  
(a) In general  
A consumer reporting agency which furnishes a consumer report for employment purposes and which for that 
purpose compiles and reports items of information on consumers which are matters of public record and are likely to 
have an adverse effect upon a consumer’s ability to obtain employment shall—  

(1) at the time such public record information is reported to the user of such consumer report, notify the 
consumer of the fact that public record information is being reported by the consumer reporting agency, 
together with the name and address of the person to whom such information is being reported; or  
(2) maintain strict procedures designed to insure that whenever public record information which is likely to 
have an adverse effect on a consumer’s ability to obtain employment is reported it is complete and up to date. 
For purposes of this paragraph, items of public record relating to arrests, indictments, convictions, suits, tax 
liens, and outstanding judgments shall be considered up to date if the current public record status of the item at 
the time of the report is reported.  

(b) Exemption for national security investigations  
Subsection (a) does not apply in the case of an agency or department of the United States Government that seeks to 
obtain and use a consumer report for employment purposes, if the head of the agency or department makes a written 
finding as prescribed under section 1681b(b)(4)(A) of this title. 

§1681l. Restrictions on investigative consumer reports  
Whenever a consumer reporting agency prepares an investigative consumer report, no adverse information in the 
consumer report (other than information which is a  matter of public record) may be included in a subsequent 
consumer report unless such adverse information has been verified in the process of making such subsequent 
consumer report, or the adverse information was received within the three-month period preceding the date the 
subsequent report is furnished. 

§1681m. Requirements on users of consumer reports  
(a) Duties of users taking adverse actions on basis of information contained in consumer reports  
If any person takes any adverse action with respect to any consumer that is based in whole or in part on any 
information contained in a consumer report, the person shall—  

(1) provide oral, written, or electronic notice of the adverse action to the consumer;  
(2) provide to the consumer written or electronic disclosure—  

(A) of a  numerical credit score as defined in section 1681g(f)(2)(A) of this title used by such person in 
taking any adverse action based in whole or in part on any information in a consumer report; and  

 
80 So in original. Probably should be “television”. 
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(B) of the information set forth in subparagraphs (B) through (E) of section 1681g(f)(1) of this title;  
(3) provide to the consumer orally, in writing, or electronically—  

(A) the name, address, and telephone number of the consumer reporting agency (including a toll-free 
telephone number established by the agency if the agency compiles and maintains files on consumers on a 
nationwide basis) that furnished the report to the person; and  
(B) a statement that the consumer reporting agency did not make the decision to take the adverse action and 
is unable to provide the consumer the specific reasons why the adverse action was taken; and  

(4) provide to the consumer an oral, written, or electronic notice of the consumer’s right—  
(A) to obtain, under section 1681j of this title, a  free copy of a consumer report on the consumer from the 
consumer reporting agency referred to in paragraph (3), which notice shall include an indication of the 
60day period under that section for obtaining such a copy; and  
(B) to dispute, under section 1681i of this title, with a consumer reporting agency the accuracy or 
completeness of any information in a consumer report furnished by the agency.  

(b) Adverse action based on information obtained from third parties other than consumer reporting agencies  
(1) In general  
Whenever credit for personal, family, or household purposes involving a consumer is denied or the charge for 
such credit is increased either wholly or partly because of information obtained from a person other than a 
consumer reporting agency bearing upon the consumer’s credit worthiness, credit standing, credit capacity, 
character, general reputation, personal characteristics, or mode of living, the user of such information shall, 
within a reasonable period of time, upon the consumer’s written request for the reasons for such adverse action 
received within sixty days after learning of such adverse action, disclose the nature of the information to the 
consumer. The user of such information shall clearly and accurately disclose to the consumer his right to make 
such written request at the time such adverse action is communicated to the consumer.  
(2) Duties of person taking certain actions based on information provided by affiliate  

(A) Duties, generally  
If a  person takes an action described in subparagraph (B) with respect to a consumer, based in whole or in 
part on information described in subparagraph (C), the person shall—  

(i) notify the consumer of the action, including a statement that the consumer may obtain the 
information in accordance with clause (ii); and  
(ii) upon a written request from the consumer received within 60 days after transmittal of the notice 
required by clause (i), disclose to the consumer the nature of the information upon which the action is 
based by not later than 30 days after receipt of the request.  

(B) Action described  
An action referred to in subparagraph (A) is an adverse action described in section 1681a(k)(1)(A) of this 
title, taken in connection with a transaction initiated by the consumer, or any adverse action described in 
clause (i) or (ii) of section 1681a(k)(1)(B) of this title.  
(C) Information described 
 Information referred to in subparagraph (A)—  

(i) except as provided in clause (ii), is information that—  
(I) is furnished to the person taking the action by a person related by common ownership or 
affiliated by common corporate control to the person taking the action; and  
(II) bears on the credit worthiness, credit standing, credit capacity, character, general reputation, 
personal characteristics, or mode of living of the consumer; and  

(ii) does not include—  
(I) information solely as to transactions or experiences between the consumer and the person 
furnishing the information; or  
(II) information in a consumer report.  

(c) Reasonable procedures to assure compliance  
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No person shall be held liable for any violation of this section if he shows by a preponderance of the evidence that at 
the time of the alleged violation he maintained reasonable procedures to assure compliance with the provisions of 
this section.  

(d) Duties of users making written credit or insurance solicitations on basis of information contained in 
consumer files  

(1) In general  
Any person who uses a consumer report on any consumer in connection with any credit or insurance transaction 
that is not initiated by the consumer, that is provided to that person under section 1681b(c)(1)(B) of this title, 
shall provide with each written solicitation made to the consumer regarding the transaction a clear and 
conspicuous statement that— 

(A) information contained in the consumer’s consumer report was used in connection with the transaction;  
(B) the consumer received the offer of credit or insurance because the consumer satisfied the criteria for 
credit worthiness or insurability under which the consumer was selected for the offer;  
(C) if applicable, the credit or insurance may not be extended if, after the consumer responds to the offer, 
the consumer does not meet the criteria used to select the consumer for the offer or any applicable criteria 
bearing on credit worthiness or insurability or does not furnish any required collateral;  
(D) the consumer has a right to prohibit information contained in the consumer’s file with any consumer 
reporting agency from being used in connection with any credit or insurance transaction that is not initiated 
by the consumer; and  
(E) the consumer may exercise the right referred to in subparagraph (D) by notifying a notification system 
established under section 1681b(e) of this title.  

(2) Disclosure of address and telephone number; format  
A statement under paragraph (1) shall—  

(A) include the address and toll-free telephone number of the appropriate notification system established 
under section 1681b(e) of this title; and  
(B) be presented in such format and in such type size and manner as to be simple and easy to understand, as 
established by the Bureau, by rule, in consultation with the Federal Trade Commission, the Federal banking 
agencies, and the National Credit Union Administration.  

(3) Maintaining criteria on file  
A person who makes an offer of credit or insurance to a consumer under a credit or insurance transaction 
described in paragraph (1) shall maintain on file the criteria used to select the consumer to receive the offer, all 
criteria  bearing on credit worthiness or insurability, as applicable, that are the basis for determining whether or 
not to extend credit or insurance pursuant to the offer, and any requirement for the furnishing of collateral as a 
condition of the extension of credit or insurance, until the expiration of the 3-year period beginning on the date 
on which the offer is made to the consumer.  
(4) Authority of Federal agencies regarding unfair or deceptive acts or practices not affected  
This section is not intended to affect the authority of any Federal or State agency to enforce a prohibition 
against unfair or deceptive acts or practices, including the making of false or misleading statements in 
connection with a credit or insurance transaction that is not initiated by the consumer.  

(e) Red flag guidelines and regulations required  
(1) Guidelines  
The Federal banking agencies, the National Credit Union Administration, the Federal Trade Commission, the 
Commodity Futures Trading Commission, and the Securities and Exchange Commission shall jointly, with 
respect to the entities that are subject to their respective enforcement authority under section 1681s of this 
title—  

(A) establish and maintain guidelines for use by each financial institution and each creditor regarding 
identity theft with respect to account holders at, or customers of, such entities, and update such guidelines 
as often as necessary;  
(B) prescribe regulations requiring each financial institution and each creditor to establish reasonable 
policies and procedures for implementing the guidelines established pursuant to subparagraph (A), to 
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identify possible risks to account holders or customers or to the safety and soundness of the institution or 
customers; and  
(C) prescribe regulations applicable to card issuers to ensure that, if a  card issuer receives notification of a 
change of address for an existing account, and within a short period of time (during at least the first 30 days 
after such notification is received) receives a request for an additional or replacement card for the same 
account, the card issuer may not issue the additional or replacement card, unless the card issuer, in 
accordance with reasonable policies and procedures—  

(i) notifies the cardholder of the request at the former address of the cardholder and provides to the 
cardholder a means of promptly reporting incorrect address changes;  
(ii) notifies the cardholder of the request by such other means of communication as the cardholder and 
the card issuer previously agreed to; or  
(iii) uses other means of assessing the validity of the change of address, in accordance with reasonable 
policies and procedures established by the card issuer in accordance with the regulations prescribed 
under subparagraph (B).  

(2) Criteria  
(A) In general  
In developing the guidelines required by paragraph (1)(A), the agencies described in paragraph (1) shall 
identify patterns, practices, and specific forms of activity that indicate the possible existence of identity 
theft.  
(B) Inactive accounts  
In developing the guidelines required by paragraph (1)(A), the agencies described in paragraph (1) shall 
consider including reasonable guidelines providing that when a transaction occurs with respect to a credit 
or deposit account that has been inactive for more than 2 years, the creditor or financial institution shall 
follow reasonable policies and procedures that provide for notice to be given to a consumer in a manner 
reasonably designed to reduce the likelihood of identity theft with respect to such account.  

(3) Consistency with verification requirements  
Guidelines established pursuant to paragraph (1) shall not be inconsistent with the policies and procedures 
required under section 5318(l) of title 31.  
(4) Definitions  
As used in this subsection, the term “creditor”—  

(A) means a creditor, as defined in section 1691a of this title, that regularly and in the ordinary course of 
business—  

(i) obtains or uses consumer reports, directly or indirectly, in connection with a credit transaction;  
(ii) furnishes information to consumer reporting agencies, as described in section 1681s–2 of this title, 
in connection with a credit transaction; or  
(iii) advances funds to or on behalf of a person, based on an obligation of the person to repay the funds 
or repayable from specific property pledged by or on behalf of the person;  

(B) does not include a creditor described in subparagraph (A)(iii) that advances funds on behalf of a person 
for expenses incidental to a service provided by the creditor to that person; and  
(C) includes any other type of creditor, as defined in that section 1691a of this title, as the agency described 
in paragraph (1) having authority over that creditor may determine appropriate by rule promulgated by that 
agency, based on a determination that such creditor offers or maintains accounts that are subject to a 
reasonably foreseeable risk of identity theft.  

(f) Prohibition on sale or transfer of debt caused by identity theft  
(1) In general  
No person shall sell, transfer for consideration, or place for collection a debt that such person has been notified 
under section 1681c–2 of this title has resulted from identity theft.  
(2) Applicability  
The prohibitions of this subsection shall apply to all persons collecting a debt described in paragraph (1) after 
the date of a notification under paragraph (1).  
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(3) Rule of construction  
Nothing in this subsection shall be construed to prohibit—  

(A) the repurchase of a debt in any case in which the assignee of the debt requires such repurchase because 
the debt has resulted from identity theft;  
(B) the securitization of a  debt or the pledging of a portfolio of debt as collateral in connection with a 
borrowing; or  
(C) the transfer of debt as a result of a  merger, acquisition, purchase and assumption transaction, or transfer 
of substantially all of the assets of an entity.  

(g) Debt collector communications concerning identity theft  
If a  person acting as a debt collector (as that term is defined in subchapter V) on behalf of a third party that is a  
creditor or other user of a consumer report is notified that any information relating to a debt that the person is 
attempting to collect may be fraudulent or may be the result of identity theft, that person shall—  

(1) notify the third party that the information may be fraudulent or may be the result of identity theft; and  
(2) upon request of the consumer to whom the debt purportedly relates, provide to the consumer all information 
to which the consumer would otherwise be entitled if the consumer were not a victim of identity theft, but 
wished to dispute the debt under provisions of law applicable to that person.  

(h) Duties of users in certain credit transactions  
(1) In general  
Subject to rules prescribed as provided in paragraph (6), if any person uses a consumer report in connection 
with an application for, or a  grant, extension, or other provision of, credit on material terms that are materially 
less favorable than the most favorable terms available to a substantial proportion of consumers from or through 
that person, based in whole or in part on a consumer report, the person shall provide an oral, written, or 
electronic notice to the consumer in the form and manner required by regulations prescribed in accordance with 
this subsection.  
(2) Timing  
The notice required under paragraph (1) may be provided at the time of an application for, or a  grant, extension, 
or other provision of, credit or the time of communication of an approval of an application for, or grant, 
extension, or other provision of, credit, except as provided in the regulations prescribed under paragraph (6).  
(3) Exceptions  
No notice shall be required from a person under this subsection if— (A) the consumer applied for specific 
material terms and was granted those terms, unless those terms were initially specified by the person after the 
transaction was initiated by the consumer and after the person obtained a consumer report; or (B) the person has 
provided or will provide a notice to the consumer under subsection (a) in connection with the transaction.  
(4) Other notice not sufficient  
A person that is required to provide a notice under subsection (a) cannot meet that requirement by providing a 
notice under this subsection.  
(5) Content and delivery of notice  
A notice under this subsection shall, at a  minimum—  

(A) include a statement informing the consumer that the terms offered to the consumer are set based on 
information from a consumer report;  
(B) identify the consumer reporting agency furnishing the report;  
(C) include a statement informing the consumer that the consumer may obtain a copy of a consumer report 
from that consumer reporting agency without charge;  
(D) include the contact information specified by that consumer reporting agency for obtaining such 
consumer reports (including a toll-free telephone number established by the agency in the case of a 
consumer reporting agency described in section 1681a(p) of this title); and  
(E) include a statement informing the consumer of—  

(i) a  numerical credit score as defined in section 1681g(f)(2)(A) of this title, used by such person in 
making the credit decision described in paragraph (1) based in whole or in part on any information in a 
consumer report; and  
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(ii) the information set forth in subparagraphs (B) through (E) of section 1681g(f)(1) of this title.  
(6) Rulemaking  

(A) Rules required  
The Bureau shall prescribe rules to carry out this subsection.  
(B) Content  
Rules required by subparagraph (A) shall address, but are not limited to—  

(i) the form, content, time, and manner of delivery of any notice under this subsection;  
(ii) clarification of the meaning of terms used in this subsection, including what credit terms are 
material, and when credit terms are materially less favorable;  
(iii) exceptions to the notice requirement under this subsection for classes of persons or transactions 
regarding which the agencies determine that notice would not significantly benefit consumers;  
(iv) a  model notice that may be used to comply with this subsection; and  
(v) the timing of the notice required under paragraph (1), including the circumstances under which the 
notice must be provided after the terms offered to the consumer were set based on information from a 
consumer report.  

(7) Compliance  
A person shall not be liable for failure to perform the duties required by this section if, at the time of the failure, 
the person maintained reasonable policies and procedures to comply with this section.  
(8) Enforcement  

(A) No civil actions  
Sections 1681n and 1681o of this title shall not apply to any failure by any person to comply with this 
section.  
(B) Administrative enforcement  
This section shall be enforced exclusively under section 1681s of this title by the Federal agencies and 
officials identified in that section. 

§1681n. Civil liability for willful noncompliance  
(a) In general  
Any person who willfully fails to comply with any requirement imposed under this subchapter with respect to any 
consumer is liable to that consumer in an amount equal to the sum of—  

(1) 
(A) any actual damages sustained by the consumer as a result of the failure or damages of not less than 
$100 and not more than $1,000; or  
(B) in the case of liability of a natural person for obtaining a consumer report under false pretenses or 
knowingly without a permissible purpose, actual damages sustained by the consumer as a result of the 
failure or $1,000, whichever is greater;  

(2) such amount of punitive damages as the court may allow; and  
(3) in the case of any successful action to enforce any liability under this section, the costs of the action together 
with reasonable attorney’s fees as determined by the court.  

(b) Civil liability for knowing noncompliance  
Any person who obtains a consumer report from a consumer reporting agency under false pretenses or knowingly 
without a  permissible purpose shall be liable to the consumer reporting agency for actual damages sustained by the 
consumer reporting agency or $1,000, whichever is greater.  

(c) Attorney’s fees  
Upon a finding by the court that an unsuccessful pleading, motion, or other paper filed in connection with an action 
under this section was filed in bad faith or for purposes of harassment, the court shall award to the prevailing party 
attorney’s fees reasonable in relation to the work expended in responding to the pleading, motion, or other paper.  

(d) Clarification of willful noncompliance  
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For the purposes of this section, any person who printed an expiration date on any receipt provided to a consumer 
cardholder at a point of sale or transaction between December 4, 2004, and June 3, 2008, but otherwise complied 
with the requirements of section 1681c(g) of this title for such receipt shall not be in willful noncompliance with 
section 1681c(g) of this title by reason of printing such expiration date on the receipt. 

§1681o. Civil liability for negligent noncompliance  
(a) In general  
Any person who is negligent in failing to comply with any requirement imposed under this subchapter with respect 
to any consumer is liable to that consumer in an amount equal to the sum of—  

(1) any actual damages sustained by the consumer as a result of the failure; and  
(2) in the case of any successful action to enforce any liability under this section, the costs of the action together 
with reasonable attorney’s fees as determined by the court.  

(b) Attorney’s fees  
On a finding by the court that an unsuccessful pleading, motion, or other paper filed in connection with an action 
under this section was filed in bad faith or for purposes of harassment, the court shall award to the prevailing party 
attorney’s fees reasonable in relation to the work expended in responding to the pleading, motion, or other paper. 

§1681p. Jurisdiction of courts; limitation of actions  
An action to enforce any liability created under this subchapter may be brought in any appropriate United States 
district court, without regard to the amount in controversy, or in any other court of competent jurisdiction, not later 
than the earlier of—  

(1) 2 years after the date of discovery by the plaintiff of the violation that is the basis for such liability; or  
(2) 5 years after the date on which the violation that is the basis for such liability occurs. 

§1681q. Obtaining information under false pretenses  
Any person who knowingly and willfully obtains information on a consumer from a consumer reporting agency 
under false pretenses shall be fined under title 18, imprisoned for not more than 2 years, or both. 

§1681r. Unauthorized disclosures by officers or employees  
Any officer or employee of a consumer reporting agency who knowingly and willfully provides information 
concerning an individual from the agency’s files to a person not authorized to receive that information shall be fined 
under title 18, imprisoned for not more than 2 years, or both. 

§1681s. Administrative enforcement  
(a) Enforcement by Federal Trade Commission  

(1) In general  
The Federal Trade Commission shall be authorized to enforce compliance with the requirements imposed by 
this subchapter under the Federal Trade Commission Act (15 U.S.C. 41 et seq.), with respect to consumer 
reporting agencies and all other persons subject thereto, except to the extent that enforcement of the 
requirements imposed under this subchapter is specifically committed to some other Government agency under 
any of subparagraphs (A) through (G) of subsection (b)(1), and subject to subtitle B of the Consumer Financial 
Protection Act of 2010 [12 U.S.C. 5511 et seq.], subsection (b).81 For the purpose of the exercise by the Federal 
Trade Commission of its functions and powers under the Federal Trade Commission Act, a  violation of any 
requirement or prohibition imposed under this subchapter shall constitute an unfair or deceptive act or practice 
in commerce, in violation of section 5(a) of the Federal Trade Commission Act (15 U.S.C. 45(a)), and shall be 
subject to enforcement by the Federal Trade Commission under section 5(b) of that Act [15 U.S.C. 45(b)] with 
respect to any consumer reporting agency or person that is subject to enforcement by the Federal Trade 
Commission pursuant to this subsection, irrespective of whether that person is engaged in commerce or meets 
any other jurisdictional tests under the Federal Trade Commission Act. The Federal Trade Commission shall 

 
81 So in original. 
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have such procedural, investigative, and enforcement powers, including the power to issue procedural rules in 
enforcing compliance with the requirements imposed under this subchapter and to require the filing of reports, 
the production of documents, and the appearance of witnesses, as though the applicable terms and conditions of 
the Federal Trade Commission Act were part of this subchapter. Any person violating any of the provisions of 
this subchapter shall be subject to the penalties and entitled to the privileges and immunities provided in the 
Federal Trade Commission Act as though the applicable terms and provisions of such Act are part of this 
subchapter.  
(2) Penalties  

(A) Knowing violations  
Except as otherwise provided by subtitle B of the Consumer Financial Protection Act of 2010, in the event 
of a  knowing violation, which constitutes a pattern or practice of violations of this subchapter, the Federal 
Trade Commission may commence a civil action to recover a civil penalty in a district court of the United 
States against any person that violates this subchapter. In such action, such person shall be liable for a  civil 
penalty of not more than $2,500 per violation.  
(B) Determining penalty amount  
In determining the amount of a civil penalty under subparagraph (A), the court shall take into account the 
degree of culpability, any history of such prior conduct, ability to pay, effect on ability to continue to do 
business, and such other matters as justice may require.  
(C) Limitation  
Notwithstanding paragraph (2), a  court may not impose any civil penalty on a person for a  violation of 
section 1681s–2(a)(1) of this title, unless the person has been enjoined from committing the violation, or 
ordered not to commit the violation, in an action or proceeding brought by or on behalf of the Federal 
Trade Commission, and has violated the injunction or order, and the court may not impose any civil penalty 
for any violation occurring before the date of the violation of the injunction or order.  

(b) Enforcement by other agencies  
(1) In general  
Subject to subtitle B of the Consumer Financial Protection Act of 2010, compliance with the requirements 
imposed under this subchapter with respect to consumer reporting agencies, persons who use consumer reports 
from such agencies, persons who furnish information to such agencies, and users of information that are subject 
to section 1681m(d) of this title shall be enforced under— 

(A) section 8 of the Federal Deposit Insurance Act (12 U.S.C. 1818), by the appropriate Federal banking 
agency, as defined in section 3(q) of the Federal Deposit Insurance Act (12 U.S.C. 1813(q)), with respect 
to—  

(i) any national bank or State savings association, and any Federal branch or Federal agency of a 
foreign bank;  
(ii) any member bank of the Federal Reserve System (other than a national bank), a  branch or agency 
of a foreign bank (other than a Federal branch, Federal agency, or insured State branch of a foreign 
bank), a  commercial lending company owned or controlled by a foreign bank, and any organization 
operating under section 25 or 25A of the Federal Reserve Act [12 U.S.C. 601 et seq., 611 et seq.]; and  
(iii) any bank or Federal savings association insured by the Federal Deposit Insurance Corporation 
(other than a member of the Federal Reserve System) and any insured State branch of a foreign bank;  

(B) the Federal Credit Union Act (12 U.S.C. 1751 et seq.), by the Administrator of the National Credit 
Union Administration with respect to any Federal credit union;  
(C) subtitle IV of title 49, by the Secretary of Transportation, with respect to all carriers subject to the 
jurisdiction of the Surface Transportation Board;  
(D) part A of subtitle VII of title 49, by the Secretary of Transportation, with respect to any air carrier or 
foreign air carrier subject to that part;  
(E) the Packers and Stockyards Act, 1921 (7 U.S.C. 181 et seq.) (except as provided in section 406 of that 
Act [7 U.S.C. 226, 227]), by the Secretary of Agriculture, with respect to any activities subject to that Act;  
(F) the Commodity Exchange Act [7 U.S.C. 1 et seq.], with respect to a person subject to the jurisdiction of 
the Commodity Futures Trading Commission;  
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(G) the Federal securities laws, and any other laws that are subject to the jurisdiction of the Securities and 
Exchange Commission, with respect to a person that is subject to the jurisdiction of the Securities and 
Exchange Commission; and  
(H) subtitle E of the Consumer Financial Protection Act of 2010 [12 U.S.C. 5561 et seq.], by the Bureau, 
with respect to any person subject to this subchapter.  

(2) Incorporated definitions  
The terms used in paragraph (1) that are not defined in this subchapter or otherwise defined in section 3(s) of 
the Federal Deposit Insurance Act (12 U.S.C. 1813(s)) have the same meanings as in section 1(b) of the 
International Banking Act of 1978 (12 U.S.C. 3101).  

(c) State action for violations  
(1) Authority of States  
In addition to such other remedies as are provided under State law, if the chief law enforcement officer of a  
State, or an official or agency designated by a State, has reason to believe that any person has violated or is 
violating this subchapter, the State—  

(A) may bring an action to enjoin such violation in any appropriate United States district court or in any 
other court of competent jurisdiction;  
(B) subject to paragraph (5), may bring an action on behalf of the residents of the State to recover—  

(i) damages for which the person is liable to such residents under sections 1681n and 1681o of this title 
as a result of the violation;  
(ii) in the case of a violation described in any of paragraphs (1) through (3) of section 1681s–2(c) of 
this title, damages for which the person would, but for section 1681s–2(c) of this title, be liable to such 
residents as a result of the violation; or  
(iii) damages of not more than $1,000 for each willful or negligent violation; and  

(C) in the case of any successful action under subparagraph (A) or (B), shall be awarded the costs of the 
action and reasonable attorney fees as determined by the court.  

(2) Rights of Federal regulators  
The State shall serve prior written notice of any action under paragraph (1) upon the Bureau and the Federal 
Trade Commission or the appropriate Federal regulator determined under subsection (b) and provide the Bureau 
and the Federal Trade Commission or appropriate Federal regulator with a copy of its complaint, except in any 
case in which such prior notice is not feasible, in which case the State shall serve such notice immediately upon 
instituting such action. The Bureau and the Federal Trade Commission or appropriate Federal regulator shall 
have the right— 

(A) to intervene in the action;  
(B) upon so intervening, to be heard on all matters arising therein;  
(C) to remove the action to the appropriate United States district court; and  
(D) to file petitions for appeal.  

(3) Investigatory powers  
For purposes of bringing any action under this subsection, nothing in this subsection shall prevent the chief law 
enforcement officer, or an official or agency designated by a State, from exercising the powers conferred on the 
chief law enforcement officer or such official by the laws of such State to conduct investigations or to 
administer oaths or affirmations or to compel the attendance of witnesses or the production of documentary and 
other evidence.  
(4) Limitation on State action while Federal action pending  
If the Bureau, the Federal Trade Commission, or the appropriate Federal regulator has instituted a civil action or 
an administrative action under section 8 of the Federal Deposit Insurance Act [12 U.S.C. 1818] for a  violation 
of this subchapter, no State may, during the pendency of such action, bring an action under this section against 
any defendant named in the complaint of the Bureau, the Federal Trade Commission, or the appropriate Federal 
regulator for any violation of this subchapter that is alleged in that complaint.  
(5) Limitations on State actions for certain violations  

(A) Violation of injunction required  
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A State may not bring an action against a person under paragraph (1)(B) for a  violation described in any of 
paragraphs (1) through (3) of section 1681s–2(c) of this title, unless—  

(i) the person has been enjoined from committing the violation, in an action brought by the State under 
paragraph (1)(A); and  
(ii) the person has violated the injunction.  

(B) Limitation on damages recoverable  
In an action against a person under paragraph (1)(B) for a  violation described in any of paragraphs (1) 
through (3) of section 1681s–2(c) of this title, a  State may not recover any damages incurred before the date 
of the violation of an injunction on which the action is based.  

(d) Enforcement under other authority  
For the purpose of the exercise by any agency referred to in subsection (b) of its powers under any Act referred to in 
that subsection, a violation of any requirement imposed under this subchapter shall be deemed to be a violation of a 
requirement imposed under that Act. In addition to its powers under any provision of law specifically referred to in 
subsection (b), each of the agencies referred to in that subsection may exercise, for the purpose of enforcing 
compliance with any requirement imposed under this subchapter any other authority conferred on it by law.  

(e) Regulatory authority  
(1) In general  
The Bureau shall prescribe such regulations as are necessary to carry out the purposes of this subchapter, except 
with respect to sections 1681m(e) and 1681w of this title. The Bureau may prescribe regulations as may be 
necessary or appropriate to administer and carry out the purposes and objectives of this subchapter, and to 
prevent evasions thereof or to facilitate compliance therewith. Except as provided in section 1029(a) of the 
Consumer Financial Protection Act of 2010 [12 U.S.C. 5519(a)], the regulations prescribed by the Bureau under 
this subchapter shall apply to any person that is subject to this subchapter, notwithstanding the enforcement 
authorities granted to other agencies under this section.  
(2) Deference  
Notwithstanding any power granted to any Federal agency under this subchapter, the deference that a court 
affords to a Federal agency with respect to a determination made by such agency relating to the meaning or 
interpretation of any provision of this subchapter that is subject to the jurisdiction of such agency shall be 
applied as if that agency were the only agency authorized to apply, enforce, interpret, or administer the 
provisions of this subchapter82 The regulations prescribed by the Bureau under this subchapter shall apply to 
any person that is subject to this subchapter, notwithstanding the enforcement authorities granted to other 
agencies under this section.  

(f) Coordination of consumer complaint investigations  
(1) In general  
Each consumer reporting agency described in section 1681a(p) of this title shall develop and maintain 
procedures for the referral to each other such agency of any consumer complaint received by the agency 
alleging identity theft, or requesting a fraud alert under section 1681c–1 of this title or a  block under section 
1681c–2 of this title.  
(2) Model form and procedure for reporting identity theft  
The Commission,83 in consultation with the Federal Trade Commission, the Federal banking agencies, and the 
National Credit Union Administration, shall develop a model form and model procedures to be used by 
consumers who are victims of identity theft for contacting and informing creditors and consumer reporting 
agencies of the fraud.  
(3) Annual summary reports  
Each consumer reporting agency described in section 1681a(p) of this title shall submit an annual summary 
report to the Bureau on consumer complaints received by the agency on identity theft or fraud alerts.  

 
82 So in original. Probably should be followed by a period. 
83 So in original. Probably should be “Bureau,”. 
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(g) Bureau regulation of coding of trade names  
If the Bureau determines that a person described in paragraph (9) of section 1681s–2(a) of this title has not met the 
requirements of such paragraph, the Bureau shall take action to ensure the person’s compliance with such paragraph, 
which may include issuing model guidance or prescribing reasonable policies and procedures, as necessary to ensure 
that such person complies with such paragraph. 

§1681s–1. Information on overdue child support obligations  
Notwithstanding any other provision of this subchapter, a  consumer reporting agency shall include in any consumer 
report furnished by the agency in accordance with section 1681b of this title, any information on the failure of the 
consumer to pay overdue support which—  

(1) is provided—  
(A) to the consumer reporting agency by a State or local child support enforcement agency; or  
(B) to the consumer reporting agency and verified by any local, State, or Federal Government agency; and  

(2) antedates the report by 7 years or less. 

§1681s–2. Responsibilities of furnishers of information to consumer reporting agencies  
(a) Duty of furnishers of information to provide accurate information  

(1) Prohibition  
(A) Reporting information with actual knowledge of errors  
A person shall not furnish any information relating to a consumer to any consumer reporting agency if the 
person knows or has reasonable cause to believe that the information is inaccurate.  
(B) Reporting information after notice and confirmation of errors  
A person shall not furnish information relating to a consumer to any consumer reporting agency if—  

(i) the person has been notified by the consumer, at the address specified by the person for such 
notices, that specific information is inaccurate; and  
(ii) the information is, in fact, inaccurate.  

(C) No address requirement  
A person who clearly and conspicuously specifies to the consumer an address for notices referred to in 
subparagraph (B) shall not be subject to subparagraph (A); however, nothing in subparagraph (B) shall 
require a person to specify such an address.  
(D) Definition  
For purposes of subparagraph (A), the term “reasonable cause to believe that the information is inaccurate” 
means having specific knowledge, other than solely allegations by the consumer, that would cause a 
reasonable person to have substantial doubts about the accuracy of the information.  
(E) Rehabilitation of private education loans  

(i) In general  
Notwithstanding any other provision of this section, a  consumer may request a  financial institution to 
remove from a consumer report a  reported default regarding a private education loan, and such 
information shall not be considered inaccurate, if— 

(I) the financial institution chooses to offer a  loan rehabilitation program which includes, without 
limitation, a requirement of the consumer to make consecutive on-time monthly payments in a 
number that demonstrates, in the assessment of the financial institution offering the loan 
rehabilitation program, a renewed ability and willingness to repay the loan; and  
(II) the requirements of the loan rehabilitation program described in subclause (I) are successfully 
met.  

(ii) Banking agencies  
(I) In general  
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If a  financial institution is supervised by a Federal banking agency, the financial institution shall 
seek written approval concerning the terms and conditions of the loan rehabilitation program 
described in clause (i) from the appropriate Federal banking agency.  
(II) Feedback  
An appropriate Federal banking agency shall provide feedback to a financial institution within 120 
days of a request for approval under subclause (I).  

(iii) Limitation  
(I) In general  
A consumer may obtain the benefits available under this subsection with respect to rehabilitating a 
loan only 1 time per loan.  
(II) Rule of construction  
Nothing in this subparagraph may be construed to require a financial institution to offer a loan 
rehabilitation program or to remove any reported default from a consumer report as a 
consideration of a  loan rehabilitation program, except as described in clause (i).  

(iv) Definitions  
For purposes of this subparagraph—  

(I) the term “appropriate Federal banking agency” has the meaning given the term in section 1813 
of title 12; and  
(II) the term “private education loan” has the meaning given the term in section 1650(a) of this 
title.  

(F) Reporting information during COVID–19 pandemic  
(i) Definitions In this subsection: 

(I) Accommodation  
The term “accommodation” includes an agreement to defer 1 or more payments, make a partial 
payment, forbear any delinquent amounts, modify a loan or contract, or any other assistance or 
relief granted to a consumer who is affected by the coronavirus disease 2019 (COVID–19) 
pandemic during the covered period.  
(II) Covered period  
The term “covered period” means the period beginning on January 31, 2020 and ending on the 
later of—  
(aa) 120 days after March 27, 2020; or  
(bb) 120 days after the date on which the national emergency concerning the novel coronavirus 
disease (COVID–19) outbreak declared by the President on March 13, 2020 under the National 
Emergencies Act (50 U.S.C. 1601 et seq.) terminates.  

(ii) Reporting  
Except as provided in clause (iii), if a  furnisher makes an accommodation with respect to 1 or more 
payments on a credit obligation or account of a consumer, and the consumer makes the payments or is 
not required to make 1 or more payments pursuant to the accommodation, the furnisher shall—  

(I) report the credit obligation or account as current; or  
(II) if the credit obligation or account was delinquent before the accommodation—  
(aa) maintain the delinquent status during the period in which the accommodation is in effect; and 
(bb) if the consumer brings the credit obligation or account current during the period described in 
item (aa), report the credit obligation or account as current.  

(iii) Exception  
Clause (ii) shall not apply with respect to a credit obligation or account of a  consumer that has been 
charged-off.  

(2) Duty to correct and update information  
A person who—  

(A) regularly and in the ordinary course of business furnishes information to one or more consumer 
reporting agencies about the person’s transactions or experiences with any consumer; and  
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(B) has furnished to a consumer reporting agency information that the person determines is not complete or 
accurate, shall promptly notify the consumer reporting agency of that determination and provide to the 
agency any corrections to that information, or any additional information, that is necessary to make the 
information provided by the person to the agency complete and accurate, and shall not thereafter furnish to 
the agency any of the information that remains not complete or accurate.  

(3) Duty to provide notice of dispute  
If the completeness or accuracy of any information furnished by any person to any consumer reporting agency 
is disputed to such person by a consumer, the person may not furnish the information to any consumer reporting 
agency without notice that such information is disputed by the consumer.  
(4) Duty to provide notice of closed accounts  
A person who regularly and in the ordinary course of business furnishes information to a consumer reporting 
agency regarding a consumer who has a credit account with that person shall notify the agency of the voluntary 
closure of the account by the consumer, in information regularly furnished for the period in which the account is 
closed.  
(5) Duty to provide notice of delinquency of accounts  

(A) In general  
A person who furnishes information to a consumer reporting agency regarding a delinquent account being 
placed for collection, charged to profit or loss, or subjected to any similar action shall, not later than 90 
days after furnishing the information, notify the agency of the date of delinquency on the account, which 
shall be the month and year of the commencement of the delinquency on the account that immediately 
preceded the action.  
(B) Rule of construction  
For purposes of this paragraph only, and provided that the consumer does not dispute the information, a  
person that furnishes information on a delinquent account that is placed for collection, charged for profit or 
loss, or subjected to any similar action, complies with this paragraph, if—  

(i) the person reports the same date of delinquency as that provided by the creditor to which the 
account was owed at the time at which the commencement of the delinquency occurred, if the creditor 
previously reported that date of delinquency to a consumer reporting agency;  
(ii) the creditor did not previously report the date of delinquency to a consumer reporting agency, and 
the person establishes and follows reasonable procedures to obtain the date of delinquency from the 
creditor or another reliable source and reports that date to a consumer reporting agency as the date of 
delinquency; or  
(iii) the creditor did not previously report the date of delinquency to a consumer reporting agency and 
the date of delinquency cannot be reasonably obtained as provided in clause (ii), the person establishes 
and follows reasonable procedures to ensure the date reported as the date of delinquency precedes the 
date on which the account is placed for collection, charged to profit or loss, or subjected to any similar 
action, and reports such date to the credit reporting agency. 

(6) Duties of furnishers upon notice of identity theft-related information  
(A) Reasonable procedures  
A person that furnishes information to any consumer reporting agency shall have in place reasonable 
procedures to respond to any notification that it receives from a consumer reporting agency under section 
1681c–2 of this title relating to information resulting from identity theft, to prevent that person from 
refurnishing such blocked information.  
(B) Information alleged to result from identity theft  
If a  consumer submits an identity theft report to a person who furnishes information to a consumer 
reporting agency at the address specified by that person for receiving such reports stating that information 
maintained by such person that purports to relate to the consumer resulted from identity theft, the person 
may not furnish such information that purports to relate to the consumer to any consumer reporting agency, 
unless the person subsequently knows or is informed by the consumer that the information is correct.  

(7) Negative information  
(A) Notice to consumer required  

(i) In general  
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If any financial institution that extends credit and regularly and in the ordinary course of business 
furnishes information to a consumer reporting agency described in section 1681a(p) of this title 
furnishes negative information to such an agency regarding credit extended to a customer, the financial 
institution shall provide a notice of such furnishing of negative information, in writing, to the 
customer.  
(ii) Notice effective for subsequent submissions  
After providing such notice, the financial institution may submit additional negative information to a 
consumer reporting agency described in section 1681a(p) of this title with respect to the same 
transaction, extension of credit, account, or customer without providing additional notice to the 
customer.  

(B) Time of notice  
(i) In general  
The notice required under subparagraph (A) shall be provided to the customer prior to, or no later than 
30 days after, furnishing the negative information to a consumer reporting agency described in section 
1681a(p) of this title.  
(ii) Coordination with new account disclosures  
If the notice is provided to the customer prior to furnishing the negative information to a consumer 
reporting agency, the notice may not be included in the initial disclosures provided under section 
1637(a) of this title.  

(C) Coordination with other disclosures  
The notice required under subparagraph (A)—  

(i) may be included on or with any notice of default, any billing statement, or any other materials 
provided to the customer; and  
(ii) must be clear and conspicuous.  

(D) Model disclosure  
(i) Duty of Bureau  
The Bureau shall prescribe a brief model disclosure that a financial institution may use to comply with 
subparagraph (A), which shall not exceed 30 words.  
(ii) Use of model not required  
No provision of this paragraph may be construed to require a financial institution to use any such 
model form prescribed by the Bureau.  
(iii) Compliance using model  
A financial institution shall be deemed to be in compliance with subparagraph (A) if the financial 
institution uses any model form prescribed by the Bureau under this subparagraph, or the financial 
institution uses any such model form and rearranges its format.  

(E) Use of notice without submitting negative information  
No provision of this paragraph shall be construed as requiring a financial institution that has provided a 
customer with a notice described in subparagraph (A) to furnish negative information about the customer to 
a consumer reporting agency.  
(F) Safe harbor  
A financial institution shall not be liable for failure to perform the duties required by this paragraph if, at 
the time of the failure, the financial institution maintained reasonable policies and procedures to comply 
with this paragraph or the financial institution reasonably believed that the institution is prohibited, by law, 
from contacting the consumer.  
(G) Definitions  
For purposes of this paragraph, the following definitions shall apply:  

(i) Negative information  
The term “negative information” means information concerning a customer’s delinquencies, late 
payments, insolvency, or any form of default.  
(ii) Customer; financial institution  
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The terms “customer” and “financial institution” have the same meanings as in section 6809 of this 
title.  

(8) Ability of consumer to dispute information directly with furnisher  
(A) In general  
The Bureau, in consultation with the Federal Trade Commission, the Federal banking agencies, and the 
National Credit Union Administration, shall prescribe regulations that shall identify the circumstances 
under which a furnisher shall be required to reinvestigate a dispute concerning the accuracy of information 
contained in a consumer report on the consumer, based on a direct request of a  consumer.  
(B) Considerations  
In prescribing regulations under subparagraph (A), the agencies shall weigh—  

(i) the benefits to consumers with the costs on furnishers and the credit reporting system;  
(ii) the impact on the overall accuracy and integrity of consumer reports of any such requirements;  
(iii) whether direct contact by the consumer with the furnisher would likely result in the most 
expeditious resolution of any such dispute; and  
(iv) the potential impact on the credit reporting process if credit repair organizations, as defined in 
section 1679a(3) of this title, including entities that would be a credit repair organization, but for 
section 1679a(3)(B)(i) of this title, are able to circumvent the prohibition in subparagraph (G).  

(C) Applicability  
Subparagraphs (D) through (G) shall apply in any circumstance identified under the regulations 
promulgated under subparagraph (A).  
(D) Submitting a notice of dispute  
A consumer who seeks to dispute the accuracy of information shall provide a dispute notice directly to such 
person at the address specified by the person for such notices that—  

(i) identifies the specific information that is being disputed;  
(ii) explains the basis for the dispute; and  
(iii) includes all supporting documentation required by the furnisher to substantiate the basis of the 
dispute.  

(E) Duty of person after receiving notice of dispute  
After receiving a notice of dispute from a consumer pursuant to subparagraph (D), the person that provided 
the information in dispute to a consumer reporting agency shall—  

(i) conduct an investigation with respect to the disputed information;  
(ii) review all relevant information provided by the consumer with the notice;  
(iii) complete such person’s investigation of the dispute and report the results of the investigation to the 
consumer before the expiration of the period under section 1681i(a)(1) of this title within which a 
consumer reporting agency would be required to complete its action if the consumer had elected to 
dispute the information under that section; and  
(iv) if the investigation finds that the information reported was inaccurate, promptly notify each 
consumer reporting agency to which the person furnished the inaccurate information of that 
determination and provide to the agency any correction to that information that is necessary to make 
the information provided by the person accurate.  

(F) Frivolous or irrelevant dispute  
(i) In general  
This paragraph shall not apply if the person receiving a notice of a  dispute from a consumer reasonably 
determines that the dispute is frivolous or irrelevant, including—  

(I) by reason of the failure of a  consumer to provide sufficient information to investigate the 
disputed information; or  
(II) the submission by a consumer of a  dispute that is substantially the same as a dispute 
previously submitted by or for the consumer, either directly to the person or through a consumer 
reporting agency under subsection (b), with respect to which the person has already performed the 
person’s duties under this paragraph or subsection (b), as applicable.  



 

81 
 

(ii) Notice of determination  
Upon making any determination under clause (i) that a  dispute is frivolous or irrelevant, the person 
shall notify the consumer of such determination not later than 5 business days after making such 
determination, by mail or, if authorized by the consumer for that purpose, by any other means available 
to the person.  
(iii) Contents of notice  
A notice under clause (ii) shall include—  

(I) the reasons for the determination under clause (i); and  
(II) identification of any information required to investigate the disputed information, which may 
consist of a  standardized form describing the general nature of such information.  

(G) Exclusion of credit repair organizations  
This paragraph shall not apply if the notice of the dispute is submitted by, is prepared on behalf of the 
consumer by, or is submitted on a form supplied to the consumer by, a credit repair organization, as defined 
in section 1679a(3) of this title, or an entity that would be a credit repair organization, but for section 
1679a(3)(B)(i) of this title.  

(9) Duty to provide notice of status as medical information furnisher  
A person whose primary business is providing medical services, products, or devices, or the person’s agent or 
assignee, who furnishes information to a consumer reporting agency on a consumer shall be considered a 
medical information furnisher for purposes of this subchapter, and shall notify the agency of such status.  

(b) Duties of furnishers of information upon notice of dispute  
(1) In general  
After receiving notice pursuant to section 1681i(a)(2) of this title of a  dispute with regard to the completeness or 
accuracy of any information provided by a person to a consumer reporting agency, the person shall—  

(A) conduct an investigation with respect to the disputed information;  
(B) review all relevant information provided by the consumer reporting agency pursuant to section 
1681i(a)(2) of this title;  
(C) report the results of the investigation to the consumer reporting agency;  
(D) if the investigation finds that the information is incomplete or inaccurate, report those results to all 
other consumer reporting agencies to which the person furnished the information and that compile and 
maintain files on consumers on a nationwide basis; and  
(E) if an item of information disputed by a consumer is found to be inaccurate or incomplete or cannot be 
verified after any reinvestigation under paragraph (1), for purposes of reporting to a consumer reporting 
agency only, as appropriate, based on the results of the reinvestigation promptly—  

(i) modify that item of information;  
(ii) delete that item of information; or  
(iii) permanently block the reporting of that item of information.  

(2) Deadline  
A person shall complete all investigations, reviews, and reports required under paragraph (1) regarding 
information provided by the person to a consumer reporting agency, before the expiration of the period under 
section 1681i(a)(1) of this title within which the consumer reporting agency is required to complete actions 
required by that section regarding that information.  

(c) Limitation on liability  
Except as provided in section 1681s(c)(1)(B) of this title, sections 1681n and 1681o of this title do not apply to any 
violation of—  

(1) subsection (a) of this section, including any regulations issued thereunder;  
(2) subsection (e) of this section, except that nothing in this paragraph shall limit, expand, or otherwise affect 
liability under section 1681n or 1681o of this title, as applicable, for violations of subsection (b) of this section; 
or  
(3) subsection (e) of section 1681m of this title.  
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(d) Limitation on enforcement  
The provisions of law described in paragraphs (1) through (3) of subsection (c) (other than with respect to the 
exception described in paragraph (2) of subsection (c)) shall be enforced exclusively as provided under section 
1681s of this title by the Federal agencies and officials and the State officials identified in section 1681s of this title.  

(e) Accuracy guidelines and regulations required  
(1) Guidelines  
The Bureau shall, with respect to persons or entities that are subject to the enforcement authority of the Bureau 
under section 1681s of this title—  

(A) establish and maintain guidelines for use by each person that furnishes information to a consumer 
reporting agency regarding the accuracy and integrity of the information relating to consumers that such 
entities furnish to consumer reporting agencies, and update such guidelines as often as necessary; and  
(B) prescribe regulations requiring each person that furnishes information to a consumer reporting agency 
to establish reasonable policies and procedures for implementing the guidelines established pursuant to 
subparagraph (A).  

(2) Criteria  
In developing the guidelines required by paragraph (1)(A), the Bureau shall—  

(A) identify patterns, practices, and specific forms of activity that can compromise the accuracy and 
integrity of information furnished to consumer reporting agencies;  
(B) review the methods (including technological means) used to furnish information relating to consumers 
to consumer reporting agencies;  
(C) determine whether persons that furnish information to consumer reporting agencies maintain and 
enforce policies to ensure the accuracy and integrity of information furnished to consumer reporting 
agencies; and  
(D) examine the policies and processes that persons that furnish information to consumer reporting 
agencies employ to conduct reinvestigations and correct inaccurate information relating to consumers that 
has been furnished to consumer reporting agencies. 

§1681s–3. Affiliate sharing  
(a) Special rule for solicitation for purposes of marketing  

(1) Notice  
Any person that receives from another person related to it by common ownership or affiliated by corporate 
control a  communication of information that would be a consumer report, but for clauses (i), (ii), and (iii) of 
section 1681a(d)(2)(A) of this title, may not use the information to make a solicitation for marketing purposes to 
a consumer about its products or services, unless—  

(A) it is clearly and conspicuously disclosed to the consumer that the information may be communicated 
among such persons for purposes of making such solicitations to the consumer; and  
(B) the consumer is provided an opportunity and a simple method to prohibit the making of such 
solicitations to the consumer by such person.  

(2) Consumer choice 
(A) In general  
The notice required under paragraph (1) shall allow the consumer the opportunity to prohibit all 
solicitations referred to in such paragraph, and may allow the consumer to choose from different options 
when electing to prohibit the sending of such solicitations, including options regarding the types of entities 
and information covered, and which methods of delivering solicitations the consumer elects to prohibit.  
(B) Format  
Notwithstanding subparagraph (A), the notice required under paragraph (1) shall be clear, conspicuous, and 
concise, and any method provided under paragraph (1)(B) shall be simple. The regulations prescribed to 
implement this section shall provide specific guidance regarding how to comply with such standards.  

(3) Duration  
(A) In general  
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The election of a consumer pursuant to paragraph (1)(B) to prohibit the making of solicitations shall be 
effective for at least 5 years, beginning on the date on which the person receives the election of the 
consumer, unless the consumer requests that such election be revoked.  
(B) Notice upon expiration of effective period  
At such time as the election of a  consumer pursuant to paragraph (1)(B) is no longer effective, a  person 
may not use information that the person receives in the manner described in paragraph (1) to make any 
solicitation for marketing purposes to the consumer, unless the consumer receives a notice and an 
opportunity, using a simple method, to extend the opt-out for another period of at least 5 years, pursuant to 
the procedures described in paragraph (1).  

(4) Scope  
This section shall not apply to a person—  

(A) using information to make a solicitation for marketing purposes to a consumer with whom the person 
has a pre-existing business relationship;  
(B) using information to facilitate communications to an individual for whose benefit the person provides 
employee benefit or other services pursuant to a contract with an employer related to and arising out of the 
current employment relationship or status of the individual as a participant or beneficiary of an employee 
benefit plan;  
(C) using information to perform services on behalf of another person related by common ownership or 
affiliated by corporate control, except that this subparagraph shall not be construed as permitting a person 
to send solicitations on behalf of another person, if such other person would not be permitted to send the 
solicitation on its own behalf as a result of the election of the consumer to prohibit solicitations under 
paragraph (1)(B); 
(D) using information in response to a communication initiated by the consumer;  
(E) using information in response to solicitations authorized or requested by the consumer; or  
(F) if compliance with this section by that person would prevent compliance by that person with any 
provision of State insurance laws pertaining to unfair discrimination in any State in which the person is 
lawfully doing business.  

(5) No retroactivity  
This subsection shall not prohibit the use of information to send a solicitation to a consumer if such information 
was received prior to the date on which persons are required to comply with regulations implementing this 
subsection.  

(b) Notice for other purposes permissible  
A notice or other disclosure under this section may be coordinated and consolidated with any other notice required 
to be issued under any other provision of law by a person that is subject to this section, and a notice or other 
disclosure that is equivalent to the notice required by subsection (a), and that is provided by a person described in 
subsection (a) to a consumer together with disclosures required by any other provision of law, shall satisfy the 
requirements of subsection (a).  

(c) User requirements  
Requirements with respect to the use by a person of information received from another person related to it by 
common ownership or affiliated by corporate control, such as the requirements of this section, constitute 
requirements with respect to the exchange of information among persons affiliated by common ownership or 
common corporate control, within the meaning of section 1681t(b)(2) of this title.  

(d) Definitions  
For purposes of this section, the following definitions shall apply:  

(1) Pre-existing business relationship  
The term “pre-existing business relationship” means a relationship between a person, or a  person’s licensed 
agent, and a consumer, based on—  

(A) a financial contract between a person and a consumer which is in force;  
(B) the purchase, rental, or lease by the consumer of that person’s goods or services, or a  financial 
transaction (including holding an active account or a  policy in force or having another continuing 
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relationship) between the consumer and that person during the 18-month period immediately preceding the 
date on which the consumer is sent a  solicitation covered by this section;  
(C) an inquiry or application by the consumer regarding a product or service offered by that person, during 
the 3-month period immediately preceding the date on which the consumer is sent a  solicitation covered by 
this section; or  
(D) any other pre-existing customer relationship defined in the regulations implementing this section.  

(2) Solicitation  
The term “solicitation” means the marketing of a  product or service initiated by a person to a particular 
consumer that is based on an exchange of information described in subsection (a), and is intended to encourage 
the consumer to purchase such product or service, but does not include communications that are directed at the 
general public or determined not to be a solicitation by the regulations prescribed under this section. 

§1681t. Relation to State laws  
(a) In general  
Except as provided in subsections (b) and (c), this subchapter does not annul, alter, affect, or exempt any person 
subject to the provisions of this subchapter from complying with the laws of any State with respect to the collection, 
distribution, or use of any information on consumers, or for the prevention or mitigation of identity theft, except to 
the extent that those laws are inconsistent with any provision of this subchapter, and then only to the extent of the 
inconsistency.  

(b) General exceptions  
No requirement or prohibition may be imposed under the laws of any State—  

(1) with respect to any subject matter regulated under—  
(A) subsection (c) or (e) of section 1681b of this title, relating to the prescreening of consumer reports; 
(B) section 1681i of this title, relating to the time by which a consumer reporting agency must take any 
action, including the provision of notification to a consumer or other person, in any procedure related to the 
disputed accuracy of information in a consumer’s file, except that this subparagraph shall not apply to any 
State law in effect on September 30, 1996;  
(C) subsections (a) and (b) of section 1681m of this title, relating to the duties of a person who takes any 
adverse action with respect to a consumer;  
(D) section 1681m(d) of this title, relating to the duties of persons who use a consumer report of a 
consumer in connection with any credit or insurance transaction that is not initiated by the consumer and 
that consists of a  firm offer of credit or insurance;  
(E) section 1681c of this title, relating to information contained in consumer reports, except that this 
subparagraph shall not apply to any State law in effect on September 30, 1996;  
(F) section 1681s–2 of this title, relating to the responsibilities of persons who furnish information to 
consumer reporting agencies, except that this paragraph shall not apply—  

(i) with respect to section 54A(a) of chapter 93 of the Massachusetts Annotated Laws (as in effect on 
September 30, 1996); or  
(ii) with respect to section 1785.25(a) of the California Civil Code (as in effect on September 30, 
1996);  

(G) section 1681g(e) of this title, relating to information available to victims under section 1681g(e) of this 
title;  
(H) section 1681s–3 of this title, relating to the exchange and use of information to make a solicitation for 
marketing purposes;  
(I) section 1681m(h) of this title, relating to the duties of users of consumer reports to provide notice with 
respect to terms in certain credit transactions;  
(J) subsections (i) and (j) of section 1681c–1 of this title relating to security freezes; or  
(K) subsection (k) of section 1681c–1 of this title, relating to credit monitoring for active duty military 
consumers, as defined in that subsection;  
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(2) with respect to the exchange of information among persons affiliated by common ownership or common 
corporate control, except that this paragraph shall not apply with respect to subsection (a) or (c)(1) of section 
2480e of title 9, Vermont Statutes Annotated (as in effect on September 30, 1996);  
(3) with respect to the disclosures required to be made under subsection (c), (d), (e), or (g) of section 1681g of 
this title, or subsection (f) of section 1681g of this title relating to the disclosure of credit scores for credit 
granting purposes, except that this paragraph—  

(A) shall not apply with respect to sections 1785.10, 1785.16, and 1785.20.2 of the California Civil Code 
(as in effect on December 4, 2003) and section 1785.15 through section 1785.15.2 of such Code (as in 
effect on such date);  
(B) shall not apply with respect to sections 5–3–106(2) and 212–14.3–104.3 of the Colorado Revised 
Statutes (as in effect on December 4, 2003); and  
(C) shall not be construed as limiting, annulling, affecting, or superseding any provision of the laws of any 
State regulating the use in an insurance activity, or regulating disclosures concerning such use, of a credit-
based insurance score of a consumer by any person engaged in the business of insurance;  

(4) with respect to the frequency of any disclosure under section 1681j(a) of this title, except that this paragraph 
shall not apply—  

(A) with respect to section 12–14.3–105(1)(d) of the Colorado Revised Statutes (as in effect on December 
4, 2003);  
(B) with respect to section 10–1–393(29)(C) of the Georgia Code (as in effect on December 4, 2003);  
(C) with respect to section 1316.2 of title 10 of the Maine Revised Statutes (as in effect on December 4, 
2003);  
(D) with respect to sections 14–1209(a)(1) and 14–1209(b)(1)(i) of the Commercial Law Article of the 
Code of Maryland (as in effect on December 4, 2003);  
(E) with respect to section 59(d) and section 59(e) of chapter 93 of the General Laws of Massachusetts (as 
in effect on December 4, 2003);  
(F) with respect to section 56:11–37.10(a)(1) of the New Jersey Revised Statutes (as in effect on December 
4, 2003); or  
(G) with respect to section 2480c(a)(1) of title 9 of the Vermont Statutes Annotated (as in effect on 
December 4, 2003); or  

(5) with respect to the conduct required by the specific provisions of—  
(A) section 1681c(g) of this title;  
(B) section 1681c–1 of this title;  
(C) section 1681c–2 of this title;  
(D) section 1681g(a)(1)(A) of this title;  
(E) section 1681j(a) of this title;  
(F) subsections (e), (f), and (g) of section 1681m of this title;  
(G) section 1681s(f) of this title;  
(H) section 1681s–2(a)(6) of this title; or  
(I) section 1681w of this title.  

(c) “Firm offer of credit or insurance” defined  
Notwithstanding any definition of the term “firm offer of credit or insurance” (or any equivalent term) under the 
laws of any State, the definition of that term contained in section 1681a(l) of this title shall be construed to apply in 
the enforcement and interpretation of the laws of any State governing consumer reports.  

(d) Limitations  
Subsections (b) and (c) do not affect any settlement, agreement, or consent judgment between any State Attorney 
General and any consumer reporting agency in effect on September 30, 1996.  

§1681u. Disclosures to FBI for counterintelligence purposes  
(a) Identity of financial institutions  
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Notwithstanding section 1681b of this title or any other provision of this subchapter, a  consumer reporting agency 
shall furnish to the Federal Bureau of Investigation the names and addresses of all financial institutions (as that term 
is defined in section 3401 of title 12) at which a consumer maintains or has maintained an account, to the extent that 
information is in the files of the agency, when presented with a written request for that information that includes a 
term that specifically identifies a  consumer or account to be used as the basis for the production of that information, 
signed by the Director of the Federal Bureau of Investigation, or the Director’s designee in a position not lower than 
Deputy Assistant Director at Bureau headquarters or a  Special Agent in Charge of a  Bureau field office designated 
by the Director, which certifies compliance with this section. The Director or the Director’s designee may make 
such a certification only if the Director or the Director’s designee has determined in writing, that such information is 
sought for the conduct of an authorized investigation to protect against international terrorism or clandestine 
intelligence activities, provided that such an investigation of a  United States person is not conducted solely upon the 
basis of activities protected by the first amendment to the Constitution of the United States.  

(b) Identifying information  
Notwithstanding the provisions of section 1681b of this title or any other provision of this subchapter, a  consumer 
reporting agency shall furnish identifying information respecting a consumer, limited to name, address, former 
addresses, places of employment, or former places of employment, to the Federal Bureau of Investigation when 
presented with a written request that includes a term that specifically identifies a  consumer or account to be used as 
the basis for the production of that information, signed by the Director or the Director’s designee in a position not 
lower than Deputy Assistant Director at Bureau headquarters or a  Special Agent in Charge of a Bureau field office 
designated by the Director, which certifies compliance with this subsection. The Director or the Director’s designee 
may make such a certification only if the Director or the Director’s designee has determined in writing that such 
information is sought for the conduct of an authorized investigation to protect against international terrorism or 
clandestine intelligence activities, provided that such an investigation of a United States person is not conducted 
solely upon the basis of activities protected by the first amendment to the Constitution of the United States.  

(c) Court order for disclosure of consumer reports  
Notwithstanding section 1681b of this title or any other provision of this subchapter, if requested in writing by the 
Director of the Federal Bureau of Investigation, or a  designee of the Director in a position not lower than Deputy 
Assistant Director at Bureau headquarters or a  Special Agent in Charge in a Bureau field office designated by the 
Director, a  court may issue an order ex parte, which shall include a term that specifically identifies a consumer or 
account to be used as the basis for the production of the information, directing a consumer reporting agency to 
furnish a consumer report to the Federal Bureau of Investigation, upon a showing in camera that the consumer report 
is sought for the conduct of an authorized investigation to protect against international terrorism or clandestine 
intelligence activities, provided that such an investigation of a  United States person is not conducted solely upon the 
basis of activities protected by the first amendment to the Constitution of the United States. The terms of an order 
issued under this subsection shall not disclose that the order is issued for purposes of a counterintelligence 
investigation.  

(d) Prohibition of certain disclosure  
(1) Prohibition  

(A) In general  
If a  certification is issued under subparagraph (B) and notice of the right to judicial review under subsection 
(e) is provided, no consumer reporting agency that receives a request under subsection (a) or (b) or an order 
under subsection (c), or officer, employee, or agent thereof, shall disclose or specify in any consumer 
report, that the Federal Bureau of Investigation has sought or obtained access to information or records 
under subsection (a), (b), or (c).  
(B) Certification  
The requirements of subparagraph (A) shall apply if the Director of the Federal Bureau of Investigation, or 
a  designee of the Director whose rank shall be no lower than Deputy Assistant Director at Bureau 
headquarters or a  Special Agent in Charge of a  Bureau field office, certifies that the absence of a 
prohibition of disclosure under this subsection may result in—  

(i) a  danger to the national security of the United States;  
(ii) interference with a criminal, counterterrorism, or counterintelligence investigation;  
(iii) interference with diplomatic relations; or  
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(iv) danger to the life or physical safety of any person.  
(2) Exception 

(A) In general  
A consumer reporting agency that receives a request under subsection (a) or (b) or an order under 
subsection (c), or officer, employee, or agent thereof, may disclose information otherwise subject to any 
applicable nondisclosure requirement to—  

(i) those persons to whom disclosure is necessary in order to comply with the request;  
(ii) an attorney in order to obtain legal advice or assistance regarding the request; or  
(iii) other persons as permitted by the Director of the Federal Bureau of Investigation or the designee 
of the Director.  

(B) Application  
A person to whom disclosure is made under subparagraph (A) shall be subject to the nondisclosure 
requirements applicable to a person to whom a request under subsection (a) or (b) or an order under 
subsection (c) is issued in the same manner as the person to whom the request is issued.  
(C) Notice  
Any recipient that discloses to a person described in subparagraph (A) information otherwise subject to a 
nondisclosure requirement shall inform the person of the applicable nondisclosure requirement.  
(D) Identification of disclosure recipients  
At the request of the Director of the Federal Bureau of Investigation or the designee of the Director, any 
person making or intending to make a disclosure under clause (i) or (iii) of subparagraph (A) shall identify 
to the Director or such designee the person to whom such disclosure will be made or to whom such 
disclosure was made prior to the request.  

(e) Judicial review  
(1) In general  
A request under subsection (a) or (b) or an order under subsection (c) or a  non-disclosure requirement imposed 
in connection with such request under subsection (d) shall be subject to judicial review under section 3511 of 
title 18.  
(2) Notice  
A request under subsection (a) or (b) or an order under subsection (c) shall include notice of the availability of 
judicial review described in paragraph (1).  

(f) Payment of fees  
The Federal Bureau of Investigation shall, subject to the availability of appropriations, pay to the consumer 
reporting agency assembling or providing report or information in accordance with procedures established under this 
section a fee for reimbursement for such costs as are reasonably necessary and which have been directly incurred in 
searching, reproducing, or transporting books, papers, records, or other data required or requested to be produced 
under this section.  

(g) Limit on dissemination  
The Federal Bureau of Investigation may not disseminate information obtained pursuant to this section outside of 
the Federal Bureau of Investigation, except to other Federal agencies as may be necessary for the approval or 
conduct of a  foreign counterintelligence investigation, or, where the information concerns a person subject to the 
Uniform Code of Military Justice, to appropriate investigative authorities within the military department concerned 
as may be necessary for the conduct of a  joint foreign counterintelligence investigation.  

(h) Rules of construction  
Nothing in this section shall be construed to prohibit information from being furnished by the Federal Bureau of 
Investigation pursuant to a subpoena or court order, in connection with a judicial or administrative proceeding to 
enforce the provisions of this subchapter. Nothing in this section shall be construed to authorize or permit the 
withholding of information from the Congress.  

(i) Reports to Congress  
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(1) On a semiannual basis, the Attorney General shall fully inform the Permanent Select Committee on 
Intelligence and the Committee on Banking, Finance and Urban Affairs of the House of Representatives, and 
the Select Committee on Intelligence and the Committee on Banking, Housing, and Urban Affairs of the Senate 
concerning all requests made pursuant to subsections (a), (b), and (c).  
(2) In the case of the semiannual reports required to be submitted under paragraph (1) to the Permanent Select 
Committee on Intelligence of the House of Representatives and the Select Committee on Intelligence of the 
Senate, the submittal dates for such reports shall be as provided in section 3106 of title 50.  

(j) Damages  
Any agency or department of the United States obtaining or disclosing any consumer reports, records, or 
information contained therein in violation of this section is liable to the consumer to whom such consumer reports, 
records, or information relate in an amount equal to the sum of—  

(1) $100, without regard to the volume of consumer reports, records, or information involved;  
(2) any actual damages sustained by the consumer as a result of the disclosure;  
(3) if the violation is found to have been willful or intentional, such punitive damages as a court may allow; and  
(4) in the case of any successful action to enforce liability under this subsection, the costs of the action, together 
with reasonable attorney fees, as determined by the court.  

(k) Disciplinary actions for violations  
If a  court determines that any agency or department of the United States has violated any provision of this section 
and the court finds that the circumstances surrounding the violation raise questions of whether or not an officer or 
employee of the agency or department acted willfully or intentionally with respect to the violation, the agency or 
department shall promptly initiate a proceeding to determine whether or not disciplinary action is warranted against 
the officer or employee who was responsible for the violation.  

(l) Good-faith exception  
Notwithstanding any other provision of this subchapter, any consumer reporting agency or agent or employee 
thereof making disclosure of consumer reports or identifying information pursuant to this subsection in good-faith 
reliance upon a certification of the Federal Bureau of Investigation pursuant to provisions of this section shall not be 
liable to any person for such disclosure under this subchapter, the constitution of any State, or any law or regulation 
of any State or any political subdivision of any State.  

(m) Limitation of remedies  
Notwithstanding any other provision of this subchapter, the remedies and sanctions set forth in this section shall be 
the only judicial remedies and sanctions for violation of this section.  

(n) Injunctive relief  
In addition to any other remedy contained in this section, injunctive relief shall be available to require compliance 
with the procedures of this section. In the event of any successful action under this subsection, costs together with 
reasonable attorney fees, as determined by the court, may be recovered. 

§1681v. Disclosures to governmental agencies for counterterrorism purposes  
(a) Disclosure  
Notwithstanding section 1681b of this title or any other provision of this subchapter, a  consumer reporting agency 
shall furnish a consumer report of a  consumer and all other information in a consumer’s file to a government agency 
authorized to conduct investigations of, or intelligence or counterintelligence activities or analysis related to, 
international terrorism when presented with a written certification by such government agency that such information 
is necessary for the agency’s conduct or such investigation, activity or analysis and that includes a term that 
specifically identifies a  consumer or account to be used as the basis for the production of such information.  

(b) Form of certification  
The certification described in subsection (a) shall be signed by a supervisory official designated by the head of a  
Federal agency or an officer of a Federal agency whose appointment to office is required to be made by the 
President, by and with the advice and consent of the Senate.  

(c) Prohibition of certain disclosure  
(1) Prohibition 
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(A) In general  
If a  certification is issued under subparagraph (B) and notice of the right to judicial review under subsection 
(d) is provided, no consumer reporting agency that receives a request under subsection (a), or officer, 
employee, or agent thereof, shall disclose or specify in any consumer report, that a government agency 
described in subsection (a) has sought or obtained access to information or records under subsection (a).  
(B) Certification  
The requirements of subparagraph (A) shall apply if the head of the government agency described in 
subsection (a), or a  designee, certifies that the absence of a  prohibition of disclosure under this subsection 
may result in— 

(i) a  danger to the national security of the United States;  
(ii) interference with a criminal, counterterrorism, or counterintelligence investigation;  
(iii) interference with diplomatic relations; or  
(iv) danger to the life or physical safety of any person.  

(2) Exception  
(A) In general  
A consumer reporting agency that receives a request under subsection (a), or officer, employee, or agent 
thereof, may disclose information otherwise subject to any applicable nondisclosure requirement to—  

(i) those persons to whom disclosure is necessary in order to comply with the request;  
(ii) an attorney in order to obtain legal advice or assistance regarding the request; or  
(iii) other persons as permitted by the head of the government agency described in subsection (a) or a  
designee.  

(B) Application  
A person to whom disclosure is made under subparagraph (A) shall be subject to the nondisclosure 
requirements applicable to a person to whom a request under subsection (a) is issued in the same manner as 
the person to whom the request is issued.  
(C) Notice  
Any recipient that discloses to a person described in subparagraph (A) information otherwise subject to a 
nondisclosure requirement shall inform the person of the applicable nondisclosure requirement.  
(D) Identification of disclosure recipients  
At the request of the head of the government agency described in subsection (a) or a  designee, any person 
making or intending to make a disclosure under clause (i) or (iii) of subparagraph (A) shall identify to the 
head or such designee the person to whom such disclosure will be made or to whom such disclosure was 
made prior to the request.  

(d) Judicial review  
(1) In general  
A request under subsection (a) or a  non-disclosure requirement imposed in connection with such request under 
subsection (c) shall be subject to judicial review under section 3511 of title 18.  
(2) Notice  
A request under subsection (a) shall include notice of the availability of judicial review described in paragraph 
(1).  

(e) Rule of construction  
Nothing in section 1681u of this title shall be construed to limit the authority of the Director of the Federal Bureau 
of Investigation under this section.  

(f) Safe harbor  
Notwithstanding any other provision of this subchapter, any consumer reporting agency or agent or employee 
thereof making disclosure of consumer reports or other information pursuant to this section in good-faith reliance 
upon a certification of a government agency pursuant to the provisions of this section shall not be liable to any 
person for such disclosure under this subchapter, the constitution of any State, or any law or regulation of any State 
or any political subdivision of any State.  
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(g) Reports to Congress  
(1) On a semi-annual basis, the Attorney General shall fully inform the Committee on the Judiciary, the 
Committee on Financial Services, and the Permanent Select Committee on Intelligence of the House of 
Representatives and the Committee on the Judiciary, the Committee on Banking, Housing, and Urban Affairs, 
and the Select Committee on Intelligence of the Senate concerning all requests made pursuant to subsection (a).  
(2) In the case of the semiannual reports required to be submitted under paragraph (1) to the Permanent Select 
Committee on Intelligence of the House of Representatives and the Select Committee on Intelligence of the 
Senate, the submittal dates for such reports shall be as provided in section 3106 of title 50. 

§1681w. Disposal of records  
(a) Regulations  

(1) In general  
The Federal Trade Commission, the Securities and Exchange Commission, the Commodity Futures Trading 
Commission, the Federal banking agencies, and the National Credit Union Administration, with respect to the 
entities that are subject to their respective enforcement authority under section 1681s of this title, and in 
coordination as described in paragraph (2), shall issue final regulations requiring any person that maintains or 
otherwise possesses consumer information, or any compilation of consumer information, derived from 
consumer reports for a  business purpose to properly dispose of any such information or compilation.  
(2) Coordination  
Each agency required to prescribe regulations under paragraph (1) shall—  

(A) consult and coordinate with each other such agency so that, to the extent possible, the regulations 
prescribed by each such agency are consistent and comparable with the regulations by each such other 
agency; and  
(B) ensure that such regulations are consistent with the requirements and regulations issued pursuant to 
Public Law 106–102 and other provisions of Federal law.  

(3) Exemption authority  
In issuing regulations under this section, the agencies identified in paragraph (1) may exempt any person or 
class of persons from application of those regulations, as such agency deems appropriate to carry out the 
purpose of this section.  

(b) Rule of construction  
Nothing in this section shall be construed—  

(1) to require a person to maintain or destroy any record pertaining to a consumer that is not imposed under 
other law; or  
(2) to alter or affect any requirement imposed under any other provision of law to maintain or destroy such a 
record. 

§1681x. Corporate and technological circumvention prohibited  
The Commission shall prescribe regulations, to become effective not later than 90 days after December 4, 2003, to 
prevent a consumer reporting agency from circumventing or evading treatment as a consumer reporting agency 
described in section 1681a(p) of this title for purposes of this subchapter, including—  

(1) by means of a corporate reorganization or restructuring, including a merger, acquisition, dissolution, 
divestiture, or asset sale of a  consumer reporting agency; or  
(2) by maintaining or merging public record and credit account information in a manner that is substantially 
equivalent to that described in paragraphs (1) and (2) of section 1681a(p) of this title, in the manner described in 
section 1681a(p) of this title. 
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Appendix B—Excerpt from Regulation V, 12 CFR 102284 
§ 1022.30 Obtaining or using medical information in connection with a determination of 
eligibility for credit. 
(a) Scope. This section applies to any person that participates as a creditor in a transaction, except for a  person 
excluded from coverage of this part by section 1029 of the Consumer Financial Protection Act of 2010, title X of the 
Dodd-Frank Wall Street Reform and Consumer Protection Act, Public Law 111–203, 124 Stat. 137.  
(b) General prohibition on obtaining or using medical information — 

(1) In general. A creditor may not obtain or use medical information pertaining to a consumer in connection 
with any determination of the consumer's eligibility, or continued eligibility, for credit, except as provided in 
this section.  
(2) Definitions.  

(i) Credit has the same meaning as in section 702 of the Equal Credit Opportunity Act, 15 U.S.C. 1691a.  
(ii) Creditor has the same meaning as in section 702 of the Equal Credit Opportunity Act, 15 U.S.C. 1691a.  
(iii) Eligibility, or continued eligibility, for credit means the consumer's qualification or fitness to receive, 
or continue to receive, credit, including the terms on which credit is offered. The term does not include:  

(A) Any determination of the consumer's qualification or fitness for employment, insurance (other than 
a credit insurance product), or other non-credit products or services;  
(B) Authorizing, processing, or documenting a payment or transaction on behalf of the consumer in a 
manner that does not involve a determination of the consumer's eligibility, or continued eligibility, for 
credit; or  
(C) Maintaining or servicing the consumer's account in a manner that does not involve a determination 
of the consumer's eligibility, or continued eligibility, for credit.  

(c) Rule of construction for obtaining and using unsolicited medical information — 
(1) In general. A creditor does not obtain medical information in violation of the prohibition if it receives 
medical information pertaining to a consumer in connection with any determination of the consumer's 
eligibility, or continued eligibility, for credit without specifically requesting medical information.  
(2) Use of unsolicited medical information. A creditor that receives unsolicited medical information in the 
manner described in paragraph (c)(1) of this section may use that information in connection with any 
determination of the consumer's eligibility, or continued eligibility, for credit to the extent the creditor can rely 
on at least one of the exceptions in § 1022.30(d) or (e).  
(3) Examples. A creditor does not obtain medical information in violation of the prohibition if, for example:  

(i) In response to a general question regarding a consumer's debts or expenses, the creditor receives 
information that the consumer owes a debt to a hospital.  
(ii) In a conversation with the creditor's loan officer, the consumer informs the creditor that the consumer 
has a particular medical condition.  
(iii) In connection with a consumer's application for an extension of credit, the creditor requests a  consumer 
report from a consumer reporting agency and receives medical information in the consumer report 
furnished by the agency even though the creditor did not specifically request medical information from the 
consumer reporting agency.  

(d) Financial information exception for obtaining and using medical information — 
(1) In general. A creditor may obtain and use medical information pertaining to a consumer in connection with 
any determination of the consumer's eligibility, or continued eligibility, for credit so long as:  

 
84 This appendix sets forth the text of Regulation V, § 1022.30 as it appears in the electronic version of the Code of 
Federal Regulations, as published online at https://www.ecfr.gov/current/title-12/chapter-X/part-1022#1022.30.  
Although the CFPB has made every effort to transcribe the regulation accurately, this appendix is intended only as a 
convenience for the small entity representatives and not as a substitute for the text in the Code of Federal 
Regulations. 
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(i) The information is the type of information routinely used in making credit eligibility determinations, 
such as information relating to debts, expenses, income, benefits, assets, collateral, or the purpose of the 
loan, including the use of proceeds;  
(ii) The creditor uses the medical information in a manner and to an extent that is no less favorable than it 
would use comparable information that is not medical information in a credit transaction; and  
(iii) The creditor does not take the consumer's physical, mental, or behavioral health, condition or history, 
type of treatment, or prognosis into account as part of any such determination.  

(2) Examples — 
(i) Examples of the types of information routinely used in making credit eligibility determinations. 
Paragraph (d)(1)(i) of this section permits a creditor, for example, to obtain and use information about:  

(A) The dollar amount, repayment terms, repayment history, and similar information regarding 
medical debts to calculate, measure, or verify the repayment ability of the consumer, the use of 
proceeds, or the terms for granting credit;  
(B) The value, condition, and lien status of a  medical device that may serve as collateral to secure a 
loan;  
(C) The dollar amount and continued eligibility for disability income, workers' compensation income, 
or other benefits related to health or a  medical condition that is relied on as a source of repayment; or  
(D) The identity of creditors to whom outstanding medical debts are owed in connection with an 
application for credit, including but not limited to, a  transaction involving the consolidation of medical 
debts.  

(ii) Examples of uses of medical information consistent with the exception.  
(A) A consumer includes on an application for credit information about two $20,000 debts. One debt is 
to a hospital; the other debt is to a retailer. The creditor contacts the hospital and the retailer to verify 
the amount and payment status of the debts. The creditor learns that both debts are more than 90 days 
past due. Any two debts of this size that are more than 90 days past due would disqualify the consumer 
under the creditor's established underwriting criteria . The creditor denies the application on the basis 
that the consumer has a poor repayment history on outstanding debts. The creditor has used medical 
information in a manner and to an extent no less favorable than it would use comparable non-medical 
information.  
(B) A consumer indicates on an application for a  $200,000 mortgage loan that she receives $15,000 in 
long-term disability income each year from her former employer and has no other income. Annual 
income of $15,000, regardless of source, would not be sufficient to support the requested amount of 
credit. The creditor denies the application on the basis that the projected debt-to-income ratio of the 
consumer does not meet the creditor's underwriting criteria. The creditor has used medical information 
in a manner and to an extent that is no less favorable than it would use comparable non-medical 
information.  
(C) A consumer includes on an application for a  $10,000 home equity loan that he has a $50,000 debt 
to a medical facility that specializes in treating a potentially terminal disease. The creditor contacts the 
medical facility to verify the debt and obtain the repayment history and current status of the loan. The 
creditor learns that the debt is current. The applicant meets the income and other requirements of the 
creditor's underwriting guidelines. The creditor grants the application. The creditor has used medical 
information in accordance with the exception.  

(iii) Examples of uses of medical information inconsistent with the exception.  
(A) A consumer applies for $25,000 of credit and includes on the application information about a 
$50,000 debt to a hospital. The creditor contacts the hospital to verify the amount and payment status 
of the debt, and learns that the debt is current and that the consumer has no delinquencies in her 
repayment history. If the existing debt were instead owed to a retail department store, the creditor 
would approve the application and extend credit based on the amount and repayment history of the 
outstanding debt. The creditor, however, denies the application because the consumer is indebted to a 
hospital. The creditor has used medical information, here the identity of the medical creditor, in a 
manner and to an extent that is less favorable than it would use comparable non-medical information.  
(B) A consumer meets with a loan officer of a creditor to apply for a  mortgage loan. While filling out 
the loan application, the consumer informs the loan officer orally that she has a potentially terminal 
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disease. The consumer meets the creditor's established requirements for the requested mortgage loan. 
The loan officer recommends to the credit committee that the consumer be denied credit because the 
consumer has that disease. The credit committee follows the loan officer's recommendation and denies 
the application because the consumer has a potentially terminal disease. The creditor has used medical 
information in a manner inconsistent with the exception by taking into account the consumer's 
physical, mental, or behavioral health, condition, or history, type of treatment, or prognosis as part of a 
determination of eligibility or continued eligibility for credit.  
(C) A consumer who has an apparent medical condition, such as a consumer who uses a wheelchair or 
an oxygen tank, meets with a loan officer to apply for a  home equity loan. The consumer meets the 
creditor's established requirements for the requested home equity loan and the creditor typically does 
not require consumers to obtain a debt cancellation contract, debt suspension agreement, or credit 
insurance product in connection with such loans. However, based on the consumer's apparent medical 
condition, the loan officer recommends to the credit committee that credit be extended to the consumer 
only if the consumer obtains a debt cancellation contract, debt suspension agreement, or credit 
insurance product from a nonaffiliated third party. The credit committee agrees with the loan officer's 
recommendation. The loan officer informs the consumer that the consumer must obtain a debt 
cancellation contract, debt suspension agreement, or credit insurance product from a nonaffiliated third 
party to qualify for the loan. The consumer obtains one of these products and the creditor approves the 
loan. The creditor has used medical information in a manner inconsistent with the exception by taking 
into account the consumer's physical, mental, or behavioral health, condition, or history, type of 
treatment, or prognosis in setting conditions on the consumer's eligibility for credit.  

(e) Specific exceptions for obtaining and using medical information — 
(1) In general. A creditor may obtain and use medical information pertaining to a consumer in connection with 
any determination of the consumer's eligibility, or continued eligibility, for credit:  

(i) To determine whether the use of a  power of attorney or legal representative that is triggered by a 
medical condition or event is necessary and appropriate or whether the consumer has the legal capacity to 
contract when a person seeks to exercise a power of attorney or act as legal representative for a  consumer 
based on an asserted medical condition or event;  
(ii) To comply with applicable requirements of local, state, or Federal laws;  
(iii) To determine, at the consumer's request, whether the consumer qualifies for a legally permissible 
special credit program or credit-related assistance program that is:  

(A) Designed to meet the special needs of consumers with medical conditions; and  
(B) Established and administered pursuant to a written plan that:  

(1) Identifies the class of persons that the program is designed to benefit; and  
(2) Sets forth the procedures and standards for extending credit or providing other credit-related 
assistance under the program;  

(iv) To the extent necessary for purposes of fraud prevention or detection;  
(v) In the case of credit for the purpose of financing medical products or services, to determine and verify 
the medical purpose of a  loan and the use of proceeds;  
(vi) Consistent with safe and sound practices, if the consumer or the consumer's legal representative 
specifically requests that the creditor use medical information in determining the consumer's eligibility, or 
continued eligibility, for credit, to accommodate the consumer's particular circumstances, and such request 
is documented by the creditor;  
(vii) Consistent with safe and sound practices, to determine whether the provisions of a  forbearance 
practice or program that is triggered by a medical condition or event apply to a consumer;  
(viii) To determine the consumer's eligibility for, the triggering of, or the reactivation of a  debt cancellation 
contract or debt suspension agreement if a  medical condition or event is a  triggering event for the provision 
of benefits under the contract or agreement; or  
(ix) To determine the consumer's eligibility for, the triggering of, or the reactivation of a  credit insurance 
product if a  medical condition or event is a  triggering event for the provision of benefits under the product.  

(2) Example of determining eligibility for a special credit program or credit assistance program. A not-for-
profit organization establishes a credit assistance program pursuant to a written plan that is designed to assist 
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disabled veterans in purchasing homes by subsidizing the down payment for the home purchase mortgage loans 
of qualifying veterans. The organization works through mortgage lenders and requires mortgage lenders to 
obtain medical information about the disability of any consumer that seeks to qualify for the program, use that 
information to verify the consumer's eligibility for the program, and forward that information to the 
organization. A consumer who is a  veteran applies to a creditor for a  home purchase mortgage loan. The 
creditor informs the consumer about the credit assistance program for disabled veterans and the consumer seeks 
to qualify for the program. Assuming that the program complies with all applicable law, including applicable 
fair lending laws, the creditor may obtain and use medical information about the medical condition and 
disability, if any, of the consumer to determine whether the consumer qualifies for the credit assistance 
program.  
(3) Examples of verifying the medical purpose of the loan or the use of proceeds.  

(i) If a  consumer applies for $10,000 of credit for the purpose of financing vision correction surgery, the 
creditor may verify with the surgeon that the procedure will be performed. If the surgeon reports that 
surgery will not be performed on the consumer, the creditor may use that medical information to deny the 
consumer's application for credit, because the loan would not be used for the stated purpose.  
(ii) If a  consumer applies for $10,000 of credit for the purpose of financing cosmetic surgery, the creditor 
may confirm the cost of the procedure with the surgeon. If the surgeon reports that the cost of the procedure 
is $5,000, the creditor may use that medical information to offer the consumer only $5,000 of credit.  
(iii) A creditor has an established medical loan program for financing particular elective surgical 
procedures. The creditor receives a loan application from a consumer requesting $10,000 of credit under 
the established loan program for an elective surgical procedure. The consumer indicates on the application 
that the purpose of the loan is to finance an elective surgical procedure not eligible for funding under the 
guidelines of the established loan program. The creditor may deny the consumer's application because the 
purpose of the loan is not for a  particular procedure funded by the established loan program.  

(4) Examples of obtaining and using medical information at the request of the consumer.  
(i) If a  consumer applies for a  loan and specifically requests that the creditor consider the consumer's 
medical disability at the relevant time as an explanation for adverse payment history information in his 
credit report, the creditor may consider such medical information in evaluating the consumer's willingness 
and ability to repay the requested loan to accommodate the consumer's particular circumstances, consistent 
with safe and sound practices. The creditor may also decline to consider such medical information to 
accommodate the consumer, but may evaluate the consumer's application in accordance with its otherwise 
applicable underwriting criteria. The creditor may not deny the consumer's application or otherwise treat 
the consumer less favorably because the consumer specifically requested a medical accommodation, if the 
creditor would have extended the credit or treated the consumer more favorably under the creditor's 
otherwise applicable underwriting criteria.  
(ii) If a  consumer applies for a  loan by telephone and explains that his income has been and will continue to 
be interrupted on account of a  medical condition and that he expects to repay the loan by liquidating assets, 
the creditor may, but is not required to, evaluate the application using the sale of assets as the primary 
source of repayment, consistent with safe and sound practices, provided that the creditor documents the 
consumer's request by recording the oral conversation or making a notation of the request in the consumer's 
file.  
(iii) If a  consumer applies for a loan and the application form provides a space where the consumer may 
provide any other information or special circumstances, whether medical or non-medical, that the consumer 
would like the creditor to consider in evaluating the consumer's application, the creditor may use medical 
information provided by the consumer in that space on that application to accommodate the consumer's 
application for credit, consistent with safe and sound practices, or may disregard that information.  
(iv) If a  consumer specifically requests that the creditor use medical information in determining the 
consumer's eligibility, or continued eligibility, for credit and provides the creditor with medical information 
for that purpose, and the creditor determines that it needs additional information regarding the consumer's 
circumstances, the creditor may request, obtain, and use additional medical information about the consumer 
as necessary to verify the information provided by the consumer or to determine whether to make an 
accommodation for the consumer. The consumer may decline to provide additional information, withdraw 
the request for an accommodation, and have the application considered under the creditor's otherwise 
applicable underwriting criteria.  
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(v) If a  consumer completes and signs a credit application that is not for medical purpose credit and the 
application contains boilerplate language that routinely requests medical information from the consumer or 
that indicates that by applying for credit the consumer authorizes or consents to the creditor obtaining and 
using medical information in connection with a determination of the consumer's eligibility, or continued 
eligibility, for credit, the consumer has not specifically requested that the creditor obtain and use medical 
information to accommodate the consumer's particular circumstances.  

(5) Example of a forbearance practice or program. After an appropriate safety and soundness review, a 
creditor institutes a program that allows consumers who are or will be hospitalized to defer payments as needed 
for up to three months, without penalty, if the credit account has been open for more than one year and has not 
previously been in default, and the consumer provides confirming documentation at an appropriate time. A 
consumer is hospitalized and does not pay her bill for a  particular month. This consumer has had a credit 
account with the creditor for more than one year and has not previously been in default. The creditor attempts to 
contact the consumer and speaks with the consumer's adult child, who is not the consumer's legal representative. 
The adult child informs the creditor that the consumer is hospitalized and is unable to pay the bill at that time. 
The creditor defers payments for up to three months, without penalty, for the hospitalized consumer and sends 
the consumer a letter confirming this practice and the date on which the next payment will be due. The creditor 
has obtained and used medical information to determine whether the provisions of a  medically-triggered 
forbearance practice or program apply to a consumer. 

 


